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Chairmen Introduction 

Cyber comes from Greek adjective kyberneticos (cybernetic) which means skilled in steering or 
governing. Already from ancient times people constructed various machines (physical systems) and 
their controllers (cyber systems). Cyber-physical system (CPS) is a compound system engineered 
through integration of cyber and physical sub-systems or components, so that it appears and operates 
as a single unit in relation to the external world (to other systems). 

With the progress of time, machines and their controllers became more and more complex. Until the 
end of the 19th century the controllers (cyber systems) were implemented as mechanical, hydraulic 
and pneumatic systems. In the 20th century they started to be gradually replaced by the electric 
controllers, and later by the electronic controllers. Introduction of  transistors and integrated circuit 
technologies in the years 1950s and 1960s, correspondingly, enabled the microelectronics and 
information technology revolution that is progressing according to the Moore’s low till now. The 
revolutionary progress in computing platforms, communication, networking, sensors and actuators 
enabled  much more effective and efficient CPS for traditional applications, and “smart”, sophisticated 
and affordable CPS for numerous new applications, e.g. smart communicating robots, cars, wearable 
and implantable medical devices, etc. 

Contemporary cyber-physical systems (CPS) are smart compound systems engineered through 
seamless integration of embedded information processing sub-systems and physical sub-systems. The 
modern smart collaborating CPS, that started to form the Cyber-Physical Systems of Systems (CPSoS) 
and Internet of Things (IoT), have important applications in virtually all economic and social 
segments, and their huge economic and societal impact rapidly increases. The CPS and IoT area 
undergoes a revolutionary development. There is however a common opinion that many more well-
trained researchers and developers are needed in this rapidly developing area, as well as, more 
information exchange and collaboration among different projects and teams in the area. 

This Summer School on Cyber-Physical Systems and Internet-of-Things (CPS&IoT’2019) aims 
at serving the following main purposes: 
- advanced training of industrial and academic researchers, developers, engineers and decision-

makers; academic teachers, Ph.D. and M.Sc. students; entrepreneurs, investors, research funding
agents, and policy makers; and other participants who want to learn about CPS and IoT engineering;

- dissemination, exchange and discussion of advanced knowledge and project results from
numerous European R&D projects in CPS and IoT;

- promotion and facilitation of international contacts and collaboration among people working or
interested in the CPS and IoT area.

The school is open to everybody, but previous knowledge or equivalent practical experience at least at 
the Bachelor level in engineering (e.g. system, computer, electronic, electrical, automotive, aviation, 
mechanical, or industrial engineering), computer science, informatics, applied physics or similar is 
recommended. 

Industry Participation is encouraged. CPS&IoT’2019 Summer School is not only to follow courses 
and learn new knowledge on CPS and IoT from top professionals, but to meet people, interact and 
discuss with outstanding researchers, developers, academic lecturers, advanced students, and other 



participants, collaborate or start collaborations, and meet many talented people who may become 
employees of your companies as well. 

Distinguishing features of this advanced Summer School are that its lectures, demonstrations, and 
practical hands-on sessions will be given by top European specialists in particular CPS and IoT 
fields form industry and academia, and will deliver very fresh advanced knowledge. They are based 
on results from numerous currently running or recently finished European R&D projects in CPS 
and IoT, what gives an excellent opportunity to get acquainted with issues and challenges of CPS and 
IoT development; actual industrial problems, designs and case studies; and new concepts, advanced 
knowledge and modern design methods and tools created in the European R&D projects. 

CPS&IoT’2019 Summer School is collocated with ECYPS2019 – 7th EUROMICRO/IEEE 
Workshop on Embedded and Cyber-Physical Systems, and MECO2019 – 8th Mediterranean 
Conference on Embedded Computing. The Summer School participants are encouraged to submit their 
papers to ECYPS2019 and MECO2019: http://embeddedcomputing.me/en. 

The CPS&IoT’2019 Summer School Program is composed of four days of lectures, demonstrations, 
practical hands-on sessions, and discussions, as well as free participation in ECYPS 2019 and MECO 
2019 sessions. The topics of the lectures, demonstrations, and practical hands-on sessions cover major 
CPS applications (focusing on modern mobile applications that require high-performance or low 
energy consumption, as well as, high reliability, security and safety), computing technology for 
modern  CPS, CPS architectures, development problems and solutions, as well as, design 
methodologies and design tools for all CPS design phases. Detailed list of the CPS&IoT’2019 
Presentations including the names of their authors and presenters is provided in the Schedule of 
the CPS&IoT’2019 Summer School. 

Venue of CPS&IoT’2019 is Hotel Budva*****, Budva, Montenegro. Budva is a 3500 years old 
town located at the Adriatic Sea coast of Montenegro. It is a popular touristic destination, with its 
charming Old Town, beautiful natural environment, 35 clean sandy beaches, and proximity to many 
famous touristic attractions as Kotor, Boka Kotorska, Sveti Stefan, Dubrovnik, and several national 
parks. It is an excellent place to have a summer school in a relaxed and friendly atmospheer. For 
accomodation Hotel Budva***** and Hotel Slovenska Plaza**** are advised, but there are many 
other accommodation possibilities in Budva. Budva is very well accessible by plane. Podgorica 
Airport is about 65 km from Budva and it receives regular flights from Vienna, Paris, Rome, Zürich, 
Frankfurt, Warsaw, Ljubljana, Belgrade, and Instabul, while Tivat Airport (about 20km from Budva) 
and Dubrovnik Airport (65km from Budva) are very frequent vacation and charter flight destinations 
during the summer time. 

More information can be found at the CPS&IoT’2019 Summer School web-site: 
http://embeddedcomputing.me/en/cps-iot. 

This Summer School is possible thanks to involvement of many outstanding researchers and 
developers from multiple European countries, R&D projects and teams. The Chairmen of the 
CPS&IoT’2019 Summer School express their thanks to all authors and presenters of the 
CPS&IoT’2019 presentations, as well as, to all other people who contributed to the success of the 
Summer School, and wish a very effective and pleasant Summer School time to all the CPS&IoT’2019 
participants. 

Lech Jóźwiak 
Eindhoven University of Technology, The Netherlands 
and 
Radovan Stojanović 
University of Montenegro, Montenegro 

http://embeddedcomputing.me/en
https://www.hotel-budva.me/index.php/en/
http://embeddedcomputing.me/en/cps-iot


 

Contents 
 
Lech Jóźwiak, Introduction to Modern Cyber-Physical Systems and their Quality-Driven Design,  1 

Henk Corporaal, Embedded Processors for Cyber-Physical Systems, 66 

Jiří KadlecKadlec , Zdeněk Pohl ,Lukáš Lukáš Kohout, Implementation of Implementation of HW -
accelerated video -processing on industrial Zynq modules, 127 

Francesca Palumbo, Claudio Rubattu, Carlo Sau, Tiziana Fanni, Luigi Raffo, Dataflow-Based 
Toolchain for Based Toolchain for Adaptive Accelerators, 149 

Eugenio Villar, Megamodelingof complex, distributed, heterogeneous CPS systems, 288 

Jesús Gorroñogoitia, Execution of software models, 308 

Marc Geilen, Mladen Skelin, Hadi Alizadeh, Bram van der Sanden, João Bastos ,  Max plus linear 
models for cyber-physical systems, 326 

Michael Paulweber and Andrea Leitner, Comprehensive modular V&v framework for automated 
cyber-physical systems, 372 

Vittoriano Muttillo, Luigi Pomante, Design space exploration for Hypervisor-based mixed-criticality 
systems, 435 

Axel Jantsch, Self-aware CPS, 517 

Dip Goswami, Sajid Mohamed, Sayandip De, Tradeoff analysis between Quality-of-Control and 
degree of approximate computing for image based control systems, 622 

Radek Fujdiak, Security of Embedded and Cyber Physical Systems, 652 

Muhamed Shafique, Brain-Inspired Computing for Smart CPS and IoT, 677 

Christoph Schmittner and Thomas Gruber, Safety & security engineering of automotive CPS, 744 

Lorenzo Strigini and Peter Popov, Probabilistic modelling integrating concerns of safety, security, 
etc., 793 

Dominique Blouin, Maysam Zoor and Ludovic Apvrille, Practical Embedded Systems Modeling and 
Safety, Security and Performance Verification with TTool, 846 

Razi Seyyedi, Sören Schreiner  Virtual Platforms for Low-power Mixed-criticality Embedded Systems 
Development and Validation 940 

 
 
 



1© May 2019, Lech Jóźwiak

Introduction to

Modern Cyber-Physical Systems

and their Quality-Driven Design

Lech Jóźwiak
Department of Electronic Systems

Faculty of Electrical Engineering 

Eindhoven University of Technology

L.Jozwiak@tue.nl

Proceedings of CPS&IoT2019 page 1



2

Outline

1. Introduction

2. Modern cyber-physical systems (CPS)

3. Challenges of advanced CPS development

4. Computing technology for advanced CPS

5. Quality-driven design of advanced CPS

6. Conclusion

Proceedings of CPS&IoT2019 page 2



3

Introduction: Aim of this tutorial

❑ The main aim of this tutorial is to prepare the ground for the whole 
CPS&IoT’2019 Summer School

❑ This means in particular:

◼ to introduce several basic definitions related to CPS

◼ to sketch the CPS scene, what includes:

◼ introduction to modern cyber-physical systems, their importance, their 
ongoing revolution, and challenges of their development, and

◼ explanation of the necessity of their holistic multi-objective quality-driven 
design

◼ to introduce the methodology of quality-driven model-based system design

Proceedings of CPS&IoT2019 page 3
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Introduction: Further reading for this tutorial

❑ L. Jóźwiak: Advanced Mobile and Wearable Systems, Microprocessors and Microsystems, 
Elsevier, Vol. 50, May 2017, pp. 202–221

❑ L. Jóźwiak: Quality-driven Design in the System-on-a-Chip Era: Why and how?, Journal of 
Systems Architecture, vol. 47, no. 3-4, Apr. 2001, pp. 201-224

❑ L. Jóźwiak: Life-inspired Systems and Their Quality-driven Design, Lecture Notes in 
Computer Science, Vol. 3894, 2006, Springer, pp. 1-16

❑ Jóźwiak, L.; Lindwer, M.; Corvino, R.; Meloni, P.; Micconi, L.; Madsen, J.; Diken, E.; 
Gangadharan, D.; Jordans, R.; Pomata, S.; Pop, P.; Tuveri, G.; Raffo, L. and Notarangelo, 
G.: ASAM: Automatic Architecture Synthesis and Application Mapping, Microprocessors and 
Microsystems journal, Vol.37, No 8, pp. 1002-1019, 2013

❑ Jóźwiak, L. and Jan, Y.: Design of Massively Parallel Hardware Multi-Processors for Highly-
Demanding Embedded Applications. Microprocessors and Microsystems, Volume 37, Issue 
8, November 2013, pp. 1155–1172.

❑ L. Jóźwiak and S.-A. Ong: Quality-driven Model-based Architecture Synthesis for Real-time 
Embedded SoCs, Journal of Systems Architecture, Elsevier Science, Amsterdam, The 
Netherlands, ISSN 1383-7621, Vol. 54, No 3-4, March-April 2008, pp. 349-368

❑ Many other papers of myself and my former Ph.D. students; many of them referenced in 
the above papers
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Introduction: What is a system?

❑ A system is a complex whole composed of interrelated, interdependent 
and/or interacting items (parts or elements of a system) that are so 
intimately connected that they appear and operate as a single unit in 
relation to the external world (to other systems)

❑ Three basic types of systems:

◼ unorganized  system - a mechanical unsystematic conglomerate of objects

◼ organized system - a systematic, relatively stable and law-governed composition of 
parts which properties cannot be reduced to the simple sum of the properties of its 
parts, but involve some new emerging properties resulting from complex composition 
of the parts’ properties (e.g. a molecule, crystal, circuit, computer), and

◼ organic stem - formed not as a composition of some ready-made parts, but being an 
integral whole with distinguishable parts that originate, develop and die together 
with the whole, and cannot preserve and demonstrate their complete quality without 
the whole (e.g. life organisms); the characteristic features of the organic systems are 
the self-development and self-reproduction

❑ In this presentation organized systems will be considered

Proceedings of CPS&IoT2019 page 5
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Introduction: System organization and structure

❑ The system organization (composition) appropriately:

◼ defines its parts

◼ arranges the parts in relation to each other and to the whole, and

◼ interconnects them to form the whole 

❑ The term system structure designates the parts of a system arranged into 
a proper relation and appropriately interconnected according to a certain 
set of laws and/or rules in order to form a whole

❑ We will consider material systems

❑ Since matter is active and is in constant change, the material systems are 
in constant change, with only some relative and transient stability conditions

❑ Compositions of interrelated, interdependent or interacting single changes 
(transformations, actions) form processes

❑ Process is a relatively isolated composition of interrelated 
interdependent or interacting actions (transformations, changes)

Proceedings of CPS&IoT2019 page 6
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Introduction: System = process © structure

❑ A given process can only perform (take place, occur) in particular 
relatively stabile conditions

❑ These conditions that make the process possible are created and 
guaranteed by the system structure

❑ The system structure is a relatively isolated, stable and slowly 
changing (in relation to the process) part of the universe in which 
a particular process (or a collection of co-operating processes) can 
take place

❑ A system is a unity of a process and structure in which this 
process takes place

❑ System design is an activity of defining an appropriate 
composition of the system process and structure

Proceedings of CPS&IoT2019 page 7
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Introduction: What are cyber-physical systems?

❑ Cyber comes from Greek adjective kyberneticos (cybernetic) that means
skilled in steering or governing

❑ Already in ancient times people constructed various systems: the oldest known
artificial automatically controlled system is probably a water clock invented by
Ktesibios (285–222 BC) in Alexandria

❑ Form those times, the construction of machines (physical systems) and their
controllers (cyber systems) continued and developed through the centuries

❑ Until the end of 19th century the controllers (cyber systems) were implemented
as mechanical, hydraulic and pneumatic systems

❑ In the 20th century they started to be gradually replaced by the electric
controllers, and later by the electronic controllers

❑ Physical systems are systems in which matter or energy acquisition,
processing and transfer take place according to the lows of physics

❑ Cyber systems are (parts of) control systems, i. e. information collecting,
processing and communicating systems

Proceedings of CPS&IoT2019 page 8
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Introduction : What are cyber-physical systems?

❑ Cyber-physical system (CPS) is a compound system engineered through
integration of cyber and physical sub-systems or components and/or pre-
existing component cyber-physical systems, so that it appears and operates as
a single unit in relation to the external world (to other systems)

❑ Introduction of the transistor and integrated circuit technologies in the years
1950s and 1960s, correspondingly, enabled the ongoing microelectronics
and information technology revolution that is till now progressing
according to the Moore’s low

❑ The revolutionary progress in computing platforms, communication,
networking, sensors and actuators enables:

◼ much more effective and efficient CPS for traditional applications, and

◼ “smart”, sophisticated and affordable CPS for numerous new applications,
e.g. smart robots, homes, cars, wearable and implantable medical devices,
etc.

Proceedings of CPS&IoT2019 page 9
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NVIDIA Tegra K1 massively parallel 
MPSoC for mobile applications

CPU: (4+1) Cortex-A15 cores 

Kepler GPU: 192 CUDA GPU cores
Source: ANANDTECH 
(http://www.anandtech.com/show/7622/nvidia-tegra-k1)

❑ Modern nano-dimension semiconductor
technology enables implementation of a
very complex multiprocessor system
on a single chip (MPSoC)

❑ This facilitates a rapid progress in:
◼ global networking
◼ (mobile) wire-less communication
◼ (mobile autonomous) embedded

computing

Introduction: very complex MPSoCs

Proceedings of CPS&IoT2019 page 10
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Introduction: cyber-physical technology revolution

❑ The recent rapid developments in:

➢ system-on-a-chip technology

➢ common global networking

➢ wire-less communication

➢ mobile and autonomous computing

➢ miniaturized sensors and actuators

➢ material technology

created a large discrepancy between what is possible and what is used
nowadays

❑ This discrepancy:

◼ causes both a very strong technology push and market pull to create
new or modified products and services, and

◼ results in the cyber-physical technology revolution

❑ Recently, a revolutionary transition has been started from the internet of
computers to the internet of smart (mobile) cyber-physical systems
(CPS), called Internet of Things (IoT)

Proceedings of CPS&IoT2019 page 11
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Examples of modern mobile CPS: autonomously-driving cars

Source: http://johndayautomotivelectronics.com/ Proceedings of CPS&IoT2019 page 12



13

Examples of modern mobile CPS: smart wearables

Proceedings of CPS&IoT2019 page 13



14Source: https://www.oculus.com

Source: http://www.technodo.com/

Examples of CPS: wearable virtual and augmented reality
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Examples of modern CPS: smart miniaturized implants 
and pill-size medical devices  

modern 10 times smaller pace-makers

A new wave of the information technology revolution has arrived that
creates much more coherent and fit to use CPS and connects them to
form the IoT

Proceedings of CPS&IoT2019 page 15
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Importance of modern mobile CPS

❑ Application areas of mobile CPS cover virtually all socially important
application sectors, including:

◼ consummer applications , e.g. mobile computing, communication, localization,
navigation, gaming, entertainment, fashion, etc.

◼ extension or replacement of human capabilities, e.g. tele-operation, personal
assistance, artificial limbs, implants, etc.

◼ social systems, e.g. smart health-care and other numerous health-care applications,
assisted leaving, law enforcement, public safety, military, etc.

◼ transportation and automotive, e.g. traffic control, navigation, tracking,
communication, mobile fares and personalized customer service,
assisted/autonomous driving, etc.

◼ industrial, safety, security and military applications , e.g. mobile real-time in-the-field
surveillance, monitoring, inspection, repair, robotics, instruction, assistance, etc.

◼ commercial applications, e.g. mobile inventory tracking and customer service,
wearable augmented reality and other systems for touristic applications, and many
others

❑ The economic and societal importance of mobile CPS is very high and
rapidly increases

Proceedings of CPS&IoT2019 page 16
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Rapid growth of the mobile CPS and IoT markets
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Rapid growth of the mobile CPS and IoT markets

Global unmanned aerial vehicle (UAV) market

$8 billion in 2016

$21.5 Billion in 2021

>5 million units in 2021

Source: BIS Research, January 2018

❑ The fastest growing market 
of all mobile sectors is this of 
smart wearable devices:

◼ $14 billion and 123 million 
devices in 2016

◼ $34 billion and 411 million 
devices  in 2020

(CCS Insight, February 2016)
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Rapid growth of the chip market for mobile CPS and IoT

❑ The fastest-growing chip markets are automotive, IoT, medical and wearables

Source: IC Insights
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Rapid growth of the processor and MPSoC market 
for mobile CPS and IoT

❑ MPUs for mobile systems account for almost 50% of MPU sales, 
and this share repidly increases

Proceedings of CPS&IoT2019 page 20
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Challenges: unusual complexity and ultra-high demands 
❑ The huge and rapidly developing markets of sophisticated mobile CPS represent

great opportunities

❑ These opportunities come with a price of:

◼ unusual system complexity and heterogeneity, resulting from convergence 
and combination of various applications and technologies in one system or 
even on one chip, and

◼ stringent and difficult to satisfy requirements of modern applications

❑ Smart cars, drones and various wearable systems:

◼ involve big instant data from multiple complex sensors (e.g. camera, radar, lidar, 
ultrasonic, sensor network tissues, etc.) and from other systems, used for mobile 
vision, imaging, virtual or augmented reality, etc.

◼ are required to provide continuous autonomous service in a long time

◼ are safety-critical

❑ In consequence, they demand a guaranteed (ultra-)high performance 
and/or (ultra-)low energy consumption, while requiring a high reliability, 
safety and security Proceedings of CPS&IoT2019 page 21
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Challenges: distribution of intelligence, computing 
resources, services and workloads in the IoT chierarchy

❑ To transform the big data from multiple sensors to the information being 
directly used for decisions, while satisfying the stringent requirements of the 
modern mobile systems, a careful distribution of information delivery 
and computation services among the different layers of IoT is needed

❑ For many reasons of primary importance, as:

◼ real-time availability of local information

◼ guaranteed real-time reaction

◼ security, safety, reliability

◼ minimization of communication traffic and energy, etc.

a majority of computing and decision making related to advanced CPS 
should be performed locally in the IoT edge devices, in collaboration 
among various local IoT edge devices or just above the edge nodes, 
and not in the higher levels of fog or in cloud

❑ The higher levels of fog and cloud should only be asked for services if:

◼ necessary information or computing resources are not available locally, and

◼ reaction-time, security, safety, etc. allow for this
Proceedings of CPS&IoT2019 page 22
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❑ This requires implementation of advanced intelligent computations and 
sophisticated powerful embedded computing technology:

◼ directly in the IoT edge devices related to the complex sensors and 
actuators, or 

◼ just above the edge nodes, where the information from different sensors 
can be combined and based on the combined information the control 
decisions can be taken and subsequently actuated

❑ Sophisticated and powerful edge/dew computing has to be used requiring 
advanced intelligence, processing power and communication capabilities to be 
pushed towards the edge-nodes of IoT, where the data originates and 
information is used (i.e. to sensors, controllers and actuators)

❑ A very good example of the edge/dew computing necessity is the local vehicle-
to-vehicle and -infrastructure communication and collaboration necessary for 
autonomous driving

❑ In consequence, the IoT for advanced (mobile) CPS will be substantially 
different than Internet for other traditional targets

Challenges: distribution of intelligence, computing 
resources, services and workloads in the IoT chierarchy

Proceedings of CPS&IoT2019 page 23
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Challenges: application parallelism and heterogeneity

❑ The modern complex applications that require ultra-high performance and/or 
ultra-low energy consumption:

◼ are from their very nature heterogeneous

◼ include numerous different algorithms involving various kinds of massive 
parallelism: data parallelism, and task-level, instruction-level and 
operation-level functional parallelism

❑ To adequately serve these applications:

◼ heterogeneous computation platforms have to be exploited 

◼ processing engines with parallel multi-processor macro-architectures 
and parallel processor micro-architectures have to be constructed

◼ different parts of complex applications involving different kinds of 
parallelism have to be implemented with corresponding different 
application-part specific parallel hardware

◼ multiple different or identical processors, each operating on a (partly) 
different data sub-set, have to work concurrently to realize the ultra-high 
throughput and ultra-low energy consumption

Proceedings of CPS&IoT2019 page 24
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To implement the highly-demanding complex heterogeneous CPS applications 
complex heterogeneous MPSoCs are needed

Intel Atom Z3770* Nvidia Tegra 2+

*Source: http://tweakers.net/reviews/3162/2/intels-atom-bay-trail-de-eerstenieuwe-atom-in-vijf-jaar-zes-verschillende-bay-trails.html
+Source: http://www.anandtech.com/show/4144/lg-optimus-2x-nvidia-tegra-2-reviewthe-first-dual-core-smartphone/3

Challenges: application complexity, parallelism and heterogeneity

Proceedings of CPS&IoT2019 page 25



26Source: Albert Y.C. Chen, Viscovery 

NVIDIA’s advanced massively parallel heterogeneous MPSoC for ADAS and similar 
mobile CPS applications

Challenges: application complexity, parallelism and heterogeneity

Proceedings of CPS&IoT2019 page 26
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❑ Many advanced processors and heterogeneous parallel MPSoC architectures
have been proposed in the recent years

❑ Many of them are useful for various advanced (mobile) CPS applications

❑ What is the problem?

❑ The design methods and automated tools for:

◼ mapping of complex heterogeneous parallel applications to such hardware platforms

◼ customization of such platforms and coherent HW/SW architecture co-development

◼ parallel programming and code parallelization and compilation for such platforms

◼ development and management of autonomous evolvable distributed systems and 
systems-of-systems collaborating through IoT

◼ management of competing CPS applications, computing resources, services and 
workloads in the IoT hierarchy

◼ modeling, analysis, development, verification, validation and certification of CPS 
involving combined diverse cyber and physical components or sub-systems

◼ holistic development and multi-objective optimization of complex heterogeneous CPS

◼ ensuring reliability, security and safety of critical CPS

are much less advanced

The status of computing technology for advanced CPS

Proceedings of CPS&IoT2019 page 27
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❑ Cyber-physical systems influence our life to a higher and higher degree

❑ Therefore, the society expectations regarding them grow rapidly

❑ Due to CPS common usage in various kinds of technical, social and biological 
applications, and their growing influence, we and the life on the Earth more 
and more depend and rely on these systems:
▪ their quality is becoming more and more critical
▪ many applications considered previously as non-critical are 

becoming critical

❑ Due to the rapidly growing share of the highly demanding embedded and CPS 
applications, higher demands are becoming much more common

❑ Due to the multiple reasons just discussed, and specifically, due to the rapidly 
growing system and silicon complexity and diversity, it will be more and more 
difficult to guarantee the systems’ quality

❑ This is a new difficult situation that cannot be adequately addressed without 
an adequate design methodology and electronic design automation

Challenges: criticality of applications

Proceedings of CPS&IoT2019 page 28
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Quality-driven Model-based Design

❑ When considering a system and design methodology adaptation to the 
situation in the field of modern CPS, we have first to ask: what general system 
approach and design approach seem to be adequate to solve the listed problems 
and overcome the challenges?

❑ Predicting the current situation, more than 20 years ago I proposed such 
system paradigm and design paradigm, i.e. the paradigms of:
◼ life-inspired systems and quality-driven design, and
◼ the methodology of quality-driven model-based system design based on 

them

❑ From that time my research team and our industrial and academic collaborators 
were researching the application of this methodology to the design and design 
automation of embedded processors, MPSoCs and CPS, and this research 
confirmed the adequacy of the quality-driven design methodology

❑ For “Outstanding Achievements and Contributions to Quality of Electronic 
Design” I was awarded the Honorary Fellow Award by the International Society 
for Quality Electronic Design (San Jose, CA, USA, 2008)

❑ What is the quality-driven design?Proceedings of CPS&IoT2019 page 29
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Quality-driven design approach

❑ System design is a definition of the required quality, i.e. a satisfactory
answer to the following two questions:
➢ What new (or modified) quality is required?

and
➢ How can it be achieved?

❑ Intuitively we feel that quality is here used in the sense of the totality of the 
(important)  features the system has

❑ So, system design should define:
➢ What is the required totality of the (important) system features?

and
➢ How to realize a system that has these all features?

❑ In other words:

▪ What process must be realized in a certain system and what structural and 
parametric features must have the system?

▪ How can we build a system that will be able to realize this process and will 
have the required structural and parametric features?

Proceedings of CPS&IoT2019 page 30
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Quality

❑ The most used and cited definitions of quality:

➢ fitness for use (Juran)

➢ conformance to requirements (Crosby)

➢ quality is meeting the customers' expectations at a price they can afford
(Deming)

➢ the loss of quality is the loss a product causes to society after being
shipped, other than any losses caused by its intrinsic functions (Taguchi)

➢ the totality of features and characteristics of a product or service that
bear on its ability to satisfy given needs (American Society for Quality
Control)

➢ the totality of features and characteristics of a product or service that
bear on its ability to satisfy stated or implied needs (ISO8402: Quality
Vocabulary Part 1, International terms, 1987)

❑ Actually, what is quality?

Proceedings of CPS&IoT2019 page 31
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Problems with the existing definitions of quality

Quality cannot be limited to the system itself, but it must account for the 
complete problem solution, related to complete system life-cycle

KERNEL 
PROBLEM 
SOLVER
system

COMPLETE PROBLEM 
SOLVER

problem recognition and 
analysis

design of a 
system and its 
fabrication, 
usage and 
disposal 
processes

disposal

usage fabrication

they focus exclusively on a product being designed, while the original 
problem is solved by designing, fabrication, usage and disposing of the system
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Problems with the existing definitions of quality

❑ none of these definitions is precise enough to enable the systematic 
consideration, measurement and comparison of quality

❑ the assumption of perfectly known and inviolable customer's 
requirements is not acceptable, because the customer may specify the 
requirements poorly and such requirements may result in system which will 
create danger, damage environment or squander scarce resources

❑ engineered systems solve certain real-life problems, serve certain purposes –
they are purposive systems

❑ quality of a purposive system can only be defined in relation to its purpose
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New quality definition proposed by me 20 years ago

❑ Effectiveness = the degree to which a solution attains its goals

❑ Efficiency = the degree to which a solution uses resources in order to realize 
its aims

❑ Effectiveness and efficiency of a systemic solution together decide its 
grade of excellence - their aggregation expresses quality

❑ Effectiveness and efficiency can be expressed in terms of measurable 
parameters, and in this way, quality can be modeled and measured

❑ In particular, the quality can be modeled in the form of multi-objective 
decision models involving measurable design parameters

❑ The multi-objective decision models and design parameter estimators
enable application of the multi-objective decision methods for construction, 
improvement and selection of the most promising solutions

Quality of a purposive systemic solution is
its total effectiveness and efficiency

in solving of the real-life problem that defines the solution’s purpose
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Quality-driven Design - Difficulties

System 
Effectiveness

System

Efficiency

Development 
Efficiency

Development
Effectiveness

Interactions and trade-offs between various parts and aspects
of the total systemic solution
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Interactions of a design project with its context

Macro Environment

Market

Company

Design 
Project

Quality-driven Design - Difficulties
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❑ Design does not concern the reality as it is, but as it will possibly be
realized

❑ Quality recognition and formulation, i.e. recognition of the problem,
as well as of the nature of its solution are subjective to a high degree

❑ The contemporary system design problems are complex, multi-
aspectual, dynamic, and ill-structured:

➢ there is no definitive formulation of the problem,

➢ any problem formulation may be inconsistent,

➢ formulations of the problem are solution dependent,

➢ proposing and considering solutions is a means for understanding the
problem, and

➢ there is no definitive solution to the problem

Quality-driven Design - Difficulties
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❑ The complex design problems are ill-defined

❑ It is very difficult to find precise relations between various aspects of the
system effectiveness and between the different forms of energy and matter
used to attain the system's aim, and even more difficult to express them as one
uniform measure

❑ There are trade-offs as well between effectiveness and efficiency as among
different their aspects

❑ The required quality or its perception can change in time

Quality-driven Design - Difficulties



quality cannot be well defined,
but it can and should be modelled
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❑ Well-structured models of the required/delivered quality can serve
to:

➢ conceptualize, denote, analyse and communicate the customer’s and
designer’s ideas

➢ show that the requirements and designs are meaningful and correct

➢ guide the design process

➢ enable the explicit and well-organized design decision making

➢ enable design automation

➢ etc.

Quality-driven Design - Design models
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❑ Since the system design problems are:
• complex;
• multi-aspect;
• ill-defined,

to solve them, all human concepts for dealing with complexity,
diversity and ill-structure have to be applied:

• abstraction;
• separation of concerns;
• decomposition and composition;
• generalization and specialization;
• modelling;
• simulation;
• prototyping;
• .....

❑ A design problem has to be converted into a system of simpler sub-
problems

❑ The solution to the original problem can then be achieved by solving the sub-
problems and composing the sub-problem solutions into an aggregate solution

Quality-driven Design: Design problem-solving using models
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❑ The problem decomposition and design modelling are to some degree
subjective

❑ The design decision processes are also to some degree subjective, as they are
influenced by the designers’ value systems, feelings, believes, intuition etc.

❑ The design problem solving activity is performed under uncertainty,
inaccuracy, imprecision and risk conditions, and in a dynamic environment



❑ System design has to be an evolutionary process in which analysis and 
modelling of problems; proposing their solutions; analysis, testing and 
validation of the proposals; learning and adapting are very important

Quality-driven Design: Design problem-solving using models
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Main concepts of the quality-driven design

❑ Designing top-quality systems is the aim of a design process

❑ Quality is modelled and measured (in particular, in the form of the multi-
objective decision models) to enable invention and selection of the best
alternatives and quality improvement

❑ Quality models are considered to be heuristics for setting and
controlling the course of design

❑ The design process is evolutionary and it basically consists of:
➢ constructing the tentative quality models,
➢ using them for constructing, improving and selecting of the tentative

solutions,
➢ analysing and estimating them directly and through analysis of the

resulting solutions,
➢ improving the models, and using them again to get improved solutions,

etc.
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Main concepts of the quality driven design

❑ In the design process, a balance is sought for between the 
effectiveness and efficiency, and among all their important aspects; in 
particular between:

➢ the multiplicity of the life-cycle aspects considered in parallel and the 
amount of iteration

➢ between design reuse and innovation

➢ between art and science in the design

➢ between the designers subjective inventive thinking and objectivity 
increasing constraints and regulations

➢ between the human designer's involvement and automation.

❑ Criterium for this balance is total effectiveness and efficiency of a
design process
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❑ One of the main aims of using the well-defined models in design
is:

Limiting the scope of subjective design decision making and
enlarging the scope of reasoning-based decision making with
clear and well-defined rational procedures which can be
computerized

❑ Too much subjectivity in design may result in solutions that either
do not solve the actual real-life problem or do not do it in a
satisfactory manner

❑ Limiting the design subjectivity in an appropriate manner, when
enabling the creativity exploitation at the same time, is necessary
to arrive at the high-quality designs

Quality-driven Design: Limiting the design subjectivity
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❑ The main means for limiting the design subjectivity is the design space
exploration (DSE) with usage of the well-structured quality models

❑ Exploration of the abstract models of the required quality and more concrete
solutions obtained with these models:

➢ gives much and more objective information on the design problem, its 
possible and preferred solutions, and various models used in this process

➢ enhances exploitation of the designer's imagination, creativity, 
knowledge and experience

❑ Other important means for limiting the design subjectivity include:

➢ appropriately organised team-work

➢ benchmarking and comparison with both own previous designs and
designs of competition

➢ design analysis and validation

➢ design reuse

➢ government and branch regulations and standards

Quality-driven Design: Limiting the design subjectivity
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❑ The general model of the required system’s quality is represented by
the system (design) requirements

❑ Not "the conformance to requirements" (P.B. Crosby), but the
solution of the actual real-life design problem with a satisfactorily
high total effectiveness and efficiency is important

❑ Requirements can only be treated as a non-perfect and tentative
model of the required quality

❑ The requirements and the solutions obtained with their use should be
confronted with the actual up-to-date needs many times during the design
process, and replaced or modified, if necessary

❑ Requirements and any other quality models are not sacred and
inviolable, but they are subject to design and change

Quality-driven Design - Design requirements
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❑ Design requirements represent a model of the required quality that models

the design problem at a hand through the imposition of a number of
constraints and objectives in relation to the acceptable or preferred
problem solutions

❑ It is thus an abstract model of a solution to the problem.

❑ Since such a model limits the space of acceptable or preferred solutions to a
certain degree only, it models many solutions concurrently.

❑ Each of the solutions fulfils all the hard constraints of the model, but
different solutions can satisfy its objectives to various degrees.

Quality-driven Design - Design requirements

❑ It is possible to distinguish three sorts of requirements:
➢ functional,
➢ structural, and
➢ parametric

Proceedings of CPS&IoT2019 page 47



48

❑ All the three sorts of requirements impose limits on the structure of a
required solution, but they do it in different ways

❑ The structural requirements define the acceptable or preferred solution
structures directly, by limiting them to a certain class or imposing a
preference relation on them

❑ The parametric requirements define the structures indirectly, by
requiring that the structure has such physical, economic or other properties
(described by values of some parameters) as fulfil given constraints and
satisfy stated objectives

❑ The functional requirements also define the structures indirectly, by
requiring the structure to expose a certain externally observable behaviour
that realizes the required behaviour

Quality-driven Design - Design requirements
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Quality-driven design space exploration (DSE)

❑ System design is an evolutionary quality engineering process in which 
the concepts of analysing and modelling problems, proposing their solutions, 
analysing and testing the proposals, learning and adapting are very important

❑ It starts with an abstract, and possibly incomplete, imprecise, and 
contradictory, initial quality model (initial requirements)

❑ It tries to transform the initial model into a concrete, precise, complete, 
coherent and directly implementable final model

❑ The initial abstract model mostly involves some behavioural and 
parametric characteristics and to a lesser extend the structure definition

❑ The final model defines the system’s structure explicitly

❑ This structure supports the system’s required behaviour and satisfies the 
parametric requirements
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❑ During the design process the structural information is gradually added by the
designers and synthesis tools to the created (partial) solutions.

❑ This evolutionary quality engineering processes applies the problem-solving
framework of heuristic search and decomposes the total design
problem into several issues.

❑ In this framework, the process of design problem solving can be represented by
a design search tree:

➢ the tree’s nodes correspond to various design issues (sub-problems)

➢ the tree’s branches correspond to various design options (alternative
solutions)

➢ for each issue, many various alternative solutions are typically possible.

❑ A design decision is a choice of a particular option, or the option chosen

❑ Each option chosen may recursively raise new issues, expanding the design
search tree downwards until a final design will be obtained

Quality-driven DSE
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❑ For each issue, many various alternative solutions are typically possible.

❑ For each issue, we can construct some issue’s quality models, composed of
some selected and abstracted functional, structural and parametric requirements
extracted in an appropriate manner from the total quality model of the
considered system.

❑ In particular, the issue’s decision model can be constructed that is a base for
decision making in the scope of a certain issue

❑ A decision model is a partial (reduced to only certain concerns) and abstract
(reduced to the necessary and/or possible precision level) model of the required
quality, expressed in the decision-theoretical terms.

❑ Decision models and design parameter estimators enable application of
the multi-objective decision methods for construction, improvement and
selection of the most promising solutions.

Quality-driven design space exploration
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❑ The decision model of a given issue must account for all system
characteristics substantially relevant to the issue

❑ It must specify preferences of values for all the characteristics,
expressed by hard constraints, objectives, and trade-off information

❑ For each single characteristic, the preferences of its values can be
characterized by specifying a utility (effectiveness or efficiency) function ui(xi)
for the characteristic xi

❑ Each utility function ui(xi) describes the level of satisfaction from a particular
value of the characteristic xi

❑ Due to the multi-aspect nature of systems and possible trade-offs, the
relative importance of different characteristics or the reference
points in the utility space have to be specified

Quality-driven Design - Decision models
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Quality-driven Design - Decision models

❑ This can be done in different ways dependent on the problem characteristics, 
for example by:

• establishing an order for the objectives,

• constructing a multi-objective utility function,

• defining ranking information,

• establishing local preferences for small changes in values of the objectives, 
or

• defining some reference (aspiration) points in the utility or 
parameter space

❑ With such models the total system quality Q can be modelled as a function
of utility levels of all the important system characteristics influencing
the systems effectiveness or efficiency

❑ Such design decision models make it possible to apply the multi-
objective decision methods for invention and selection of solutions
that are ''totally optimal”
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Modeling quality Q as a (vector) function of utility levels of the 
system characteristics

Q(y)=Q(x1(y), x2(y),..., xn(y))=F(v1(x1), v2(x2),..., vn(xn))

v(x3)v(x2)v(x1)

Hierarchy of Atributes

Attributes

x1 x2 x3

- Relative Importance Among Attributes

Physical Measures

a b c e fd

a

b c

de

f

x1 x2 x3
x4

Utility Functions

v(x4)

x4or
- Reference Points in Utility Space (or Parameter Space)

Tradeoffs:
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Generic model of the quality-driven design space exploration

SELECT 
PREFERRED 
SOLUTIONS

ANALYSE THE 
DESIGN

FIND 
POTENTIAL 
SOLUTIONS

SOLUTION TO THE

SUB-PROBLEM
ANALYSE AND 

MODEL THE 
PROBLEM

DESIGN

SUB-PROBLEM
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Quality-driven design space exploration

❑ The quality-driven design space exploration basically consists of the 
alternating phases of:

➢ exploration of the space of abstract models of the required 
quality

and

➢ exploration of the space of the more concrete  issue’s 
solutions obtained with the chosen quality models

❑ In this way, both:

➢ “let’s make better things”

and

➢ “let’s make things better”

will be brought into effect.
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Generic model of the quality-driven design space exploration

FIND POT. SOLUTIONS

Construct potential 
solutions

Identify and frame 
the solution 
opportunities

Sub-problems

Solution to the 
sub-problems

Proceedings of CPS&IoT2019 page 57



58

Quality-driven design space exploration

❑ In result of the design space exploration, the considered system is defined 
as an appropriate decomposition into a network of sub-systems

❑ Each sub-system solves a certain sub-problem

❑ All sub-systems cooperating together solve the system design problem
by exposing the external aggregate behaviour and characteristics which 
match the required behaviour and characteristics

❑ The design process breaks down a complex system defined in abstract 
and non-precise terms into a structure of cooperating sub-systems
defined in more concrete and precise terms, which are in turn further 
broken down to the simpler sub-systems that can be directly implemented 
with the elements and sub-systems at the designer’s disposal
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Example: Quality-driven model-based automated design of 
multi-ASIP MPSoCs (ARTEMIS ASAM project Grant No. 100265)

❑ To develop the required complex multi-ASIP MPSoCs, a sophisticated design 
space exploration is necessary in which only the most promising ASIP and MPSoC 
architectures will be efficiently constructed, and the best of these architectures 
will be selected for further analysis, refinement and actual implementation

❑ The ASAM multi-ASIP MPSoC design-space exploration implements the quality-
driven model-based system design methodology

❑ According to this methodology, to bring the quality-driven design into effect, 
quality has to be modeled, measured, and compared

❑ The quality of the multi-ASIP MPSoC required is modeled in the form of the:
◼ demanded system behavior (application c-code)
◼ structural constraints: generic ASIP and MPSoC architecture templates and 

their pre-characterized generic parts included in the IP library, and
◼ parametric constraints and objectives to be satisfied by the MPSoC design

❑ Based on the analysis of the so modeled required quality, the generic architecture 
templates are adequately instantiated and used in design space exploration
that constructs one or several most promising MPSoC designs supporting the 
required behavior and satisfying the demanded constraints and objectivesProceedings of CPS&IoT2019 page 59
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Example of Generic WLIW ASIP Architecture Template
(Intel Benelux, used in ASAM project)
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Example instance of the generic ASIP template: video processor

ray
ray

Pearl

(32-bit scalar)
Video

(32-bit scalar &

16x16-bit vector)

Vector RF 

16x256

Wide

Vector RF 

16x512

Scalar RF 

16x132

Vflag RF 

4x16

Vector 

LSU

Vector 

ARU

Vector 

MAC

Vector 

shuflle

Vector-

addressable

V-LSU
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❑ Based on the analysis of the so modeled required quality, the generic 
architecture template is adequately instantiated and used in design space 
exploration that aims at:

◼ analysis of various architectural choices regarding:

◼ processor micro-architectures and multi-processor macro-architecture

◼ parallel memories architectures

◼ parallel communication architectures

◼ macro-/micro-architecture tradeoffs

◼ processor, memory and communication tradeoffs,

and based on this analysis,

◼ construction of one or several most promising (sub-)system architectures 
supporting the required behavior and satisfying the demanded constraints 
and objectives.

Quality-driven model-based automated design of 
multi-ASIP MPSoCs: Quality-driven DSE
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Quality-driven DSE: General Organization

Hierarchical 
Partitioned  
Communication 
Network

Parallel 
Distributed 
Memories 

Models of the 
Required 
Quality

Processor

Exploration

Macro-architecture

Micro-architecture

Communication

Exploration
Memory

Exploration

Proceedings of CPS&IoT2019 page 63



64

ASAM main result: quality-driven design method, flow and tools for 
the automated synthesis of heterogeneous ASIP-based MPSoCs
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Conclusion

❑ Many modern CPS applications are complex, heterogeneous, involve big data 
and massive parallelism, and demand an (ultra-)high performance and/or 
(ultra-)low energy consumption, while requiring a high reliability, safety and 
security

❑ Many parallel processors and heterogeneous MPSoC architectures have been 
proposed in the recent years, and some of them are useful for various 
advanced CPS applications

❑ The related design methods and automated tools are much less advanced

❑ Although much research on various aspects of CPS, and design methods and 
automated tools for CPS has been performed, and a reasonably solid 
methodological base has been created, much more work has still to be done

❑ In this CPS&IoT Summer School you will have a unique occasion to be 
informed on and to discuss the most recent European R&D developments in 
CPS and IoT
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Lecture overview
• Some history
• Processor basics
• Memory hierarchy
• Advanced processor system design

– the advanced concepts of today you'll see tomorrow in the low end CPS

• Example system: EEG monitoring system
• Interesting CPS development processors & boards

• Conclusions

Crash Course
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A long history: Earliest computers
• Mechanical

– Charles Babbage: Difference Engines
• Electro-Mechanical

– Konrad Zuse's Z1, Z2, Z3
• First Electronic

– ENIAC
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Part of Difference Engine 1, 1832
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Performance of processors (for 1 core)
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Frequency and Power development of processors
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• Intel 80386 
consumed ~ 2 W

• 3.3 GHz Intel Core 
i7 consumes 130 W

• Heat must be 
dissipated from 1.5 
x 1.5 cm chip

• This is the limit of 
what can be cooled 
by air
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Processor history
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Trends:
• #transistors follows Moore

• but slows down somewhat
• not clear what happens 
below 3-5 nm

• frequency and
performance/core
do not scale further
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A small processor board: Arduino MKR GSM 1400
• ARM Cortex M0 32-bit
• 256 KB flash
• 32 KB SRAM
• upto 48 MHz
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68x25 mm, 32 gr
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The other extreme: Summit, Nr 1 in the Top 500
• IBM Summit

– 122.3 petaflops on Linpack 
– 4356 nodes
– per node:

• 2x 22-core Power9
• 6 NVIDIA Tesla V100 GPUs 
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Processor basics: structure of any computer system
How does it operate?

CPU Memory

IO

register 
file

32 registers
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The Big Picture

see tutorial: https://www.cise.ufl.edu/~mssz/CompOrg/CDA-lang.htmlProceedings of CPS&IoT2019 page 75



Types of Instructions of any Computer
The core ISA is easy: we need only 3 types of instructions/operations:

• Arithmetic
– Integer
– Floating Point

• Memory access
– Loads & Stores

• Control flow
– Jump
– Conditional Branch
– Call & Return
– Interrupts

Q: what's the difference
between an operation and 
an instruction?
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Instructions: Load and store
• Example:

C code: A[8] = h + A[8];

MIPS code: lw  $t0, 32($s3)
add $t0, $s2, $t0
sw  $t0, 32($s3)

• Store word operation has no destination (register) operand
• Remember: on a RISC processor arithmetic operands are in registers, 

not in memory!
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Machine Language: Load & Store

• Example:  lw $t0, 32($s2)

• Introduce a new type of instruction format: I-type

35 18 9 32

op rs rt 16 bit number

Question: Where's the compromise?
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A typical RISC: the MIPS
• Instruction Meaning

add $s1,$s2,$s3 $s1 = $s2 + $s3
sub $s1,$s2,$s3 $s1 = $s2 – $s3
lw $s1,100($s2) $s1 = Memory[$s2+100] 
sw $s1,100($s2) Memory[$s2+100] = $s1
bne $s4,$s5,L Next instr. is at Label if $s4 ≠ $s5
beq $s4,$s5,L Next instr. is at Label if $s4 = $s5
j Label Next instr. is at Label

• 3 Formats: op rs rt rd   shamt funct

op rs rt 16 bit address

op 26 bit address

R
I
J
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Keep it simple: only 3 data addressing modes
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Raise the frequency: Pipelining
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Raise the frequency: Pipelining
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Raise the frequency: Pipelining details, with control
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Hazards: problems due to pipelining
Hazards: can not start next instruction in next cycle
3 types:
• Structure hazards

– A required resource is busy

• Data hazard
– Need to wait for previous instruction to complete its data read/write

• Control hazard
– Do not know (directly) what the next instruction is
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Data Hazards
• An instruction depends on completion of data access by a previous 

instruction
add $s0, $t0, $t1

sub $t2, $s0, $t3 // RaW dependence on $s0
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Forwarding (aka Bypassing)
• Use result when it is computed ASAP (as soon as possible)

– Don’t wait for it to be stored in a register
– Requires extra connections in the datapath
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Datapath with Forwarding
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Memory Hierarchy, why?
• Users want large and fast memories! 

SRAM access times are 1 – 10 ns
DRAM access times are 20 – 120 ns
Disk access times are 5 to 10 million ns, but it’s bits are very cheap

• Get best of both worlds: fast and large memories:
– build a memory hierarchy

• Q: why does it work, 
such a small
level-1 memory ?

CPU

Level 1

Level 2

Level n

Size

Speed
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Cache design
• Taking (also) advantage 

of spatial locality:

Address (showing bit positions)

16 12 Byte 
offset

V Tag Data

Hit Data

16 32

4K 
entries

16 bits 128 bits

Mux

32 32 32

2

32

Block offsetIndex
Tag

31      16 15           4 32 1 0
Address (bit positions)

• Q: What is the best block size?

Cache line, or 
cache entry

Cache block
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Solving collisions: 4-Way Set Associative Cache
• 256 sets, each with 4 ways 

(each with 1 block)
31 30       . . .        11 10   9    . . .        2  1  0 Byte offset

DataTagV
0
1
2
.
.
.

253
254
255

DataTagV
0
1
2
.
.
.

253
254
255

DataTagV
0
1
2
.
.
.

253
254
255

Index DataTagV
0
1
2
.
.
.

253
254
255

8
Index

22Tag

Hit Data

32

4x1 select

Way 0 Way 1 Way 2 Way 3
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Splitting first level cache, 2nd level cache
• Split Instruction and Data cache:

– Caches can be tuned differently
– Avoids dual ported cache

• 2nd Level: reduce miss penalty

CPU

I$

D$

I&D
$

Main Memory

L1 L2
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Example Intel: i7 Ivy Bridge, 22 nm

-3 levels of cache; see next slide
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i7 (Nehalem) Cache hierarchy
• Per core

– L1 instruction
– L1 data
– L2 instr. + data

• Per 4 cores/die
– L3 

Proceedings of CPS&IoT2019 page 93



Going parallel

• Why
– power gets out of control;   Power = α f C V2 // frequency Capacitance Voltage2

• Many ways:
– More pipeline stages
– Multi-issue / Out-of-Order processing
– Multi-threading
– Vector or SIMD / SIMT - GPU
– Multi-core: MIMD
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OoO + Speculative execution

5/23/2019 ECA  H.Corporaal 30

Results also sent to 
any waiting 
reservation stations

Reorders buffer for 
register writes Can supply operands 

for issued 
instructions

Preserves 
dependencies

Hold pending 
operands
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Core i7
micro architecture
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SIMD concept

SIMD: low-power architecture
 instruction fetch and decode overhead negligible

massively-parallel: large number of PEs, high performance
e.g. performing 128 'add' operations in 1 cycle

Data/Frame Memory

PE 
0

PE 
1

PE 
2

PE 
3

PE 
127

…  …ControlInstruction 
Memory

Interconnect

Proceedings of CPS&IoT2019 page 97



SIMD Sub-word Implementations
• Implementations:

– Intel MMX (1996)
• Eight 8-bit integer ops or four 16-bit integer ops

– Streaming SIMD Extensions (SSE, 1999)
• Eight 16-bit integer ops
• Four 32-bit integer/fp ops or two 64-bit integer/fp ops

– Advanced Vector Extensions (AVX, 2010)
• Four 64-bit integer/fp ops or eight 32 bit integer/fp ops

– ARM NEON (since v6 architecture)

Operands must be consecutive and aligned memory locations

+

E.g. 16 bytes in parallel:
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Example 1: DAXPY, SIMD Code (MIPS)
• DAXPY = (double) Y = a.X + Y    //used to rank top500 supercomputers

L.D F0, a ;load scalar a
MOV F1, F0 ;copy a into F1 for SIMD MUL
MOV F2, F0 ;copy a into F2 for SIMD MUL
MOV F3, F0 ;copy a into F3 for SIMD MUL
DADDIU R4,Rx,#512 ;last address to load (Double word immediate unsigned add)

Loop:
L.4D F4,0[Rx] ;load X[i], X[i+1], X[i+2], X[i+3]
MUL.4D F4,F4,F0 ;a×X[i],a×X[i+1],a×X[i+2],a×X[i+3]
L.4D F8,0[Ry] ;load Y[i], Y[i+1], Y[i+2], Y[i+3]
ADD.4D F8,F8,F4 ;a×X[i]+Y[i], ..., a×X[i+3]+Y[i+3]
S.4D 0[Ry],F8 ;store in Y[i],Y[i+1],Y[i+2],Y[i+3]
DADDIU Rx,Rx,#32 ;increment index to X
DADDIU Ry,Ry,#32 ;increment index to Y
DSUBU R20,R4,Rx ;compute bound
BNEZ R20,Loop ;check if doneProceedings of CPS&IoT2019 page 99



Multi-Threading
Options

4 Threads
- hiding latencies
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Going Multi-Core: from 2 to ?
Intel Xeon Phi

count the number of cores !

Major issues:
1. How to design
2. How to program?
3. How to communicate?
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Intel Xeon Phi
• Knights Landing (2015): 

• build on Silvermont (Atom) x86 cores 
• with 512-bit (SIMD) AVX units
• up to 72 cores / chip => 3 TeraFlops
• 14 nm
• using Micron’s DRAM 3D techn.

(hybrid memory cube)
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GPUs: NVIDIA Volta (2017)

https://images.nvidia.com/content/pdf/tesla/whitepaper/p
ascal-architecture-whitepaper.pdf

Combining MIMD + SIMD + MultiThreading 
=> multiple SMs, supporting SIMT
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1 SM core
• Units:

– 8 tensor cores/SM
– 64 Int units
– 64 FP32
– 32 FP64
– 32 Ld/St
– 4 SFUs

• 128 LB L1 Data $
• 4 warp schedulers
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Tensor core operation
• D = AxB + C, all 4x4 matrices
• 64 floating point MAC operations per clock
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Near-Memory Computing using Stacked DRAM: 
2.5D vs 3D
• Stacked DRAMs in same package as processor

– High Bandwidth Memory (HBM)
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2.5 D: using Interposer
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3D computing
NeuroCube (ISCA 2016)
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Does it help? Amdahl’s Law
• Sequential part limits speedup
• Example: P= 100 processors, can we get 90× speedup?

– Tparallel = Tparallelizable/100 + Tsequential

=> Fparallelizable = 0.999

• Need sequential part < 0.1% of original time

90
/100F)F(1

1Speedup
ableparallelizableparalleliz

=
+−

=

Parallelizable Sequential

Parallelized Sequential

Tsingle_processor

after parallelization: Tparallel
Proceedings of CPS&IoT2019 page 109



Amdahl:
Speedup

% parallel code

Number of processors

Sp
ee

du
p
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Luckily we have Gustafson's law
• Amdahl's law: Strong scaling: 

• Gustafson’s law: Weak scaling 
– Problem size grows proportional with number of processors. E.g.:

• 10 processors, 10 × 10 matrix
• 100 processors, 32 × 32 matrix

– Constant performance in this example (derive the Speedup formula !!)

• Speedup = (P-1)fparallizable + 1
• Effectively: Linear speedup !!
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Gustafson's 
scaling
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Does it help?
Check the Roofline 

Attainable GPLOPs/sec =
Min ( Peak Memory BW × Arithmetic Intensity,  Peak FP Performance )
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Rooflines
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Example CPS: EEG monitoring
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Up to 
32

chan-
nels

Seizure?
Yes/No

Brainwave
Processor
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EEG Processing steps
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Butterworth 
filter

Statistics

Peak detection

ApEn

Hurst

Power per Band

Discrete wavelet 
tree decomposition

SVM

Feature extraction
(26 features)

Channel 
selection

Standardization

Seizure?
yes/no

EEG epoch
(C=23, N=256)

Preprocessing Classification
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Brainwave monitoring system – Overview 

BrainWav
e

MCU SD card 
(logging)

Power Management
(DC/DC, duty-cycling)

Common reference 
channel

EEG data acquisition

Radio –
Tx

(alarm)

Digital signal processing

D
A
C

ADC

D
A
C

DAC

AFE

Seizure? 
Yes / No

Vbat

1 bias lead

Auxiliary 
sensors

(e.g. IMU, EMG, SC)
Patient’s body

32 unipolar
leads

Headset picture: TMSi Mobita
[1] IFCN standards for digital recording of clinical EEG – Nuwer et al. (1998)

>24-channel scalp EEG 
cap with gel-based or dry 

electrodes

• Low noise amplifiers (<0.5µVRMS) with gain control
• >12-bit ADC precision (0.5µV resolution)
• >200Hz sampling rate (0.5Hz – 100Hz) [1]

Data logging for 
post-analysis

Wireless alarm to notify 
medical experts in case 

of emergency

Sufficient IO for 
supportive sensors
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Brainwave monitoring system – Energy breakdown
• Three system scenarios:
1. Off-chip processing; raw EEG data is transmitted to the nearest coordinator 
2. On-chip seizure detection with standalone AFE + ADC; only small alarm is 

send
3. Identical to scenario 2 but with power-optimized on-chip AFE + ADC

Putting a system together:
Description Component Configuration 1 

(off-chip processing)
Configuration 2 & 3 
(on-chip processing)

Micro-controller STM32F401xB with ARM Cortex-M4 Not used Active (Lei Wang et al. (2017))
Data acquisition • TI ADS1299 AFE with 24-bit ADC

• TI ADS1298 AFE with 24-bit ADC
• J. Yoo et al. (2013) AFE with 10-bit ADC

Continuous sampling of 32 EEG channels @ 100Hz

Radio – Tx Dialog DA14580 SoC with BLE 4 stack Send raw EEG data Send alarm (256B per 20s)
SD card (logging) Sandisk microSD 16GB Not used Store raw EEG data
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BrainWave system overview energy breakdown
• Estimated system energy breakdown per epoch

0

5

10

15

20

25

Scenario 1
(off-chip processing;

TI ADS1299 front-end)

Scenario 1
(off-chip processing;

TI ADS1298 front-end)

Scenario 2
(on-chip processing;

TI ADS1298 front-end)

Scenario 3
(on-chip processing;

J. Yoo et al. (2013) front-
end)

En
er

gy
 [m

J]

Micro-controller Data acquisition Radio - Tx (alarm) SD card (logging)
163,84
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EEG monitoring system – Battery runtime (days)
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0,4
4 4
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2,3

23 25

65
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70

Scenario 1
(off-chip processing;

TI ADS1299 front-end)

Scenario 1
(off-chip processing;

TI ADS1298 front-end)

Scenario 2
(on-chip processing;

TI ADS1298 front-end)

Scenario 3
(on-chip processing;

J. Yoo et al. (2013) front-
end)

R
un

tim
e 

[d
ay

s]

CR2032 @ 3.0V 2 x AA @ 3.0V

ADS1298 AFE 
might not meet 
noise requirements

ADS1299 1]

Power-optimized AFE
+ on-chip processing

[1] ADS 1299-based Open Hardware amplifier from openbci.com: signal quality for EEG registration and SSVEP-based BCIProceedings of CPS&IoT2019 page 120



RISC-V runtime
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Feature selection experiment
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Energy-efficiency RISCV only evaluation
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Energy-efficiency RISCV
• Energy/cycle roughly similar for all features on RISCV
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Some CPS processors
• Arduino
• Rasberry-Pie
• RISC-V – Pulpino
• Jetson nano

• Experimental: CGRA

• If you need advanced Deep 
Learning Networks, e.g.
– Intel Movidius
– Google: Edge TPU
– NVIDIA Xavier
– Newest Xilinx FPGA
– NVIDIA DLA (Open Source Verilog)
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Conclusions
• Many processor options, also for CPS
• Energy-efficiency is major problem
• All exploit parallelism

– many options
• Do not forget the memory hierarchy
• Compiler, mapping and optimization research needed !

– using local memories efficiently
– hitting the roofline

• Many MPSoCs and Development boards to get started
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CPS&IoT’2019 Summer School on Cyber-Physical Systems and Internet-of-Things, Budva, Montenegro, June 10-14,2019

Implementation of 
HW-accelerated video-processing 

on industrial Zynq modules

Jiří Kadlec, Zdeněk Pohl, Lukáš Kohout

1
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// “From the cloud to the edge - smart IntegraTion and
OPtimisation Technologies for highly efficient Image and 
VIdeo processing Systems ” //

Jiří Kadlec, Zdeněk Pohl, Lukáš Kohout
ÚTIA AV ČR v.v.i. 

Picture 
here
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CPS&IoT’2019 Summer School on Cyber-Physical Systems and Internet-of-Things, Budva, Montenegro, June 10-14,2019

Presentation Overview

➢ Introduction to the Xilinx SDSoC design flow

➢ Boards supported by UTIA in FitOptiVis:

▪ ZynqBerry 2x  A9,              .5GB DDR3, .1Gb Eth

▪ UltraScale4x5 4x  A53, 2x R5, 2GB DDR4,  1Gb Eth

▪ UltraScale8x5 4x  A53, 2x R5, 4GB DDR4,  1Gb Eth

➢ Example of acceleration - LK Dense Optical Flow

➢ Demonstration of board support platform 
generation project for Zynq Ultrascale+ module:
TE0820-03-4EV-1EA on TE0701-06 carrier

➢ HW is from: https://www.trenz-electronic.de/

3
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CPS&IoT’2019 Summer School on Cyber-Physical Systems and Internet-of-Things, Budva, Montenegro, June 10-14,2019

What is Xilinx SDSoC System Lev. Compiler?

4
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ZynqBerry 8.5 cm x 5.5 cm x 2 cm

5
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UltraScale4x5    4.0 cm x 5.0 cm x 4.0 cm

6
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UltraScale8x5    7.6 cm x 5.2 cm x 4.0 cm

7
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Comparison: PL size, Acceleration by HW  

Supported
module

Logic Cells 
(K)

Memory 
(Mb)

DSP 
Slices

GPU VCU Ultra
RAM

ZynqBerry 28 2.1 80

UltraScale4x5 192 18.5 728 YES YES YES

UltraScale8x5 747 57.7 3528 YES YES

8

int 32 Z[n,n] =
A[n,n]*B[n,n]

Accelerated
(max) [n,n]

ARM
clock MHz

Accelerator
clock MHz

Acceleration
relative to ARM

ZynqBerry [18,18] 650 100 5 x

UltraScale4x5 [80,80] 1200 200 21 x

UltraScale8x5 [250,250] 1050 187 101 x
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Supported UltraScale5x4 Modules   

9

UltraScale4x5
TE0820 
module

Xilinx UltraScale
Device

Logic
Cells 
(K)

PL
Mem 
(Mb)

PL
DSP 

Slices

A53,
GPU,
VCU

DDR4
(GB)

Mod.
Price

(Euro)

02-2CG-1EA xczu2cg-sfvc784-1-e 103 5.3 240 2,n,n 1 269

02-3CG-1EA xczu3cg-sfvc784-1-e 154 7.6 360 2,n,n 1 319

02-4CG-1EA xczu4cg-sfvc784-1-e 192 18.5 728 2,n,n 1 549

02-2EG-1EA xczu2eg-sfvc784-1-e 103 5.3 240 4,y,n 1 299

02-3EG-1EA xczu3eg-sfvc784-1-e 154 7.6 360 4,y,n 1 369

03-4EV-1EA xczu4ev-sfvc784-1-e 192 18.5 728 4,y,y 2 669

➢ Modules & PCBs are produced & distributed by:
▪ Trenz Electronic https://www.trenz-electronic.de/
▪ Carrier PCBs: TE0726-03, TE0701-06, TEBF0808-04A
▪ Immageon FMC adapter (HDMI I/O) is from Avnet 
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LK Dense Optical Flow Full HD – PC hdmi

10
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LK Dense Optical Flow Full HD 495x faster

11
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Create and compile Vivado 2018.2 project 

12

➢ Create Windows setup
_create_win_setup.cmd

➢ Create virtual drive X:
_use_virtual_drive.cmd

➢ Create initial design in Vivado 2018.2
X:\zusys\vivado_create_project_guimode.cmd

➢ Compile design to bitstream and HDF file
TE::hw_build_design -export_prebuilt
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Created initial Vivado 2018.2 design

13
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HDMI_in FULL  HD HDMI video input

14
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HDMI_in FULL  HD HDMI video output

15
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Video DMA to 8 video frame buffers 

16
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SDSoC 2018.2 Platform and Design Flow

17
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Configuration of PetaLinux 2018.2

18

➢ Use of Vivado HDF in PetaLinux 2018.2
petalinux-config --get-hw-description=

/home/devel/work/TS82/TE0820/zusys/prebuilt/hardware/4ev_1e

➢ Root filesystem type for Debian platform
earlycon clk_ignore_unused root=/dev/mmcblk1p2 

rootfstype=ext4 rw rootwait quiet

➢ Compile Petalinux 2018.2 
petalinux-build

➢ Make Debian 9.8 “Stretch”
sudo ./mkdebian.sh

➢ Zip created te0820-debian.img  (7 GB)
zip te0820-debian te0820-debian.img
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Create SDSoC 2018.2 platform from Vivado

19

➢ Generate FSBL and BOOT.bin
TE::sw_run_hsi

➢ Generate SDSoC platform
TE::ADV::beta_util_sdsoc_project

➢ In SDSoC 2018.2, compile example
performing int32 matrix operation:

D[75,75] = A[75,75] * B[75,75] + C[75,75]
X:\4EV-1EA\zusys\samples\z_is_a_times_b_direct_connect\

➢ In SDSoC 2018.2, compile example 

LK Dense Optical Flow
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Matrix Mult and Add [75x75]:  33x faster 

20
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LK Dense Optical Flow Full HD 495x faster

21
Proceedings of CPS&IoT2019 page 147



//

CPS&IoT’2019 Summer School on Cyber-Physical Systems and Internet-of-Things, Budva, Montenegro, June 10-14,2019

FitOptiVis Design Time Resources

22

➢ FitOptiVis www:
➢ https://fitoptivis.eu/

➢Resources on UTIA FitOptiVis www:
➢ http://sp.utia.cz/index.php?ids=projects/fitoptivis

➢Detailed App. Note and Eval package: 
Jiři Kadlec, Zdeněk Pohl, Lukáš Kohout: Design Time 
and Run Time Resources for Zynq Ultrascale+ 
TE0820-03-4EV-1E with SDSoC 2018.2 Support 

➢ Contact: Jiří Kadlec, UTIA AV CR v.v.i.
http://zs.utia.cas.cz/ kadlec@utia.cas.cz
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Dataflow-Based Toolchain for 
Adaptive Hardware 

Accelerators
Francesca Palumbo1, Claudio Rubattu1,2, Carlo Sau3, Tiziana Fanni3, Luigi Raffo3

1University of Sassari, Intelligent system DEsign and Application (IDEA) Group
2University of Rennes, INSA Group

3University of Cagliari, Diee – Microelectronics and Bioengineering (EOLAB) Group
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MDC suite

Motivations and Overview
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Who and Where

UNIVERSITY OF SASSARI
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Who and Where

UNIVERSITY OF SASSARI
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Who and Where

UNIVERSITY OF SASSARI UNIVERSITY OF CAGLIARI
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Modern Embedded Systems

Embedded Systems (real-time computing 
systems with a dedicated functionality) are 
pervasive (98% of computers are 
embedded) and may present sensing and 
actuating capabilities.
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Modern Embedded Systems

Embedded Systems (real-time computing 
systems with a dedicated functionality) are 
pervasive (98% of computers are 
embedded) and may present sensing and 
actuating capabilities.
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Aerospace x x x x x x x

Healthcare x x x x x x x x

Consumer x x x

IDC  - Design of Future ES

Colliding technical 
requirements.

Complex 
functionalities.
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Multimedia Domain

HIGH PERFORMANCES
real time, portability, long battery life

UP-TO-DATE SOLUTIONS

last audio/video codecs, file formats...

MORE INTEGRATED FEATURES 

MP3, Camera, Video, GPS...

MARKET DEMAND

convenient form factor, affordable price, fashion
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Target & Technological Challenges
• DATAFLOW MODEL OF COMPUTATION

– Modularity and parallelism → EASIER INTEGRATION AND
FAVOURED RE-USABILITY

• COARSE-GRAINED RECONFIGURABILITY
– Flexibility and resource sharing → MULTI-APPLICATION

PORTABLE DEVICES

The RPCT project (2012-2015) has been funded by Sardinian Regional Government
(L.R. 7/2007, CRP-18324).
http://sites.unica.it/rpct/

Proceedings of CPS&IoT2019 page 157



20/05/2019 1020/05/2019 10

Target & Technological Challenges
• DATAFLOW MODEL OF COMPUTATION

– Modularity and parallelism → EASIER INTEGRATION AND
FAVOURED RE-USABILITY

• COARSE-GRAINED RECONFIGURABILITY
– Flexibility and resource sharing → MULTI-APPLICATION

PORTABLE DEVICES

Reconfigurable Platform Composer Tool Project
Automated are fundamental to guarantee 

. Dealing with 
systems, in particular for , 

state of the art still lacks in providing  a broadly accepted solution.

The RPCT project (2012-2015) has been funded by Sardinian Regional Government
(L.R. 7/2007, CRP-18324).
http://sites.unica.it/rpct/
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Reasons for Coarser-Grain

DSP ASICGPUCPU

GP
Flexibility Performance

CG

RECONF

FG
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Reasons for Coarser-Grain

DSP ASICGPUCPU

GP
Flexibility Performance

CG

RECONF

FG

Fine Grained Coarse Grained

bit-level word-level

Flexibility ☺ 

Speed  ☺

Memory  

• Coarse Grained (CG):

– both in ASIC and FPGA

– 1 clock cycle switching, with
dedicated switching blocks.

• Fine Grained (FG):

– FPGA only

– switching requires a new bit-
stream
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Multi-Dataflow Composer
Baseline MDC

Power Manager

Multi Dataflow 
Composer Tool

Structural Profiler

MDC design suite

http://sites.unica.it/rpct/
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Multi-Dataflow Composer
Baseline MDC

Dataflow Specifications

α.xdf

β.xdf

γ.xdf

Power Manager

Multi Dataflow 
Composer Tool

Structural Profiler

MDC design suite

http://sites.unica.it/rpct/
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Multi-Dataflow Composer
Baseline MDC

Dataflow Specifications

α.xdf

β.xdf

γ.xdf

A
in1

D
in2

F
in3

E

G

B

SB
1

SB
2

out1
C

SB
0

LU
T

Coarse Grained Reconfigurable Platform

α

β

γ

N:1

ID netPower Manager

Multi Dataflow 
Composer Tool

Structural Profiler

MDC design suite

http://sites.unica.it/rpct/
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Multi-Dataflow Composer
Additional Features

Power Manager

Multi Dataflow 
Composer Tool

C
o
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Structural Profiler:

low-level feedback (from synthesis) and DSE
for topology optimization.

•(ASIC + FPGA)

Co-Processor Generator:

generation of ready-to-use Xilinx Ips

•(FPGA)

Power Manager:

automatic application of clock-gating
and/or power-gating.

•CG (ASIC + FPGA)

•PG(ASIC)

MDC design suite

http://sites.unica.it/rpct/

Structural Profiler
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Context of Application
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Contexts of application

What kinds of applications can be combined with MDC?
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Contexts of application

What kinds of applications can be combined with MDC?

1. Different applications with common
computational operations: it is
achieved by considering applications
from the same application field or
small actor granularities.

A B C

D B E

D B F
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Contexts of application

What kinds of applications can be combined with MDC?

1. Different applications with common
computational operations: it is
achieved by considering applications
from the same application field or
small actor granularities.

2. Different working points of the same
applications obtained through
several strategies (e.g. actor
parallelization, actor variants,
granularity modification,
approximate computing, ...)

A B C

A

B1

C

B0

A B C

D B E

D B F
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Contexts of application

What kinds of applications can be combined with MDC?

1. Different applications with common
computational operations: it is
achieved by considering applications
from the same application field or
small actor granularities.

2. Different working points of the same
applications obtained through
several strategies (e.g. actor
parallelization, actor variants,
granularity modification,
approximate computing, ...)

A B C

A

B1

C

B0

A B C

D B E

D B F

EXAMPLE: Neural Signal Decoding EXAMPLE: HEVC interpolation filters
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Neural Signal Decoding
Resource Optimization

Implantable Devices:  strict area & power
requirements
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Neural Signal Decoding
Resource Optimization

Implantable Devices:  strict area & power
requirements

Neural Signal Decoding:

• Fast

• Low Area

• Low Power

D. Pani, et al., «Real-time processing of tflife neural signals on 
embedded dsp platforms: A case study» Neural Engineering, 
2011. 
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Neural Signal Decoding
Resource Optimization

Implantable Devices:  strict area & power
requirements

Neural Signal Decoding:

• Fast

• Low Area

• Low Power

MDC can be used to build the
accelerators compliant to
those constraints.

D. Pani, et al., «Real-time processing of tflife neural signals on 
embedded dsp platforms: A case study» Neural Engineering, 
2011. 
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Neural Signal Decoding
Resource Optimization

# actors #sbox

12 networks (dec_filter, 

Thr, rec_filter, NEO, 

idx_max_abs, Avg, 

sqr_sum, weight_mul, 

dot_prod, idx_max, 

sync_avg, sync_wavg)

46 0

MDC network 14 86
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Neural Signal Decoding
Resource Optimization

# actors #sbox

12 networks (dec_filter, 

Thr, rec_filter, NEO, 

idx_max_abs, Avg, 

sqr_sum, weight_mul, 

dot_prod, idx_max, 

sync_avg, sync_wavg)

46 0

MDC network 14 86
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Neural Signal Decoding
Resource Optimization

# actors #sbox

12 networks (dec_filter, 

Thr, rec_filter, NEO, 

idx_max_abs, Avg, 

sqr_sum, weight_mul, 

dot_prod, idx_max, 

sync_avg, sync_wavg)

46 0

MDC network 14 86
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Neural Signal Decoding
Resource Optimization

# actors #sbox

12 networks (dec_filter, 

Thr, rec_filter, NEO, 

idx_max_abs, Avg, 

sqr_sum, weight_mul, 

dot_prod, idx_max, 

sync_avg, sync_wavg)

46 0

MDC network 14 86
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HEVC Interpolation Filters
Multiple Working Points

• Approximate Computing: trading a controlled quality degradation (# taps) for an
increased energy efficiency

• Software Implementation: Erwan Raffin, et al., “Low power HEVC software decoder

for mobile devices”, JRTIP 12(2): 495-507 (2016)
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HEVC Interpolation Filters
Multiple Working Points

MB: Macro Block

FB: Filtered Block

delay
PE

MAC
PE

STAGE 0

delay
PE

MAC
PE

STAGE 1

delay
PE

MAC
PE

STAGE 7

shift
PE

clip
PE

MB

pixels
FB

pixels

configuration logic
ID

Switching Element

• Approximate Computing: trading a controlled quality degradation (# taps) for an
increased energy efficiency

• Software Implementation: Erwan Raffin, et al., “Low power HEVC software decoder

for mobile devices”, JRTIP 12(2): 495-507 (2016)

1-D Reconfigurable Interpolation Filter
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HEVC Interpolation Filters
Multiple Working Points

design @200 MHz
Xilinx XC7Z020

LUT FF BRAM DSP
Fmax
[MHz]

tap
dP (Vivado)

[mW]
dE

[μJ]
time per block

[cycles]
# interpolated

pixels in a fixed time

legacy_luma 212 37 4 16 213 8 11 0.248 460 57957

reconf_luma
(vs legacy %)

582
(+175%)

85
(+130%)

4
(+0%)

16
(+0%)

200
(-6%)

8 12 (+9%) 0.270 (+9%) 460 (+0%) 57957 (+0%)

7 11 (+0%) 0.245 (-1%) 395 (-14%) 59033 (+2%)

5 10 (-9%) 0.217 (-12%) 265 (-42%) 61191 (+6%)

3 10 (-9%) 0.211 (-15%) 135 (-71%) 63357 (+9%)

legacy_chroma 163 33 2 8 217 4 9 0.053 107 14753

reconf_chroma
(vs legacy %)

383
(+135%)

65
(+97%)

2
(+0%)

8
(+0%)

200
(-12%)

4 9 (+0%) 0.053 (+0%) 107 (+0%) 14753 (+0%)

3 8 (-11%) 0.045 (-13%) 73 (-32%) 15293 (+4%)

2 6 (-33%) 0.033 (-37%) 39 (-64%) 15835 (+7%)

C. Sau et al. <<Challenging the Best HEVC Fractional Pixel FPGA Interpolators with Reconfigurable and Multi-frequency Approximate Computing.>>
IEEE Embedded Systems Letters, 9 (3), pp. 65-68, 2017, ISSN: 1943-0663.
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HEVC Interpolation Filters
Multiple Working Points

design @200 MHz
Xilinx XC7Z020

LUT FF BRAM DSP
Fmax
[MHz]

tap
dP (Vivado)

[mW]
dE

[μJ]
time per block

[cycles]
# interpolated

pixels in a fixed time

legacy_luma 212 37 4 16 213 8 11 0.248 460 57957

reconf_luma
(vs legacy %)

582
(+175%)

85
(+130%)

4
(+0%)

16
(+0%)

200
(-6%)

8 12 (+9%) 0.270 (+9%) 460 (+0%) 57957 (+0%)

7 11 (+0%) 0.245 (-1%) 395 (-14%) 59033 (+2%)

5 10 (-9%) 0.217 (-12%) 265 (-42%) 61191 (+6%)

3 10 (-9%) 0.211 (-15%) 135 (-71%) 63357 (+9%)

legacy_chroma 163 33 2 8 217 4 9 0.053 107 14753

reconf_chroma
(vs legacy %)

383
(+135%)

65
(+97%)

2
(+0%)

8
(+0%)

200
(-12%)

4 9 (+0%) 0.053 (+0%) 107 (+0%) 14753 (+0%)

3 8 (-11%) 0.045 (-13%) 73 (-32%) 15293 (+4%)

2 6 (-33%) 0.033 (-37%) 39 (-64%) 15835 (+7%)

C. Sau et al. <<Challenging the Best HEVC Fractional Pixel FPGA Interpolators with Reconfigurable and Multi-frequency Approximate Computing.>>
IEEE Embedded Systems Letters, 9 (3), pp. 65-68, 2017, ISSN: 1943-0663.
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HEVC Interpolation Filters
Multiple Working Points

design @200 MHz
Xilinx XC7Z020

LUT FF BRAM DSP
Fmax
[MHz]

tap
dP (Vivado)

[mW]
dE

[μJ]
time per block

[cycles]
# interpolated

pixels in a fixed time

legacy_luma 212 37 4 16 213 8 11 0.248 460 57957

reconf_luma
(vs legacy %)

582
(+175%)

85
(+130%)

4
(+0%)

16
(+0%)

200
(-6%)

8 12 (+9%) 0.270 (+9%) 460 (+0%) 57957 (+0%)

7 11 (+0%) 0.245 (-1%) 395 (-14%) 59033 (+2%)

5 10 (-9%) 0.217 (-12%) 265 (-42%) 61191 (+6%)

3 10 (-9%) 0.211 (-15%) 135 (-71%) 63357 (+9%)

legacy_chroma 163 33 2 8 217 4 9 0.053 107 14753

reconf_chroma
(vs legacy %)

383
(+135%)

65
(+97%)

2
(+0%)

8
(+0%)

200
(-12%)

4 9 (+0%) 0.053 (+0%) 107 (+0%) 14753 (+0%)

3 8 (-11%) 0.045 (-13%) 73 (-32%) 15293 (+4%)

2 6 (-33%) 0.033 (-37%) 39 (-64%) 15835 (+7%)

C. Sau et al. <<Challenging the Best HEVC Fractional Pixel FPGA Interpolators with Reconfigurable and Multi-frequency Approximate Computing.>>
IEEE Embedded Systems Letters, 9 (3), pp. 65-68, 2017, ISSN: 1943-0663.
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HEVC Interpolation Filters
Multiple Working Points

design @200 MHz
Xilinx XC7Z020

LUT FF BRAM DSP
Fmax
[MHz]

tap
dP (Vivado)

[mW]
dE

[μJ]
time per block

[cycles]
# interpolated

pixels in a fixed time

legacy_luma 212 37 4 16 213 8 11 0.248 460 57957

reconf_luma
(vs legacy %)

582
(+175%)

85
(+130%)

4
(+0%)

16
(+0%)

200
(-6%)

8 12 (+9%) 0.270 (+9%) 460 (+0%) 57957 (+0%)

7 11 (+0%) 0.245 (-1%) 395 (-14%) 59033 (+2%)

5 10 (-9%) 0.217 (-12%) 265 (-42%) 61191 (+6%)

3 10 (-9%) 0.211 (-15%) 135 (-71%) 63357 (+9%)

legacy_chroma 163 33 2 8 217 4 9 0.053 107 14753

reconf_chroma
(vs legacy %)

383
(+135%)

65
(+97%)

2
(+0%)

8
(+0%)

200
(-12%)

4 9 (+0%) 0.053 (+0%) 107 (+0%) 14753 (+0%)

3 8 (-11%) 0.045 (-13%) 73 (-32%) 15293 (+4%)

2 6 (-33%) 0.033 (-37%) 39 (-64%) 15835 (+7%)

C. Sau et al. <<Challenging the Best HEVC Fractional Pixel FPGA Interpolators with Reconfigurable and Multi-frequency Approximate Computing.>>
IEEE Embedded Systems Letters, 9 (3), pp. 65-68, 2017, ISSN: 1943-0663.
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HEVC Interpolation Filters
Multiple Working Points

design @200 MHz
Xilinx XC7Z020

LUT FF BRAM DSP
Fmax
[MHz]

tap
dP (Vivado)

[mW]
dE

[μJ]
time per block

[cycles]
# interpolated

pixels in a fixed time

legacy_luma 212 37 4 16 213 8 11 0.248 460 57957

reconf_luma
(vs legacy %)

582
(+175%)

85
(+130%)

4
(+0%)

16
(+0%)

200
(-6%)

8 12 (+9%) 0.270 (+9%) 460 (+0%) 57957 (+0%)

7 11 (+0%) 0.245 (-1%) 395 (-14%) 59033 (+2%)

5 10 (-9%) 0.217 (-12%) 265 (-42%) 61191 (+6%)

3 10 (-9%) 0.211 (-15%) 135 (-71%) 63357 (+9%)

legacy_chroma 163 33 2 8 217 4 9 0.053 107 14753

reconf_chroma
(vs legacy %)

383
(+135%)

65
(+97%)

2
(+0%)

8
(+0%)

200
(-12%)

4 9 (+0%) 0.053 (+0%) 107 (+0%) 14753 (+0%)

3 8 (-11%) 0.045 (-13%) 73 (-32%) 15293 (+4%)

2 6 (-33%) 0.033 (-37%) 39 (-64%) 15835 (+7%)

C. Sau et al. <<Challenging the Best HEVC Fractional Pixel FPGA Interpolators with Reconfigurable and Multi-frequency Approximate Computing.>>
IEEE Embedded Systems Letters, 9 (3), pp. 65-68, 2017, ISSN: 1943-0663.
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Tutorial

Step 1: Getting Familiar with the Orcc
Environment
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Model Driven Desingn

• Directed graph of actors (functional units)

• Actors exchange tokens (data packets) 
through dedicated channels

Dataflow Models

actions

state

• Explicit intrinsic
application parallelism

• Modularity favours 
model re-usability and 
adaptivity
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Model Driven Desingn
Dataflow Models

Several Models 
depending on 
how actors 
process tokens

e.g. SDF has 
fixed token 
rates for 
reading and 
writing

DAG

SDF

CSDF

πSDF

DPN

KPN

p
re

d
ictab

ility

ex
p

re
ss

iv
e

n
es

s
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Model Driven Desingn
RVC-CAL Dataflow Formalism

XDF Networks CAL Actors

<?xml version="1.0" encoding="UTF-8"?>
<XDF name="Testbench">    

<Instance id="src">        
<Class name="common.SourceImage"/>    

</Instance>    
<Instance id="dst">         

<Class name="common.ShowImage"/>    
</Instance>    
<Instance id="dut">        

<Class name="baseline.Sobel"/>    
</Instance>    
<Connection dst="dut" dst-port="y" src="src" src-port="Y"/>    
<Connection dst="dst" dst-port="SizeOfImage" src="src"

src-port="SizeOfImage"/>    
<Connection dst="dut" dst-port="SOI" src="src" src-port="SizeOfImage"/>    
<Connection dst="dst" dst-port="Y" src="dut" src-port="edgeY"/>

</XDF>

package common;

actor Delay()
uint(size=8) dataIn ==>
uint(size=8) dataOut :

uint(size=8) dataReg := 0;

action dataIn:[dataNew] ==> dataOut:[data]
var uint(size=8) data
do
data := dataReg;
dataReg := dataNew;
end

end
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Try It Yourself
Open XDF and CAL files

right click→ Open With

• Network/CAL Editor (graphical)

• Text editor

• System Editor

XDF file with default 
graphical editor on 

double click

CAL file with default 
graphical editor on 

double click

Double click on an instance (sub-
network in yellow, actor in blue) 
on the network editor to open it
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Test Case

Sobel Operator

Edge Detection
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Test Case
Sobel XDF
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Try It Yourself
Explore Sobel XDF

…
…

…00 01 02

10 11 12

20 21 22

…
…
…
…
…
…
…

action dataIn:[dataNew] ==> dataOut:[data]
var uint(size=8) data
do

data := dataReg;
dataReg := dataNew;

end

Delay.cal actor
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Try It Yourself
Explore Sobel XDF

…
…

…00 01 02

10 11 12

20 21 22

…
…
…
…
…
…
…

action dataIn:[dataNew] ==> dataOut:[data]
var uint(size=8) data
do

data := dataReg;
dataReg := dataNew;

end

Delay.cal actor
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Try It Yourself
Explore Sobel XDF

…
…

…00 01 02

10 11 12

20 21 22

…
…
…
…
…
…
…

action dataIn:[dataNew] ==> dataOut:[data]
var uint(size=8) data
do

data := dataReg;
dataReg := dataNew;

end

Delay.cal actor
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Try It Yourself
Explore Sobel XDF

…
…

…00 01 02

10 11 12

20 21 22

…
…
…
…
…
…
…

action Y:[inY] ==> Line:[outY]
var uint(size=8) outY
do

outY := lineBuffer[x];
lineBuffer[x]:= inY;
if x = width then

x := 0;
if y = height then

y := 0; …

LineBuffer.cal actor
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Try It Yourself
Explore Sobel XDF

…
…

…00 01 02

10 11 12

20 21 22

…
…
…
…
…
…
…

action Y:[inY] ==> Line:[outY]
var uint(size=8) outY
do

outY := lineBuffer[x];
lineBuffer[x]:= inY;
if x = width then

x := 0;
if y = height then

y := 0; …

LineBuffer.cal actor
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Try It Yourself
Explore Sobel XDF

…
…

…00 01 02

10 11 12

20 21 22

…
…
…
…
…
…
…

+1 0 -1

+2 0 -2

+1 0 -1
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Try It Yourself
Explore Sobel XDF

…
…

…00 01 02

10 11 12

20 21 22

…
…
…
…
…
…
…+1 +2 +1

0 0 0

-1 -2 -1

Proceedings of CPS&IoT2019 page 197



20/05/2019 5020/05/2019 50

Try It Yourself
Explore Sobel XDF

Proceedings of CPS&IoT2019 page 198



20/05/2019 5120/05/2019 51

Test Case

Roberts Operator

Edge Detection
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Try It Yourself

1. Duplicate Sobel.xdf dataflow

2. Remove all unnecessary actor instances

3. Rename actor instances to respect name 
conventions

4. Disconnect wrong connections

5. Connect unconnected actor instances

6. Change entity of actor instances (fwd and aln
from 3x3 to 2x2 kernel actor)

Derive Roberts from Sobel

Proceedings of CPS&IoT2019 page 200



20/05/2019 5320/05/2019 53

Try It Yourself
Derive Roberts from Sobel

1. File Duplication

1. right click on Sobel.xdf→ Copy 

2. right click on package baseline → Paste

2. Remove an actor instance 

1. click on actor instance on the xdf graphical editor

2. move the cursor on the top right corner

3. click on the trash bin

(or right click on actor instance → Delete)
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Try It Yourself
Derive Roberts from Sobel

3.  Rename an actor instance

1. slow double click on actor instance

2. type a new name

(or right click on actor instance → Rename)

4.  Disconnect wrong connections

1. right click on connection → Delete
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Try It Yourself
Derive Roberts from Sobel

5.  Connect unconnected actor instances

1. click on Connections under the Connection 
folder on the Palette tab (right side of the screen)

2. click on the desired output port of the source 
actor instance

3. drag a line to the desired input port of the 
destination actor instance
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Try It Yourself
Derive Roberts from Sobel

6.  Change entity of actor instances

1. right click on actor instance → Set/Update 
refinement…

2. select the new entity (cal file for actors, xdf file 
for sub-networks) from the list of available ones
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Dataflow Simulation
Testbench

• Possibility of simulating dataflow models 
before going ahead with their processing

• Testbench network should not present inputs 
or outputs, but source and destination actors 
emulate the surrounding environment
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Dataflow Simulation
SourceImage Actor

sendY: action ==> Y:[val]
guard open
var uint(size=8) val
do

val := source_readByte();
if x < WIDTH-1 then

x := x+1;
else

if y < HEIGHT-1 then
y := y+1;

else
y := 0;
open := false;

end
x := 0;

end
end

• Read Y component of source 
image from file byte by byte

• Fixed image size to 300 pixel 
widht and 255 pixel height

• Infinitely read the image: 
after one complete read it 
starts again reading the 
image from the beginning
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Dataflow Simulation
ShowImage Actor

recvY: action Y:[val] ==>
guard init and open
do

pictBuffY[x+y*width] := val;
if x < width-1 then

x := x+1;
else

if y < height-1 then
y := y+1;

else
y := 0;
open := false;
displayYUV_displayPicture(pictBuffY, pictBuffU, pictBuffV,width, height);
fpsPrintNewPicDecoded();

end
x := 0;

end
end

• Display image on a window

• Print the time required for 
computation on the system 
console

Proceedings of CPS&IoT2019 page 207



20/05/2019 6020/05/2019 60

Dataflow Simulation
Device Under Test (DUT)

• DUT is a network instance to be simulated

• The Testbench.xdf file provides a ready-to-use 
testbench with the Sobel.xdf network as DUT

• It is possible to change the DUT in the same 
way we changed instance entity from one 
actor to another

Proceedings of CPS&IoT2019 page 208
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Try It Yourself
Simulate Sobel

1. Click on Run → Run Configurations… on the 
main menu

2. Double click on Orcc Simulation to create a 
new run configuration

3. Choose a Name for the new run 
configuration (e.g. Tutorial Simulation 1)

4. Select Tutorials as project referenced by the 
new run configuration
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Try It Yourself
Simulate Sobel

5. Choose Visitor interpreter and debugger as 
simulator

6. Choose Testbench as xdf network to be 
simulated

7. Choose gear.bin as input stimuli for the 
simulation (this is the file subjected to edge 
detection)
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Try It Yourself
Simulate Sobel

8. Select an output file directory (no output will
be generated in this case)

9. Click Run to launch the simulation
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Try It Yourself
Simulate Roberts

1. Change the DUT from Sobel to Roberts

2. Run again the simulation and see the 
difference with respect to the Sobel 
simulation in terms of:

1. Detected edges

2. Frame rate
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MDC suite

Baseline MDC Datapath Merging
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Baseline: Dataflow to HW

Power Manager

Multi Dataflow 
Composer Tool

C
o

-P
ro

ce
ss

o
r 

G
en

er
a

to
r 

MDC design suite

http://sites.unica.it/rpct/

Structural Profiler

Functional Complexity
Time to Market:

Design & Mapping 
Automation
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Baseline: Dataflow to HW
Dataflow to Hardware

coarse grained
substrate

C D
A

B
C D

A

B

1:1
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Baseline: Dataflow to HW
Dataflow to Hardware

coarse grained
substrate

coarse grained 
reconfigurable

substrate

C D
A

B

E DA

C D
A

B

SB

C D

E

SB

A

B

C D
A

B

1:1

2:1
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MDC Front-End
Multi-Dataflow Generation

MDC front-end

α

C D
A

B
E DA DF

β γ

SB
0

E
A

C
B

SB
1 SB

2
F

D

SB 0 1 2

α 1 1 0

β 0 0 0

γ x x 1

0

1

0

1

0

1
multi-dataflowshared

Proceedings of CPS&IoT2019 page 217



20/05/2019 7020/05/2019 70

MDC Front-End
Datapath Merging Problem: Graph Model

GRAPHS
Gᵢ = (Vᵢ, Eᵢ)

G₁

G₂

a₁₁

a₁₂ c₁₁

b₁₁

a₂₁

a₂₂ c₂₁

b₂₁

a₂₃
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MDC Front-End
Datapath Merging Problem: Graph Model

GRAPHS
Gᵢ = (Vᵢ, Eᵢ)

LABELING
πᵢ : Vᵢ → T

A

π₂ 

G₁

G₂

a₁₁

a₁₂ c₁₁

b₁₁

a₂₁

a₂₂ c₂₁

b₂₁

a₂₃

a₂₁

A

π₁ 
a₁₁
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MDC Front-End
Datapath Merging Problem: Graph Model

GRAPHS
Gᵢ = (Vᵢ, Eᵢ)

LABELING
πᵢ : Vᵢ → T

A

π₂ 

μᵢ(v) = u, 
(v ϵ Vᵢ, u ϵ V)



πᵢ(v) = π(u)

e(vᵢ, vᵢ′) ϵ Eᵢ


e(μᵢ(vᵢ), μᵢ(vᵢ′)) ϵ E

MAPPING

G₁

G₂

a₁₁

a₁₂ c₁₁

b₁₁

a₂₁

a₂₂ c₂₁

b₂₁

a₂₃

a₂₁

A

π₁ 
a₁₁

A

a₂₁

a₁₁


μ

Proceedings of CPS&IoT2019 page 220



20/05/2019 7320/05/2019 73

MDC Front-End
Datapath Merging Problem: Graph Model

GRAPHS
Gᵢ = (Vᵢ, Eᵢ)

LABELING
πᵢ : Vᵢ → T

A

π₂ 

μᵢ(v) = u, 
(v ϵ Vᵢ, u ϵ V)



πᵢ(v) = π(u)

e(vᵢ, vᵢ′) ϵ Eᵢ


e(μᵢ(vᵢ), μᵢ(vᵢ′)) ϵ E

MAPPING

PROBLEM STATEMENT: find a Reconfigurable Graph G (V,E) with the minimum 

costs (min|V| and min |E|)

ꓯT ϵ T, Vᵀ={v : π(v) = T} → |Vᵀ| = max |Vᵢᵀ|, Vᵢᵀ={vᵢ : πᵢ(vᵢ) = T} 

G₁

G₂

a₁₁

a₁₂ c₁₁

b₁₁

a₂₁

a₂₂ c₂₁

b₂₁

a₂₃

a₂₁

A

π₁ 
a₁₁

A

a₂₁

a₁₁


μ
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MDC Front-End
Datapath Merging Problem: Graph Model

GRAPHS
Gᵢ = (Vᵢ, Eᵢ)

LABELING
πᵢ : Vᵢ → T

A

π₂ 

μᵢ(v) = u, 
(v ϵ Vᵢ, u ϵ V)



πᵢ(v) = π(u)

e(vᵢ, vᵢ′) ϵ Eᵢ


e(μᵢ(vᵢ), μᵢ(vᵢ′)) ϵ E

MAPPING

PROBLEM STATEMENT: find a Reconfigurable Graph G (V,E) with the minimum 

costs (min|V| and min |E|)NP-complete problem: N. Moreano, et al., “Datapath merging and 
interconnection sharing for reconfigurable architectures”, Symp. On 
System Synthesis, 2002. 

G₁

G₂

a₁₁

a₁₂ c₁₁

b₁₁

a₂₁

a₂₂ c₂₁

b₂₁

a₂₃

a₂₁

A

π₁ 
a₁₁

A

a₂₁

a₁₁


μ

Proceedings of CPS&IoT2019 page 222



20/05/2019 7520/05/2019 75

Datapath Merging Problem
Moreano Algorithm

G₁

G₂

a₁₁

a₁₂ c₁₁

b₁₁

a₂₁

a₂₂ c₂₁

b₂₁

a₂₃

FEASIBLE EDGE MAPPING between {e₁(u,v),e₂(w,z)} in E₁xE₂, where u,v ϵ V₁ and w,z ϵ V₂, if:
π₁(u) = π₂(w) and π₁(v) = π₂ (z)

merging G₁ = (V₁, E₁) and G₂ = (V₂, E₂)

GRAPHS
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Datapath Merging Problem
Moreano Algorithm

G₁

G₂

a₁₁

a₁₂ c₁₁

b₁₁

a₂₁

a₂₂ c₂₁

b₂₁

a₂₃

FEASIBLE EDGE MAPPING between {e₁(u,v),e₂(w,z)} in E₁xE₂, where u,v ϵ V₁ and w,z ϵ V₂, if:
π₁(u) = π₂(w) and π₁(v) = π₂ (z)

merging G₁ = (V₁, E₁) and G₂ = (V₂, E₂)

GRAPHS

a₁₁b₁₁
a₂₁b₂₁

a₁₁c₁₁
a₂₃c₂₁

a₁₁b₁₁
a₂₂b₂₁

a₁₂c₁₁
a₂₃c₂₁

b₁₁c₁₁
b₂₁c₂₁
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Datapath Merging Problem
Moreano Algorithm

{(u,v),(w,z)} not comaptible
with {(u’,v’),(w’,z’)} if:

1. u = u’ and w ≠ w’
2. v = v’ and z ≠ z’
3. u ≠ u’ and w = w’
4. v ≠ v’ and z = z’

G₁

G₂

a₁₁

a₁₂ c₁₁

b₁₁

a₂₁

a₂₂ c₂₁

b₂₁

a₂₃

FEASIBLE EDGE MAPPING between {e₁(u,v),e₂(w,z)} in E₁xE₂, where u,v ϵ V₁ and w,z ϵ V₂, if:
π₁(u) = π₂(w) and π₁(v) = π₂ (z)

merging G₁ = (V₁, E₁) and G₂ = (V₂, E₂)

GRAPHS

a₁₁b₁₁
a₂₁b₂₁

a₁₁c₁₁
a₂₃c₂₁

a₁₁b₁₁
a₂₂b₂₁

a₁₂c₁₁
a₂₃c₂₁

b₁₁c₁₁
b₂₁c₂₁
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Datapath Merging Problem
Moreano Algorithm

G₁

G₂

a₁₁

a₁₂ c₁₁

b₁₁

a₂₁

a₂₂ c₂₁

b₂₁

a₂₃

FEASIBLE EDGE MAPPING between {e₁(u,v),e₂(w,z)} in E₁xE₂, where u,v ϵ V₁ and w,z ϵ V₂, if:
π₁(u) = π₂(w) and π₁(v) = π₂ (z)

merging G₁ = (V₁, E₁) and G₂ = (V₂, E₂)

GRAPHS COMPATIBILITY

GRAPH

a₁₁b₁₁
a₂₁b₂₁

a₁₁c₁₁
a₂₃c₂₁

a₁₁b₁₁
a₂₂b₂₁

a₁₂c₁₁
a₂₃c₂₁

b₁₁c₁₁
b₂₁c₂₁
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Datapath Merging Problem
Moreano Algorithm

G₁

G₂

a₁₁

a₁₂ c₁₁

b₁₁

a₂₁

a₂₂ c₂₁

b₂₁

a₂₃

FEASIBLE EDGE MAPPING between {e₁(u,v),e₂(w,z)} in E₁xE₂, where u,v ϵ V₁ and w,z ϵ V₂, if:
π₁(u) = π₂(w) and π₁(v) = π₂ (z)

merging G₁ = (V₁, E₁) and G₂ = (V₂, E₂)

GRAPHS COMPATIBILITY

GRAPH

a₁₁b₁₁
a₂₁b₂₁

a₁₁c₁₁
a₂₃c₂₁

a₁₁b₁₁
a₂₂b₂₁

a₁₂c₁₁
a₂₃c₂₁

b₁₁c₁₁
b₂₁c₂₁

maximum clique on
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Datapath Merging Problem
Moreano Algorithm

G₁

G₂

a₁₁

a₁₂ c₁₁

b₁₁

a₂₁

a₂₂ c₂₁

b₂₁

a₂₃

FEASIBLE EDGE MAPPING between {e₁(u,v),e₂(w,z)} in E₁xE₂, where u,v ϵ V₁ and w,z ϵ V₂, if:
π₁(u) = π₂(w) and π₁(v) = π₂ (z)

merging G₁ = (V₁, E₁) and G₂ = (V₂, E₂)

GRAPHS COMPATIBILITY

GRAPH

a₁₁b₁₁
a₂₁b₂₁

a₁₁c₁₁
a₂₃c₂₁

a₁₁b₁₁
a₂₂b₂₁

a₁₂c₁₁
a₂₃c₂₁

b₁₁c₁₁
b₂₁c₂₁

maximum clique on

a₁₁
a₂₁

a₂₂
c₁₁
c₂₁

b₁₁
b₂₁

a₁₂
a₂₃

shared

RECONFIGURABLE

GRAPH
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MDC Back-End
Platform Composer

CGR substrate

SB
0

E

A

C
B

SB
1

SB
2

F

D

SB 0 1 2

α 1 1 0

β 0 0 0

γ x x 1

MDC back-end

SB
0

SB
2

A

B D
SB
1

F

E

C
configurator

sel0

sel1

sel2

ID

0

1
0

1

1

0

HDL components
library

A
B
C F

E
D

hardware
communication
protocol (XML)
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MDC suite 
Baseline functionalities

High Level Synthesis (HLS) support
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HLS Support
Communication Protocol<protocol>

<sys_signals>
<signal id=“0” net_port=“clock”  is_clock=“”…></signal>
… 

</sys_signals>
<actor>

<sys_signals>
<signal id=“0” port=“clk” net_port=“clock” …></signal>
…

</sys_signals>
<comm_signals>

<signal id=“0” port=“din” channel=“data”…></signal>
<signal id=“1” port=“dout” channel=“data”…></signal>
<signal id=“2” port=“wr” channel=“en”…></signal>
…

<comm_signals>
</actor>

<predecessor>
<sys_signals>…</sys_signals>
<comm_signals>…<comm_signals>

</predecessor>
<successor>

<sys_signals>…</sys_signals>
<comm_signals>…<comm_signals>

</successor>
</protocol>

CGR substrateCGR substrate

A

B

A B
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HLS Support
Communication Protocol<protocol>

<sys_signals>
<signal id=“0” net_port=“clock”  is_clock=“”…></signal>
… 

</sys_signals>
<actor>

<sys_signals>
<signal id=“0” port=“clk” net_port=“clock” …></signal>
…

</sys_signals>
<comm_signals>

<signal id=“0” port=“din” channel=“data”…></signal>
<signal id=“1” port=“dout” channel=“data”…></signal>
<signal id=“2” port=“wr” channel=“en”…></signal>
…

<comm_signals>
</actor>

<predecessor>
<sys_signals>…</sys_signals>
<comm_signals>…<comm_signals>

</predecessor>
<successor>

<sys_signals>…</sys_signals>
<comm_signals>…<comm_signals>

</successor>
</protocol>

CGR substrateCGR substrate

A

clk
rst

B

reset

reset

clo
ck

clo
ck

A B
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HLS Support
Communication Protocol<protocol>

<sys_signals>
<signal id=“0” net_port=“clock”  is_clock=“”…></signal>
… 

</sys_signals>
<actor>

<sys_signals>
<signal id=“0” port=“clk” net_port=“clock” …></signal>
…

</sys_signals>
<comm_signals>

<signal id=“0” port=“din” channel=“data”…></signal>
<signal id=“1” port=“dout” channel=“data”…></signal>
<signal id=“2” port=“wr” channel=“en”…></signal>
…

<comm_signals>
</actor>

<predecessor>
<sys_signals>…</sys_signals>
<comm_signals>…<comm_signals>

</predecessor>
<successor>

<sys_signals>…</sys_signals>
<comm_signals>…<comm_signals>

</successor>
</protocol>

CGR substrateCGR substrate

A

clk
rst

B

reset

reset

clo
ck

clo
ck

A B

clo
ck

reset

FIFO_B

FANOUT_A
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HLS Support
Communication Protocol<protocol>

<sys_signals>
<signal id=“0” net_port=“clock”  is_clock=“”…></signal>
… 

</sys_signals>
<actor>

<sys_signals>
<signal id=“0” port=“clk” net_port=“clock” …></signal>
…

</sys_signals>
<comm_signals>

<signal id=“0” port=“din” channel=“data”…></signal>
<signal id=“1” port=“dout” channel=“data”…></signal>
<signal id=“2” port=“wr” channel=“en”…></signal>
…

<comm_signals>
</actor>

<predecessor>
<sys_signals>…</sys_signals>
<comm_signals>…<comm_signals>

</predecessor>
<successor>

<sys_signals>…</sys_signals>
<comm_signals>…<comm_signals>

</successor>
</protocol>

CGR substrateCGR substrate

A

clk
rst

B

reset

reset

clo
ck

clo
ck

A B

dout
wr

full

din
wr

full

dout
wr

full

din

wr

full

dout
rd

empty

din
rd

emptyclo
ck

reset

FIFO_B

FANOUT_A
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HLS Support
Xronos and Turnus for MPEG-RVC

composition

Orcc font-end

.cal

MDC front-end

optimisation

.xdf

TURNUS causation 
trace analysis

worst case 
parsing script

generation

XRONOS high 
level synthesis

MDC back-end

IR.java

multi-dataflow

action weights

optimal FIFOs 

size per IR

RVC-CAL

dataflows

multi-dataflow

optimal FIFOs size

HDL components

library

CGR substrate 

S
B

RVC-CAL

protocol
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HLS Support
Xronos and Turnus for MPEG-RVC

composition

Orcc font-end

.cal

MDC front-end

optimisation

.xdf

TURNUS causation 
trace analysis

worst case 
parsing script

generation

XRONOS high 
level synthesis

MDC back-end

IR.java

multi-dataflow

action weights

optimal FIFOs 

size per IR

RVC-CAL

dataflows

multi-dataflow

optimal FIFOs size

HDL components

library

CGR substrate 

S
B

•High-Level Synthesis supports only FPGAs from one specific FPGA 
vendor (Xilinx)

RVC-CAL

protocol
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HLS Support
CAPH

composition

Orcc font-end

.cal

MDC front-end

optimisation

.xdf

1

generation

CAPH High-Level 
Synthesis

MDC back-end

IR.java

multi-dataflow

RVC-CAL

dataflows

optimal 
FIFOs size

per dataflow

HDL components

library
CAPH

protocol

CGR substrate 

S
B

CAPH systemC
synthesis and 

simulation

worst case 
parsing script

CAPH-to-RVC-CAL

multi-dataflow

optimal FIFOs size

.cph
CAPH

dataflows
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HLS Support
CAPH

composition

Orcc font-end

.cal

MDC front-end

optimisation

.xdf

1

generation

CAPH High-Level 
Synthesis

MDC back-end

IR.java

multi-dataflow

RVC-CAL

dataflows

optimal 
FIFOs size

per dataflow

HDL components

library
CAPH

protocol

CGR substrate 

S
B

CAPH systemC
synthesis and 

simulation

worst case 
parsing script

CAPH-to-RVC-CAL

multi-dataflow

optimal FIFOs size

.cph
CAPH

dataflows

• Platform Agnostic High-Level Synthesis: it supports any kind of 
FPGA from any vendor, as well as ASIC design flows
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Tutorial

Step 2: Baseline MDC Datapath Merging
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MDC Datapath Merging
Merging Expectations

actor Sobel Roberts NS S

Forward2x2 0 1 1 0

Forward3x3 1 0 1 0

Delay 6 2 4 2

LineBuffer 2 1 1 1

LeftShifter 4 0 4 0

Subtractor 6 2 4 2

Adder3x1 2 0 2 0

Multiplier 2 2 0 2

Adder2x1 1 1 0 1

Sqrt 1 1 0 1

Align2x2 0 1 1 0

Align3x3 1 0 1 0

Total 26 11 19 9

NS = Non Shareable, S = Shareable

Sobel dataflow

Roberts dataflow
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Try It Yourself
Merge Sobel and Roberts

1. Click on Run → Run Configurations… on the 
main menu

2. Double click on Orcc Compilation to create a 
new run configuration

3. Choose a Name for the new run 
configuration (e.g. Tutorial Merging 1)

4. Select Tutorials as project referenced by the 
new run configuration
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Try It Yourself
Merge Sobel and Roberts

5. Choose MDC as backend for the run 
configuration

6.  Select an output file directory where 
generated outputs will be stored

7. Check the List of Networks to be Compiled 
and Merged box

8. Make sure that the Number of Networks is 2 
(we are going to merge Sobel and Roberts)
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Try It Yourself
Merge Sobel and Roberts

9.  Add Sobel and Roberts to the XDF List of Files

10. Select MOREANO as Merging Algorithm

11. Check the Generate RVC-CAL multi-dataflow 
box

Proceedings of CPS&IoT2019 page 243



20/05/2019 9620/05/2019 96

Try It Yourself
RVC-CAL Multi-Dataflow

# input networks composition

- network Sobel number of actors: 26 
- network Roberts number of actors: 11 

--> input networks total number of actors: 37

### Multi-Dataflow Composer report ### # multi-dataflow network composition: 00_Sobel1Roberts1

- number of merged networks: 2,0 
- number of actors: 49 

-- original actors: 28 (57.14286%)* 
-- sbox actors: 21 (42.857143%)* 
-- shared actors 9 (24.324326%)** 

* with respect to the multi-dataflow network number of actors
** with respect to the input networks total number of actors
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Try It Yourself
Sbox Actor

@sbox actor Sbox1x2int16 (int ID=0, int SIZE=16) 
int(size=SIZE) in1

==>
int(size=SIZE) out1,
int(size=SIZE) out2

:

forward0: action in1: [a] ==> out1: [a]
guard not SEL[ID]
end

forward1: action in1: [a] ==> out2: [a]
guard SEL[ID] 
end

end

• Sbox CAL special 
actors are created

• One different Sbox cal
actor per data size 
and kind of Sbox (1x2 
or 2x1)
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Try It Yourself
Configurator Unit

unit Configurator:

bool SEL[21] = SEL2;

// ID = 1 Sobel
bool SEL1[21] = [

false, false, false, false, false,
false, false, false, false, false,
false, false, false, false, false,
false, false, false, false, false,
false ];

// ID = 2 Roberts
bool SEL2[21] = [

true, true, true, true, true,
true, true, true, true, true,
true, true, true, true, true,
true, true, true, true, true,
true ];

end

• Special CAL file
capable of configuring 
Sboxes and then the 
multi-dataflow

• By changing the SEL 
(SEL1 or SEL2) it is 
possible to execute 
Sobel or Roberts
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Try It Yourself
Multi-Dataflow Simulation

1. Change the Testbench network to set the 
Multi-Dataflow as DUT 

2. Run the simulation with the new DUT

3. Change the SEL variable in the Configurator 
unit from SEL1 (Sobel) to SEL2 (Roberts)

4. Check results in terms of detected edges (on 
the display) and processing time (on the 
console)
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Try It Yourself
Generate Platform

1. Open Run Configurations

2. Select the merging run configuration 
previously created (Tutorial Merging 1)

3. Uncheck Generate RVC-CAL multi-dataflow

4. Check Generate HDL multi-dataflow

5. Put input protocol.xml as Protocol File

6. Put input/lib folder as HDL component library
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HW Reconfigurable Datapath
Check Platform Interface

// -----------------------------------------------------
// Multi-Dataflow Network module
// Date: 2019/05/08 16:03:48
// -----------------------------------------------------

module multi_dataflow (

input [7 : 0] y_data,
input y_wr,
output y_full,

input [15 : 0] SOI_data,
input SOI_wr,
output SOI_full,

output [7 : 0] edgeY_data,
output edgeY_wr,
input edgeY_full,

input [7:0] ID,

input clock,
input reset

);

<protocol>
<predecessor>

<name>fifo_small</name>
<sys_signals>

<signal id="0" port="clk" size="1" net_port="clock"></signal>
<signal id="1" port="rst" size="1" net_port="reset"></signal>

</sys_signals>
<comm_parameters>

<parameter id="0" name="depth" value="bufferSize"></parameter>
<parameter id="1" name="size" value="variable"></parameter>

</comm_parameters>
<comm_signals>

<signal id="0" port="datain" channel="data" size="variable" kind="input" dir="direct"></signal>
<signal id="1" port="dataout" channel="data" size="variable" kind="output" dir="direct"></signal>
<signal id="2" port="enr" channel="rd" size="1" kind="input" dir="reverse"></signal>
<signal id="3" port="enw" channel="wr" size="1" kind="input" dir="direct"></signal>
<signal id="4" port="empty" channel="empty" size="1" kind="output" dir="direct"></signal>
<signal id="5" port="full" channel="full" size="1" kind="output" dir="reverse"></signal>

</comm_signals>
</predecessor>
<actor>

<sys_signals>
<signal id="0" port="clock" size="1" net_port="clock"></signal>
<signal id="1" port="reset" size="1" net_port="reset"></signal>

</sys_signals>
<comm_signals>

<signal id="0" port="" channel="data" size="variable" kind="input" dir="direct"></signal>
<signal id="1" port="" channel="data" size="variable" kind="output" dir="direct"></signal>
<signal id="2" port="rd" channel="rd" size="1" kind="output" dir="reverse"></signal>
<signal id="3" port="wr" channel="wr" size="1" kind="output" dir="direct"></signal>
<signal id="4" port="empty" channel="empty" size="1" kind="input" dir="direct"></signal>
<signal id="5" port="full" channel="full" size="1" kind="input" dir="reverse"></signal>

</comm_signals>
</actor>
<sys_signals>

<signal id="0" net_port="clock" size="1" kind="input" is_clock=""></signal>
<signal id="1" net_port="reset" size="1" kind="input" is_resetn=""></signal>

</sys_signals>
</protocol>
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HW Reconfigurable Datapath
Check Platform Actors

fifo_small #(
.depth(64),
.size(9)

) fifo_small_Delay_0_dataIn(
.datain(fifo_small_Delay_0_dataIn_data),
.dataout(Delay_0_dataIn_data),
.enr(Delay_0_dataIn_rd),
.enw(fifo_small_Delay_0_dataIn_wr),
.empty(Delay_0_dataIn_empty),
.full(fifo_small_Delay_0_dataIn_full),
.clk(clock),
.rst(reset)

);

Delay actor_Delay_0 (
.dataIn(Delay_0_dataIn_data),
.dataIn_rd(Delay_0_dataIn_rd),
.dataIn_empty(Delay_0_dataIn_empty),
dataOut(Delay_0_dataOut_data),
.dataOut_wr(Delay_0_dataOut_wr),
.dataOut_full(Delay_0_dataOut_full),
.clock(clock),
.reset(reset)

);

<protocol>
<predecessor>

<name>fifo_small</name>
<sys_signals>

<signal id="0" port="clk" size="1" net_port="clock"></signal>
<signal id="1" port="rst" size="1" net_port="reset"></signal>

</sys_signals>
<comm_parameters>

<parameter id="0" name="depth" value="bufferSize"></parameter>
<parameter id="1" name="size" value="variable"></parameter>

</comm_parameters>
<comm_signals>

<signal id="0" port="datain" channel="data" size="variable" kind="input" dir="direct"></signal>
<signal id="1" port="dataout" channel="data" size="variable" kind="output" dir="direct"></signal>
<signal id="2" port="enr" channel="rd" size="1" kind="input" dir="reverse"></signal>
<signal id="3" port="enw" channel="wr" size="1" kind="input" dir="direct"></signal>
<signal id="4" port="empty" channel="empty" size="1" kind="output" dir="direct"></signal>
<signal id="5" port="full" channel="full" size="1" kind="output" dir="reverse"></signal>

</comm_signals>
</predecessor>
<actor>

<sys_signals>
<signal id="0" port="clock" size="1" net_port="clock"></signal>
<signal id="1" port="reset" size="1" net_port="reset"></signal>

</sys_signals>
<comm_signals>

<signal id="0" port="" channel="data" size="variable" kind="input" dir="direct"></signal>
<signal id="1" port="" channel="data" size="variable" kind="output" dir="direct"></signal>
<signal id="2" port="rd" channel="rd" size="1" kind="output" dir="reverse"></signal>
<signal id="3" port="wr" channel="wr" size="1" kind="output" dir="direct"></signal>
<signal id="4" port="empty" channel="empty" size="1" kind="input" dir="direct"></signal>
<signal id="5" port="full" channel="full" size="1" kind="input" dir="reverse"></signal>

</comm_signals>
</actor>
<sys_signals>

<signal id="0" net_port="clock" size="1" kind="input" is_clock=""></signal>
<signal id="1" net_port="reset" size="1" kind="input" is_resetn=""></signal>

</sys_signals>
</protocol>
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HW Reconfigurable Datapath
Check Platform Connections

assign fifo_small_Adder2x1_0_opA_data = Multiplier_0_prod_data;
assign fifo_small_Adder2x1_0_opA_wr = Multiplier_0_prod_wr;
assign Multiplier_0_prod_full = fifo_small_Adder2x1_0_opA_full;

assign fifo_small_Adder2x1_0_opB_data = Multiplier_1_prod_data;
assign fifo_small_Adder2x1_0_opB_wr = Multiplier_1_prod_wr;
assign Multiplier_1_prod_full = fifo_small_Adder2x1_0_opB_full;

assign fifo_small_Sqrt_0_inY_data = Adder2x1_0_sum_data;
assign fifo_small_Sqrt_0_inY_wr = Adder2x1_0_sum_wr;
assign Adder2x1_0_sum_full = fifo_small_Sqrt_0_inY_full;

assign sbox_0_in1_data = y_data;
assign sbox_0_in1_wr = y_wr;
assign y_full = sbox_0_in1_full;

assign fifo_small_Forward2x2_0_inY_data = sbox_0_out2_data;
assign fifo_small_Forward2x2_0_inY_wr = sbox_0_out2_wr;
assign sbox_0_out2_full = fifo_small_Forward2x2_0_inY_full;
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HW Reconfigurable Datapath
Check Platform Configurator

// -----------------------------------------------------
// Configurator module
// Date: 2019/05/08 16:03:48
// -----------------------------------------------------

module configurator(
input [7:0] ID,
output reg [20:0] sel

);

always@(ID)
case(ID) 
8'd1: begin // Sobel
sel[0]=1'b0;
…
sel[20]=1'b0; end

8'd2: begin // Roberts
sel[0]=1'b1;
…
sel[20]=1'b1; end

default: sel=21'bx;
endcase

unit Configurator:

bool SEL[21] = SEL2;

// ID = 1 Sobel
bool SEL1[21] = [

false, false, false, false, false,
false, false, false, false, false,
false, false, false, false, false,
false, false, false, false, false,
false ];

// ID = 2 Roberts
bool SEL2[21] = [

true, true, true, true, true,
true, true, true, true, true,
true, true, true, true, true,
true, true, true, true, true,
true ];

end

Cal Configurator
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MDC tool 
Additional features

Coprocessor Generator
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Co-processor Generator
Ready to use Xilinx IPs

Power Manager

Multi Dataflow 
Composer Tool

C
o

-P
ro

ce
ss

o
r 

G
en

er
a

to
r 

MDC design suite

http://sites.unica.it/rpct/

Fast Integration 
and Prototyping

Structural Profiler
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Co-Processor Generator
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HARDWARE ACCELERATOR/CO-PROCESSOR
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(manually 
assembled)

S
B

E
S
BC D

A

B
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Co-Processor Generator
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Co-Processor Generator

SY
ST

EM
 B

U
S

HARDWARE ACCELERATOR/CO-PROCESSOR

LOCAL
MEMORY

CONFIG
REGS

(manually 
assembled)

S
B

E
S
BC D

A

B

Proceedings of CPS&IoT2019 page 257



20/05/2019 11020/05/2019 110

Co-Processor Generator
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Co-Processor Generator
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Co-Processor Generator

SY
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EM
 B

U
S

HARDWARE ACCELERATOR/CO-PROCESSOR

LOCAL
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CONFIG
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(manually 
assembled)

HUGE 
EFFORT!!!
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S
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A
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Co-Processor Generator

Co-Processor Characterization

S
B

E
A

C
B

S
B

S
B

F
D

E DA

DF

C D
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B
α β

γ

M
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C
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SB 0 1 2

α 1 1 0

β 0 0 0

γ x x 1

# of I/O
I/O size

I/O pattern

app ID
app I/O

Multi-dataflow 
I/O Footprint

Single 
Application
Info
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Co-Processor Generator

Co-Processor Characterization

S
B

E
A

C
B

S
B

S
B

F
D

E DA

DF

C D
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B
α β
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M
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C
 f

ro
n

t-
e

n
d

SB 0 1 2

α 1 1 0
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γ x x 1

Template
configuration

Driver 
specification

# of I/O
I/O size

I/O pattern

app ID
app I/O

.v

.c
software

drivers

co-processor
architectural

template

Script 
generation.tcl

Vivado co-
processor

and integrated 
system scripts

Multi-dataflow 
I/O Footprint

Single 
Application
Info
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Vivado Project

Co-Processor  Deployment

Co-Processor Generator

Vivado IP wrapper   

Co-processor architectural 
template

CGR
substrate

.v .c

S
B

E
A

C
B

S
B

S
B

F
D

M
D

C
 b

ack-e
n

d

software
drivers

co-processor
architectural template

.v

CGR substrate

communication

link

.tcl

Integrated System  Deployment.tcl

APIs
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Tutorial Step 3

Co-Processor Generator
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Try It Yourself
Run Co-Processor Generator

1. Click on Run → Run Configurations… on the 
main menu

2. Right clock on the Tutorial Merging 1 run 
configuration → Duplicate

3. Select a new name for the duplicated run 
configuration (e.g. Tutorial Coprocessor 1)

4. Under the Generate HDL multi-dataflow 
section check Generate Accelerator IP box
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Try It Yourself
Run Co-Processor Generator

5. Select MEMORY-MAPPED as Processor 
Coprocessor Coupling

6. Select ARM as Host Processor

7. Check the Adopt DMA box

8. Leave the default Board Part and Partname
(em.avnet.com:zed:part0:1.0 and 
xc7z020clg484-1) that are referred to the 
Avnet Zedboard Development board
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Try It Yourself
Merge Sobel and Roberts
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Try It Yourself
Check Generated HW Code

Top module of the accelerator 
instantiating all the other modules

mm_accelerator.v
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Try It Yourself
Check Generated HW Code

AXI lite slave bus interface and 
configuration registers

mm_accelerator.v
config_regs.v
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Try It Yourself
Check Generated HW Code

mm_accelerator.v
config_regs.v

AXI full slave bus interface (only for
memory mapped coupling)

axi_full_ipif.v
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Try It Yourself
Check Generated HW Code

Local memory banks to locally store
input and output data (only for

memory mapped coupling)

mm_accelerator.v
config_regs.v
axi_full_ipif.v
local_memory.v

Proceedings of CPS&IoT2019 page 271



20/05/2019 12420/05/2019 124

Try It Yourself
Check Generated HW Code

Front-end to feed the CGR datapath
inputs (only for memory mapped

coupling)

mm_accelerator.v
config_regs.v
axi_full_ipif.v
local_memory.v
front_end.v
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Try It Yourself
Check Generated HW Code

The CGR datapath generated by the 
baseline MDC feature

mm_accelerator.v
config_regs.v
axi_full_ipif.v
local_memory.v
front_end.v
multi_dataflow.v
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Try It Yourself
Check Generated HW Code

mm_accelerator.v
config_regs.v

Back-end to retrieve results from the 
CGR datapath outputs (only for

memory mapped coupling)

axi_full_ipif.v
local_memory.v
front_end.v
multi_dataflow.v
back_end.v
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Try It Yourself
Check Generated Drivers

#include "mm_accelerator.h"

int mm_accelerator_Sobel(
// port edgeY
int size_edgeY, int* data_edgeY,
// port SOI
int size_SOI, int* data_SOI,
// port y
int size_y, int* data_y

) {

volatile int* config = (int*) XPAR_MM_ACCELERATOR_0_CFG_BASEADDR;

// configure I/O
*(config + 1) = size_y - 1;
*(config + 3) = size_edgeY - 1;
*(config + 2) = size_SOI - 1;

• two parameters for each
I/O port

• number of data
• data pointer

• configure registers with
number of data for each
I/O port
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Try It Yourself
Check Generated Drivers

// send data port y
*((volatile int*) XPAR_AXI_CDMA_0_BASEADDR + (0x04>>2)) = 0x00000002; // verify idle
//*((volatile int*) XPAR_AXI_CDMA_0_BASEADDR + (0x00>>2)) = 0x00001000;  // irq en (optional)
*((volatile int*) XPAR_AXI_CDMA_0_BASEADDR + (0x18>>2)) = (int) data_y; // src
*((volatile int*) XPAR_AXI_CDMA_0_BASEADDR + (0x20>>2)) = 

XPAR_MM_ACCELERATOR_0_MEM_BASEADDR + MM_ACCELERATOR_MEM_1_OFFSET; 
*((volatile int*) XPAR_AXI_CDMA_0_BASEADDR + (0x28>>2)) = size_y*4; // size [B]
while((*((volatile int*) XPAR_AXI_CDMA_0_BASEADDR + (0x04>>2)) & 0x2) != 0x2);

// send data port SOI
*((volatile int*) XPAR_AXI_CDMA_0_BASEADDR + (0x04>>2)) = 0x00000002; // verify idle
//*((volatile int*) XPAR_AXI_CDMA_0_BASEADDR + (0x00>>2)) = 0x00001000;  // irq en (optional)
*((volatile int*) XPAR_AXI_CDMA_0_BASEADDR + (0x18>>2)) = (int) data_SOI; // src
*((volatile int*) XPAR_AXI_CDMA_0_BASEADDR + (0x20>>2)) = 

XPAR_MM_ACCELERATOR_0_MEM_BASEADDR + MM_ACCELERATOR_MEM_2_OFFSET; 
*((volatile int*) XPAR_AXI_CDMA_0_BASEADDR + (0x28>>2)) = size_SOI*4; // size [B]
while((*((volatile int*) XPAR_AXI_CDMA_0_BASEADDR + (0x04>>2)) & 0x2) != 0x2);

• send input data by means of DMA
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Try It Yourself
Check Generated Drivers

// start execution (check matching ID
*(config) = 0x1000001;

// wait for completion
while( ((*(config)) & 0x4) != 0x4 );

// receive data port edgeY
*((volatile int*) XPAR_AXI_CDMA_0_BASEADDR + (0x04>>2)) = 0x00000002; // verify idle
//*((volatile int*) XPAR_AXI_CDMA_0_BASEADDR + (0x00>>2)) = 0x00001000;  // irq en (optional)
*((volatile int*) XPAR_AXI_CDMA_0_BASEADDR + (0x18>>2)) = 

XPAR_MM_ACCELERATOR_0_MEM_BASEADDR + MM_ACCELERATOR_MEM_3_OFFSET; 
*((volatile int*) XPAR_AXI_CDMA_0_BASEADDR + (0x20>>2)) = (int) data_edgeY; // dst
*((volatile int*) XPAR_AXI_CDMA_0_BASEADDR + (0x28>>2)) = size_edgeY*4; // size [B]
while((*((volatile int*) XPAR_AXI_CDMA_0_BASEADDR + (0x04>>2)) & 0x2) != 0x2);

return 0;

}

• launch execution and poll
ready register

• receive output data by means of DMA
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Follow the Next Steps
Run Generated Scripts

1. Open Vivado

2. Change directory to the output of the MDC 
co-processor generator run
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Follow the Next Steps
Run Generated Scripts

3. Run the generate_ip.tcl script to create 
Vivado project and package the accelerator
into a Xilinx compliant IP
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Follow the Next Steps
Run Generated Scripts

4. Run the generate_top.tcl script to generate a 
Vivado project integrating the MDC 
accelerator with the desired processor
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Follow the Next Steps
Run Generated Scripts

5. Check the system with the Block Design view
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Example of Usage
Run Demo
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Example of Usage
Run Demo

processing detector

SW Sobel

HW Roberts
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Exploitation of MDC
CERBERO H2020 Project

Coordinator:

Michal Masin (IBM), michaelm@il.ibm.com 

Scientific Coordinator:

Francesca Palumbo (UniSS), fpalumbo@uniss.it

Innovation Manager:

Katiuscia Zedda (Abinsula), 
katiuscia.zedda@abinsula.com 

Dissemination-Communication Manager:

Francesco Regazzoni (USI), 
francesco.regazzoni@usi.ch 

www.cerbero-h2020.eu

info@cerbero-h2020.eu

@CERBERO_h2020

EU Commission for funding the CERBERO (Cross-layer modEl-based
fRamework for multi-oBjective dEsign of Reconfigurable systems in
unceRtain hybRid envirOnments) project as part of the H2020 Programme
under grant agreement No 732105.

Proceedings of CPS&IoT2019 page 284



20/05/2019 13720/05/2019 137

Exploitation of MDC
FitOptiVis H2020 Project

Coordinator:

…

Scientific Coordinator:

…

Innovation Manager:

…

Dissemination-Communication Manager:

…

www….

info@....

#FitOptiVis

EU Commission for funding the FitOptiVis (From the cloud to the edge:
smart IntegraTion and OPtimization Technologies for highly efficient
Image and VIdeo processing Systems) project as part of the H2020
Programme under grant agreement No XXX.
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Thank you
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carlo.sau@diee.unica.it
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Megamodeling of complex, 
distributed, heterogeneous CPS 
systems
Eugenio Villar
University of Cantabria
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▪ Introduction

▪ Single-Source Design Approach

▪ Model-driven Analysis and Design for the IoE

▪ Conclusions
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Introduction

▪ Model-Driven Design (MDD)
▪ High-abstraction level

▪ Mature SW engineering methodology

▪ State-of-the-Art
▪ Matlab-Simulink

▪ Proprietary, only one MoC, M language
▪ CoFluent

▪ Proprietary, a few MoCs, C/C++ language
▪ Ptolemy II

▪ Academic, any MoC, C/C++ inside a Java block

▪ …
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Introduction

▪ UML
▪ Standard, any (user-defined) MoC, any language

▪ Natural way to capture system architecture

N2 BN1

M A

▪ Semantic lacks

▪ Domain-specific profiles

▪ MetaMorph
▪ OpenSource, any (user-defined) MoC, language agnostic
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C/C++,…
Autosar RTE

UML
ES DSLs

HTML5,…
Java,…

Dalvik VM,…

UML
SmartPhone

DSLs

Introduction

Java,…
MPI,…

UML
DC DSLs

ADA,…
C/C++,…
MCAPI,…

UML
ES DSLs
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Single-Source Embedded System Design

ADA,…
C/C++,…
MCAPI,…

UML
MARTE

Schedulability
Analysis Simulation

Verification

Performance 
Analysis

Design-Space 
Exploration

Architectural 
Mapping

Security

Safety

HW
Synthesis

SW
Synthesis

▪ S3D
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Model-Driven Analysis and Design of IoT Systems

▪ Programming the Internet of Everything

▪ Services provided on computing platforms of many kind
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Model-Driven Analysis and Design for the IoE

▪ Programming the Internet of Everything

▪ Services provided on computing platforms of many kind

C/C++,…
Autosar RTE

ForTran,…
Python,…

MPI,…

Java,…
MPI,…

C/C++,…
MCAPI,…

HTML5,…
Java,…

Dalvik VM,…

UML
DC DSLs

UML
ES DSLs

UML
SmartPhone

DSLs

Service
UML

ES DSLs
UML

CPSoS DSL
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Model-Driven Analysis and Design for the IoE

▪ Programming the Internet of Everything

▪ Services provided on computing platforms of many kind

HW
Synthesis

SW
Synthesis

(RT)OS, 
Runtime,…

Corba, TCP/IP, 
MPI, MCAPI,…

ForTran, 
Python, Java, 

HTML5, 
C/C++,…

Concerns
Performance, 
safety, cost, 

security, size,
…

Schedulability
Analysis Simulation

Verification

Performance 
Analysis

Design-Space 
Exploration

Optimization

Service
UML

CPSoS DSL
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Model-Driven Analysis and Design for the IoE

▪ UML/MARTE System Modeling Methodology

▪ Platform-Independent

▪ Component-Based
▪ Supporting

▪ Object-Orientation 
▪ Actor-Orientation

required
interface

Component 1

Component 3
Component 2

Port 3.1

Port 3.2 Port 2.1Port 2.2

Port 1provided
interface

required
interface

provided
interface

required
interface

OO

CB

AO
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Model-Driven Analysis and Design for the IoE

▪ UML/MARTE System Modeling Methodology

▪ Platform-Independent

▪ Component-Based
▪ Supporting

▪ Object-Orientation 
▪ Actor-Orientation

▪ Reusable

▪ Flexible

▪ Hierarquical
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Model-Driven Analysis and Design for the IoE

▪ UML/MARTE System Modeling Methodology

▪ Platform-Independent

▪ Component-Based
▪ Supporting

▪ Object-Orientation 
▪ Actor-Orientation

▪ Reusable

▪ Flexible

▪ Simple
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Model-Driven Analysis of IoE Services

▪ Properties of the Provided Port
▪ NotAttendedService
▪ Retry

▪ Properties of the Interface Methods
▪ concurrency
▪ exekind
▪ syncKind

▪ Properties of the Required Port
▪ queueSize
▪ FullPoolPolicy
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Model-Driven Analysis of IoE Services

▪ Function Call/RPC/RMI

▪ Rendezvous

Required Port RtService Provided Port
MoCNotAttendedService retry concurrency exekind syncKind queueSize FullPoolPolicy

infiniteWait none G or C rem.Im. sync. none none exactly once
infiniteWait none G or C rem.Im. async. none none at most once

dynamic none G or C rem.Im. sync. none none exactly once
dynamic none G or C rem.Im. async. none none at most once

timedWait 0 G or C rem.Im. sync. none none exactly once
timedWait 0 G or C rem.Im. async. none none at most once
timedWait > 0 G or C rem.Im. sync. none none at least once
timedWait > 0 G or C rem.Im. async. none none maybe once

Required Port RtService Provided Port

MoCNotAttendedService retry concurrency exekind syncKind queueSize FullPoolPolicy
infiniteWait none G or C rem.Im. rendezvous none none CSP
timedWait 0 G or C rem.Im. rendezvous none none RV
timedWait > 0 G or C rem.Im. rendezvous none none RV
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Model-Driven Analysis of IoE Services

▪ Data-Flow

▪ Discrete-Event/Time-Triggered/Timed Data-Flow

Required Port RtService Provided Port

MoCNotAttendedService retry concurrency exekind syncKind queueSize FullPoolPolicy
infiniteWait none G or C deferred async. > 0 block KPN/SDF
infiniteWait none G or C deferred async. > 0 (any other) DF

dynamic none G or C deferred async. > 0 any DF

timedWait 0 G or C deferred async. > 0 any DF

timedWait > 0 G or C deferred async. > 0 any DF

Required Port RtService Provided Port

MoCNotAttendedService retry concurrency exekind syncKind queueSize FullPoolPolicy

dynamic none G or C rem.Im. async. none none DE/TT/TDF
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▪ Problem Statement
▪ Fast Simulation & Performance Analysis
▪ Before full SW Development

▪ Native Simulation
▪ Host-Compiled

Performance Analysis
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▪ Native Simulation
…
Overflow = 0;
s = 1L;
for (i = 0; i < L_subfr; i++) {

Carry = 0;                     
s = L_macNs(s, xn[i], y1[i]);
if (Overflow != 0) {

break; }}
if (Overflow == 0)  {

exp_xy = norm_l(s);
if (exp_xy<=0)

xy = round(L_shr (s, -exp_xy));
else

xy = round(L_shl (s, exp_xy)); }
mutex_lock(mutex_name);
…

Global variable
int Sim_Time = 0;

Sim_Time += TB();

Sim_Time += TB();
Sim_Time += TB();

Sim_Time += TB();

Sim_Time += TB();

Sim_Time += TB(); wait included

TB() is a function of
# of binary instructions
type of instructions
# of cache misses
frequency

even
data dependencies

Sim_Time += TSYS();

TSYS() is a function of
preemptions
conflicts in the bus

Performance Analysis
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▪ Functional synthesis
▪ ‘main’ functions
▪ Static concurrency
▪ Platform-Specific code

▪ Optimized C code for DSPs
▪ OpenCL/GL for GPUs
▪ C/C++ & OpenMP for SMPs… C3

DSP 
optimized 
C code

OpenCL/GL 
code for 

GPU

Platform-
Independent 

C code

Communication Infrastructure

Memory Space

OS GPU
SMP
node

DSP

SW Synthesis
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SW Synthesis

▪ Communication synthesis
▪ Architectural mapping

▪ Memory space
▪ OS
▪ Processing node

▪ Benefits / Drawbacks
▪ Communication Speed

▪ Memory protection
▪ Memory/cache use
▪ Scheduling
▪ Parallelism…

June 5, 2016

19

DAC Workshop: System-to-Silicon Performance Modeling and Analysis

Proceedings of CPS&IoT2019 page 306



Conclusions

▪ The IoE demands new CPSoS design methods and tools

▪ Model-Driven system design is a powerful candidate

▪ A CPSoS system modeling language is required

▪ Supporting Mega-Modeling

▪ Analysis & design of the whole IoE service

▪ Single-Source Approach

▪ S3D Demo
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Execution of software 
models
Jesús Gorroñogoitia
Atos Research & Innovation (ARI)

CPS&IoT 2019 Summer School
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Outline
• Models, Metamodels & Model Driven Engineering
• Executable models
• fUML (Foundational UML)
• Papyrus MOKA
• Co-Simulation with MOKA
• Demo

2
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Models

• Abstraction: capability of finding the commonality 
in many different observations of a physical domain:

• generalize specific features of real objects (generalization)
• classify the objects into coherent clusters (classification)
• aggregate objects into more complex ones (aggregation)...

• Model: a simplified or partial representation of 
reality, defined to accomplish a task or to reach an 
agreement

3

Ref: M.Brambilla, J.Cabot, M. Wimmer. Model-driven Software Engineering in practice. 
Morgan & Claypool. 2017
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Metamodels
• Is a model of a model in 

a particular domain
• A conceptual model 

which defines concepts, 
relationships, and 
semantics and enables 
creation of concrete 
models

4

• A metamodel is a representation (a model) of a modeling 
language; it formalizes the aspects and the concepts used 
by a modeling language, and models the domain in question

Ref: 1) Staab, S, Walter, T, Gröner, G, Silva Parreiras, F. (2010). Model Driven Engineering 
with Ontology Technologies. 62-98. 2) 
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OMG Metamodel Architecture

5

Ref: https://www.omg.org/ocup-2/documents/Meta-ModelingAndtheMOF.pdf

M3 Layer: Meta-meta-
model

M2 Layer: Meta-model

M1 Layer: Model

M0 Layer: Reality 
Instance

Examples: MOF, Ecore(EMOF)

Defines the conceptualization to build a 
model
UML (Metamodel, profile), DSL, Ecore(EMF)

Abstraction of reality
Graphic/textual

<<instanceof>>

<<instanceof>>

<<instanceof>>

<<instanceof>>

<<conforms>>

<<conforms>>

<<conforms>>
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Model Driven Engineering

6

• Model is the central artifact of software development

Ref: M.Brambilla, J.Cabot, M. Wimmer. Model-driven Software Engineering in practice. 
Morgan & Claypool. 2017

Model

Static Analysis
Rapid 

prototyping

Code Generation

Execution

Documentation

Refactoring/
Transformation

Automated 
testing
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Simulation-driven design (SDD) process

7

Ref: Glidden, P. (1993) Simulation driven: board design process automation, Conference 
Record Northcon, 12–14 October, pp.22–26.

Model

Execute

Observe

Refine
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UML metamodel

8

• Structural vs behavioral representations
• Structural: class, component, deployment diagrams, etc.
• Behavioral: sequence, activity, state machine, etc.

• 4+1 Architecture View Model

Ref: Kruchten, Philippe (1995, November). Architectural Blueprints — The “4+1” View Model of 
Software Architecture. IEEE Software 12 (6), pp. 42-50.

Functionality
Logical View

Implementation
Development View

Runtime behavior
Process View

Deployment
Physical View

Scenarios
Use case

View

Class Diagram Component 
Diagram

Activity Diagram Deployment 
Diagram
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Model vs Program (I)

9

• A computer program is a collection of instructions1 that 
performs a specific task when executed by a computer

• A program is a model
• A program is a model instance of an specific programming 

language (metamodel)
• Python, Perl, Java, C++ are general purpose modeling languages

• A UML model is also a executable program

[1]: Rochkind, Marc J. (2004). Advanced Unix Programming, Second Edition. Addison-Wesley

Program UML model

Programming 
Language

UML 
metamodel

<<conforms>>
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Model vs Program (II)

10

Ref:Ed Seidewith, “What models mean”, IEEE Software, September/October 2003

Metamodel concepts

Metamodel 
relationships

Graphical
Notation

Textual
Notation
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Executable models (I)

11

A UML model can be executed!, thanks to:

• fUML1 (Foundational UML): is an executable subset of 
standard UML that can be used to define, in an operational 
style, the structural and behavioral semantics of 
systems, and

• ALF2 (Action Language for Foundational UML): provides a 
textual notation, and

• And specific UML model execution standards:
• PSCS3: Precise Semantics of UML Composite Structures
• PSSM4: Precise Semantics of UML State Machines

[1]: https://www.omg.org/spec/FUML/
[2]: https://www.omg.org/spec/ALF/
[3]: https://www.omg.org/spec/PSCS
[4]: https://www.omg.org/spec/PSSM
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Executable models (II)

12

Edges

Activity

Actions

Nodes
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Executable models (II)

13

Benefits of executing models:
• No pre-compilation/encoding required
• High level abstraction execution (not platform 

specific architecture)
• Visual execution

• understandable for non-technical stuff
• usefull for communication purposes

• Fast prototyping (at design-time)
• Post code generation (program framework)

Proceedings of CPS&IoT2019 page 320



fUML/ALF implementations

14

• fUML reference implementation:
http://portal.modeldriven.org/content/fuml-reference-implementation-
download
• Alf reference implementation:
https://modeldriven.github.io/Alf-Reference-Implementation/
• fUML/Alf based tools:

• Cameo Simulation Toolkit (Commercial):
https://www.magicdraw.com/simulation
• Papyrus/MOKA (OSS, EPL):
http://www.papyrusuml.org/
• IBM Rational Software Architect Simulation Toolkit (Commercial):
https://www-
01.ibm.com/software/rational/products/swarchitect/simulation/

Ref: https://modeling-languages.com/list-of-executable-uml-tools/
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Papyrus/MOKA

15

• Papyrus is an open-source Eclipse UML modeling 
environment

• MOKA is its fUML execution engine that offers: 
• a simulation-driven design process: 

(model/execute/observe/refine)+
• Model execution control and debug 
• Execution observation (diagram animation, objects inspection)

• It is compliant with fUML and PSCS/PSSM standards
• It supports for FMI1 Co-Simulation standards:

• fUML to FMU2s export
• FMU import, co-simulate, and visualize

[1]: FMI Functional Mockup Interface
[2]: FMU Functional Mockup Unit
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Co-Simulation with MOKA

16

• Co-simulation1 is an approach for the joint simulation of models 
developed with different tools (tool coupling) where each tool treats 
one part of a modular coupled problem

• FMI (Functional Mockup Interface): 
• is an emerging standard for co-simulation
• permit the inteoperability of compliant modeling/simulation tools

• UML/MARTE can be applied to design parts of CPS
• Papyrus/MOKA provides FMI support (incubating)

[Ref]: S. Guermazi, et al. “Papyrus tool support for FMI. Tutorial”, Modprod2016, 2017
[1]: Bastian, J., Clauß, C., Wolf, S., & Schneider, P. (2011, June). Master for co-simulation using FMI. In 
Proceedings of the 8th International Modelica Conference; March 20th-22nd; Technical Univeristy; Dresden; 
Germany (No. 63, pp. 115-120). Linköping University Electronic Press.

UML 
Composite Simulation CSV

• Co-simulation1 is an approach for the joint simulation of models 
developed with different tools (tool coupling) where each tool treats 
one part of a modular coupled problem

• FMI (Functional Mockup Interface): 
• is an emerging standard for co-simulation
• permit the inteoperability of compliant modeling/simulation tools

• UML/MARTE can be applied to design parts of CPS
• Papyrus/MOKA provides FMI support (incubating)

import

FMU
(Model + 
Solver)

MOKA 
FMU

export

Papyrus Moka

Modelica
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DEMO

17

Demo
MOKA
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Thank you

Questions?

Megam@Rt2 web-site: https://megamart2-ecsel.eu/
contact: jesus.gorronogoitia@atos.net
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Dept. Electrical Engineering, Electronic Systems Group

Marc Geilen, Mladen Skelin, Hadi Alizadeh, Bram van der Sanden, João Bastos

CPS&IoT’2019, Budva, Montenegro, June 10-14, 2019

max-plus-linear models for cyber-physical and embedded systems

“ ’T is hard, he cries, to bring to sudden sight ideas that have winged their 

distant flight”, Homer, The Odyssey
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modelling timed discrete event systems

• modelling, analysis, synthesis for timed discrete 

event systems are hard

• they are complex, concurrent, non-deterministic 

• state-space explosion

• modelling time is complicated

• exploit linearity to improve scalability

• max-plus linear algebra

• may good properties that are rarely exploited

• see the work of Bram van der Sanden and 

João Bastos on wafer logistics
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overview

• linear systems

• discrete-event systems

• linear discrete-event systems

• models with (some) non-determinism

• performance analysis and controller synthesis
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linear systems
where life is good
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example linear system: a spring
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more examples of linear systems

electronic components

mechanical components

𝑖 𝑡 = 𝐶
𝑑𝑉 𝑡

𝑑𝑡

𝐹 𝑡 = 𝑐 ⋅ 𝑢 𝑡

𝐹 𝑡 = 𝑚 ⋅ 𝑎 𝑡
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linear systems

a system 𝑆 is linear if

𝑢1 𝑘 ՜
𝑆

𝑦1 𝑘 and   𝑢2 𝑘 ՜
𝑆

𝑦2 𝑘

implies

𝑐 ⋅ 𝑢1 𝑘 ՜
𝑆

𝑐 ⋅ 𝑦1 𝑘 (homogeneity)

𝑢1 𝑘 + 𝑢2 𝑘 ՜
𝑆

𝑦1 𝑘 + 𝑦2 𝑘 (superposition)
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why are linear systems so great?
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the good stuff…

impulse response analysis

9

ℎ(𝑡)

𝑥(𝑡) 𝑥 ⊕ ℎ (𝑡)
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the good stuff…

spectral analysis

10
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linear systems, canonical form

𝐱 𝑘 + 1 = 𝐀𝐱 𝑘 + 𝐁𝐮 𝑘 ,

𝒚 𝑘 = 𝐂𝐱 𝑘 + 𝐃𝐮 𝑘

𝑣 𝑘 + 1 =
𝑅𝐶 − 𝑇

𝑅𝐶
𝑣 𝑘 +

𝑇

𝐶
𝑖 𝑘
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stability

𝐱 𝑘 + 1 = 𝐀𝐱 𝑘 + 𝐁𝐮 𝑘 ,

𝒚 𝑘 = 𝐂𝐱 𝑘 + 𝐃𝐮 𝑘

stability

the system is stable iff all eigenvalues 𝜆 of 𝐀 are such that 𝜆 ≤ 1
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the good stuff…

• we know everything there is to know

• most analysis is efficient

• if real life is not linear, engineers will make it, approximately, linear

• “in engineering, model fidelity is a two-way street”

Edward A. Lee, EMSOFT 2015, 

• make the physical world fit your model, instead of making your model fit reality

13
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discrete-event systems
where life is so hard on us
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modelling trains as discrete events

16

Eindhoven

Amsterdam

Den Haag

Maastricht

1hr 1hr 3hr

3hr

2hr
2hr

Liège

Schiphol

AMS
0

THG
0

EHV
0

3
1

1

2 2

MST
0

3
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a ‘self-timed execution’

trains are leaving as soon as possible

17

0 5 10 15 20

T1
T2
T3
T4

AMS
0

THG
0

EHV
0

3
1

1

2 2

MST
0

3
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linear discrete-event systems
our models can be linear too!
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a mathematical model for discrete events

𝑤 𝑘 = 𝑥 𝑘 + 3

𝑧 𝑘 = max 𝑥 𝑘 + 3, 𝑦 𝑘 + 5 + 4

= max 7 + 𝑥 𝑘 , 9 + 𝑦 𝑘

• systems with deterministic synchronization and 

deterministic delay

• quite restrictive

• but both can be relaxed…

• input/output behavior described with max and addition

19

3 4

5
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max plus algebra

we know classical linear algebra with ℝ, +,×

𝑎 × 𝑏 + 𝑐 = 𝑎 × 𝑏 + 𝑎 × 𝑐

𝑎 + 0 = 𝑎, 𝑎 × 0 = 0

𝑎 × 1 = 𝑎

another algebraic semi-ring structure: max-plus algebra

replace + with max, × with +, add −∞: ℝ ∪ −∞ , max, +

𝑎 + max 𝑏, 𝑐 = max 𝑎 + 𝑏, 𝑎 + 𝑐

max 𝑎, −∞ = 𝑎 , 𝑎 + −∞ ≔ −∞

𝑎 + 0 = 𝑎

many properties of linear algebra carry over to max plus linear algebra 

(not everything, max lacks inverse elements)

multiplicative zero-element ‘0’
multiplicative unit-element ‘1’

multiplicative zero-element ‘−∞’
multiplicative unit-element ‘0’
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max-plus linear algebra

notation

𝑥 = 𝑏 ⊗ 𝑢1 ⊕ 𝑐 ⊗ 𝑢2

𝑥 = max 𝑏 + 𝑢1, 𝑐 + 𝑢2

• there are various max-plus (or min-plus) based models in use
• timed dataflow graphs

• some timed Petri-nets

• network calculus and real-time calculus

• resource models, latency-rate

• activity model

• extended to matrices and vectors as usual
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max-plus linear systems

if

𝑢1 𝑘 ՜
𝑆

𝑦1 𝑘 and   𝑢2 𝑘 ՜
𝑆

𝑦2 𝑘

then

𝑐 ⊗ 𝑢1 𝑘 ՜
𝑆

𝑐 ⊗ 𝑦1 𝑘 (homogeneity)

𝑢1 𝑘 ⊕ 𝑢2 𝑘 ՜
𝑆

𝑦1 𝑘 ⊕ 𝑦2 𝑘 (superposition)
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linear systems

𝑐 ⊗ 𝑢1 𝑘 ՜
𝑆

𝑐 ⊗ 𝑦1 𝑘 (homogeneity)

3 4

5

3 4

5
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linear systems

𝑢1 𝑘 ⊕ 𝑢2 𝑘 ՜
𝑆

𝑦1 𝑘 ⊕ 𝑦2 𝑘 (superposition)

3 4

5

3 4

5
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superposition

in a linear system, the response to the sum of two stimuli is the sum of the responses to the 

individual stimuli

in a max-plus linear system, the response to the maximum of two stimuli is the maximum of 

the responses to the individual stimuli

I didn’t believe it, at first, when I learned about linear systems

I didn’t believe it, again, when I learned about discrete event systems

• “the trains interact, you can’t analyze them separately”?

25
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a linear model of the trains

𝜸𝑘+1 =

−∞ 1 3 −∞
1 −∞ −∞ −∞
4 −∞ −∞ 4
4 −∞ −∞ 4

𝜸𝑘

𝜸0 =

0
0
0
0

, 𝜸1 =

3
1
4
4

, 𝜸2 =

7
4
8
8

, 𝜸3 =

11
8

12
12

, 𝜸4 =

15
12
16
16

26

0 5 10 15 20

T1
T2
T3
T4
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0

THG
0

EHV
0

3
1

1

2 2

MST
0

3

oh, now we can do linear 
algebra!
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spectral analysis

how about eigenvalues and eigenvectors?

−∞ 1 3 −∞
1 −∞ −∞ −∞
4 −∞ −∞ 4
4 −∞ −∞ 4

−1
−4
0
0

= 4 ⊗

−1
−4
0
0

a periodic time table

max. ‘throughput’, period is 4 (bottleneck Maastricht-Eindhoven)

27

0 5 10 15 20

T1
T2
T3
T4
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impulse response

• how about impulse response analysis?

• the impulse: one train from Liège at midnight

• no other constraints

−∞
−∞
−∞
−∞

, 

−∞
−∞

2
2

, 

5
−∞

6
6

, 

9
6

10
10

, 

13
10
14
14

, …
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superposition

how about superposition?

stimulus 1: a periodic time table

stimulus 2: the second train from Liège has two 

hours delay

superposition says: the actual schedule must be the 

maxium of both schedules

29
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impulse response

30
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long behaviors

𝐱 𝑘 + 1 = 𝐆 ⊗ 𝐱 𝑘

𝐆 =
1 −∞ −∞
7 4 −∞

11 8 2

repetition of the behavior is very easy:

𝐱 𝑘 + 1000 = 𝐆1000 ⊗ 𝐱 𝑘

𝐆𝑁 can be computed in 𝑂 log 𝑁 time

1 2 4 2 2
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a convolution filter

• filtering video stream of 1024 by 1024 pixels
• with different behavior for the border pixels

• about four million actor firings per frame

• states before and after a frame can be related by the 

matrix

𝐅 = 𝐀2048 𝐀2𝐁1022𝐂2 1022𝐂2048

• final state can be determined by some form of 

operational model, but that would take a very long 

time

• can be computed in linear time in the length of the 

expression

src ii l snk
a b c d e f
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linear systems and stability
can the system explode? how robust is it against disturbances?

33
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stability

• follows from eigenvalue analysis

• the eigenvalue of our matrix was 4

• for a time table with a period 𝜇, the eigenvalue is

𝜆 = 4 − 𝜇

• stability requires

𝜆 ≤ 0

• compare traditional linear systems: 𝜆 ≤ 1

34
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delays

• the 3 hour time table is unstable, 𝜆 = 4 − 3 > 0

• only one train every 4 hours

• time table cannot be kept
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delays

• the 4 hour time table is marginally stable

• the second train from Liège is delayed by 2 hours

• the schedule cannot recover
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delays

• the 5 hour time table is stable

• the second train from Liège is delayed by two hours

• the schedule does recover
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non-deterministic systems
because many systems are not deterministic (linear) after all
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modelling non-determinism

• fast analysis of deterministic systems is nice, but many systems are not deterministic 

• among those, however, many are largely, but not entirely, deterministic

• in a video decoder, frames may use arbitrary encodings

• in a Wifi receiver frames may have arbitrary length

• in a production line products or materials may arrive in arbitrary order
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the switched linear system model

• the traditional solution in linear systems theory

• the switched linear model

• non-deterministic choice between deterministic (linear) behaviors

• a finite state automaton defines which sequences of linear behaviors are valid

a b
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wafer logistics

• classical finite state automata describe the non-

deterministic sequences of activities

• every atomic transition abstracts an entire 

activity 

• as a linear transformation

• represented by a matrix

L.J. van der Sanden, “Performance Analysis and Optimization of Supervisory Controllers”, Ph.D. thesis, Eindhoven University of Technology, to be published
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wafer logistics

• resources, peripherals and actions

• actions

• max-plus linear state vector includes the times that resources become available for the 

next activity

Proceedings of CPS&IoT2019 page 367



activity sequence

Gantt chart of the sequential execution of the 

activities C ⋅ A ⋅ D

γ3 = 𝑀D𝑀A𝑀Cγ0

L.J. van der Sanden, “Performance Analysis and Optimization of Supervisory Controllers”, Ph.D. thesis, Eindhoven University of Technology, to be published
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common optimization techniques

all standard techniques can be used on the automata

• synchronous composition

• verification, model-checking

• standard optimizations

• for instance, partial order reduction

• preserving performance: throughput and latency

• supervisory controller synthesis

• on a much smaller state-space

• see theses of Bram and João
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wafer logistics example

• synthesized supervisory controller for a wafer

logistics system

• 2190 states and 6969 transitions
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conclusion

• linearity is an often overlooked property of many timed discrete-event systems

• based on max-plus algebra

• many concepts from linear system theory have an interesting application for timed 

discrete event systems

• non-deterministic behavior can be incorporated in the form of  switched linear system

• even time-dependent behavior can be incorporated
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Comprehensive Modular V&v Framework For Automated 
Cyber-physical Systems

CPS&IOT’2019   |   Summer school  |   Tutorial

Michael Paulweber & Andrea Leitner
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ADAS / AD  VALIDATION CHALLENGES
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How To Avoid This? 
…. And Achieve That?

http://www.bostonherald.com http://thinkinghighways.com https://s.aolcdn.com

http://cardesignresearch.com http://cardesignresearch.com http://www.auto.de

How to make sure that the 
automated vehicle behaves 
correct in EVERY situation? 
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Building blocks of 
automated driving 

HD 3D Maps

Perception

Fusion
Multi-sensor data
Power computing

Cognitive data

Perception

Vehicle control

Processing and 
decision-making

Sensors 
& 

Connectivity
Radar, Camera

Lidar, GPS, Maps, G5, 5G, ..…

SuspensionSteering

TransmissionAcceleration Braking

Decision
Decision-making
Driver interface

Driver-car hand-off

Path 
planing
Selection of 

optimal route
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Vehicle and environment 
are interacting

Weather 
conditions

Traffic situations

Driver behavior

Road conditions

… in a Complex EnvironmentA Complex System …
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Validation Challenge of 
Automated Driving

Source: Prof.Winner (TUD Darmstadt), TRB Annual Meeting, Sunday Workshop, Washington D.C.; Jan. 8, 2017

Check is promised safety level above 
driving by humans is reached
▪ Evidence is needed that risk does not exceed 

today level of risk (reference)

▪ But what is the safety reference for validation?
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References for Safety 
Validation from Manual Driving

Source: Prof.Winner (TUD Darmstadt), TRB 
Annual Meeting, Sunday Workshop, 
Washington D.C.; Jan. 8, 2017

Several hundred Mill km road testing required to prove, that AD 
are as safe as manual driven vehicles
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Validation Challenges of 
Automated Vehicles 

▪ Automated systems are most complex 
cyber physical systems

▪ Environment is part of technical system
▪ Uncountable number of scenarios
▪ Critical scenarios occur only rarely
▪ Sensors to detect environment 

imperfect (e.g. in rough weather 
conditions)

Source: Prof.Dr. Ing. 
Philipp Slusallek / 
DFKI: 
Artificial Intelligence & 
Digital Reality  - Do we 
need a "CERN for AI”

Uncritical scenarios 
occur most often

Probability of scenario

Scenario 
type

Critical scenarios seldom

▪ Only testing of physical systems not 
enough

▪ Virtual and physical testing required
▪ Artificial intelligence requires new 

validation methods
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Conclusion: 
Accelerated ADAS/AD System 
Validation required

Potential Acceleration measures for ADAS/AD System Validation: 

1. Virtual Validation: Perform tests in virtual environment using high 
performance parallel computing 

2. Select relevant Scenarios: Test only relevant scenario from real world 
driving (which may case safety issues)

Acceleration measures : 

3. Identify edge-cases in virtual 
environment

4. Test edge-cases using real 
sensors

5. Use road testing to validate 
virtual tests (models, 
scenarios)

Problem: 

▪ Excellent simulation models of 
vehicle, driver, sensors as well 
as replica of ADAS/AD SW 
strategy required

▪ Otherwise “another” vehicle is 
validated
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ADAS/AD Validation Cycle

Cloud MIL testing
(High perform.parallel

computing)

Road testing

Vehicle 
data

Environment 
data

Filter relevant data

Generate new scenarios

Data evaluation and 
ADAS assessment

MIL, HIL, VIL testing

ADAS SW development
Develop ADAS test specs and scripts from req., FMEA, 

accident DB, NCAP

Test  plan generation
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Scenario Based Validation:
Building Blocks

Scenarios and Scenario Classes

Scenario-based V&V methodology

Generic reference architecture

Reusable technology bricks

Methodology
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Scenarios and 
Scenario Classes

Scenario: all parameters instantiated – e.g specific velocities and distances

Scenario class: parameter ranges – e.g. velocity  and distance ranges 
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Generic Test Architecture
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Generic Test Architecture
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Generic Test Architecture
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Generic Test Architecture
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ScenarioDBs
Models

KPIs

Scenario based ADAS/AD
Validation Tool Chain

Test Sequence Generator

Test Planning

Scenario Preparation
Scenarios to test 

requirements (DVPs)

Synthetic random 
scenarios

Scenarios from road 
data

Specific 
Sensor Model

Model Preparation
Sensor model 

Editor
Sensor model 

Parametrization
Generic 
Sensor 
Model

Sim.Model Testbeds

• Sensor 
testbeds

• Powertrain 
testbeds

• Vehicle 
dynamics 
testbeds

c

Integration of 
reference simulation 

environment

Test Execution

MIL/SIL

Model.CONNECT™

VIL (Driv.CubeTM)

Signals, Object lists, Streams (Video, 3D, ..)

Public Road 
Testing using 
reference DAQ

Cloud MIL/SILHIL Platform (Driving 
Simulator)Private Test-Track

KPI Preparation

Data 
Management

Online / Offline Evaluation 
& Postprocessing

Data Management

Scenarios

Roads

Static environment 
(road, traffic signs, …)
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ADAS/AD Validation Tool 
Chain Architecture

Eval. 
critical 

scenarios 
with real 
sensors

Function 
Test

Inuse vehicle 
& 

environment 
recording

Public road 
acceptance 

tests

Road 
worthiness test, 

EURO-Ncap 
tests

Test Environment Layer
MIL/SIL

MIL/SIL 
Cloud

VIL Prov.G. Publ.Road Publ.Road

Edge Case 
Detection:

Accelerated life 
time test

Experiment 
Database 

(Scenario, Models, 
KPI)

Experiment 
Sequence  
Creation

Model Creation 
(Vehicle, 
Sensors)

Model 
calibration and 

validation

Test Creation

Req.

Scenario+ 
KPI

Model

Road 
data.

Sensor 
evaluation

(Sensor) 
Model Layer

Experiment 
Definition Layer

Sensor Lab

Scenario 
validation (real 
to virt.world)

Result data base
(big data)

Data Analysis
Analysis 
Layer

Scenario road 
recording Object labeling Sensor neural 

network training
Sensor 

verification Sensor Layer
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SENSOR MODELING AND PARAMETRIZATION
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Scenario Simulation Uses
Open Simulation Interface (OSI) 

Environment 
Simulation Sensor Model Automated Driving

Function
OSI OSI

Ground truth Sensor data 

OpenSimulationInterface (OSI) 
▪ Standardize ground truth data
▪ Standardize sensor data exchanged by different simulation models
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Challenges for Sensor

Critical Driving Scenarios
▪ Lane-cutting of other 

vehicles 
▪ Road and traffic obstacles
▪ Non-compliant driver

Critical Weather Scenarios
▪ Backlight conditions
▪ Rain conditions
▪ Snow conditions

Difficult to validate such scenarios in real driving tests

Source: RobustSense research project funded by European 
Commission and National funding authortities

Proceedings of CPS&IoT2019 page 394



M.PAULWEBER, A.LEITNER |  25VALIDATION FRAMEWORK FOR HIGHLY AUTOMATED VEHICLES   |  CPS&IOT´2019  |   BUDVA

Challenges for Sensor 
Simulation

Source: RobustSense research project funded by European 
Commission and National funding authortities

Transfer to Simulation Can Lose Relevant Details required for Sensor 
Performance
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Challenges for Sensor 
Simulation

Source: RobustSense research project funded by European 
Commission and National funding authortities

Transfer to Simulation Can Lose Relevant Details required for Sensor 
Performance
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Connect virtual world with real world to 
overcome sensor model weaknesses
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Stimulus Sensor

Virtual world:
▪ Simulation model

Real world:
▪ Interface to stimuli
▪ Conversion: virtual signal to 

physical signal (Stimulus)
▪ Real component
▪ IO bus connects real to virtual 

world 
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Sensor Model (M) Types, 
Sensor Stimulus (St)

Sensor Model Types

SM1 Ideal Sensor model
SM2a Phenological Sensor model (no Sensor SW available)
SM2b Phenological Sensor model (Sensor SW available)
SM3 Physical based sensor model (Sensor SW available)

Sensor Stimulus 

St Sensor stimulus (Real physical sensor available)
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Sensor Model Types

Environment 
Simulation

Object List: 
Ground 

Truth

Ideal Phenomenological Sensor Model (Physics + SW)

M1

Object list 
stream: 
sensor data

Sensor 
Stimulus Sensor

Sensor Firmware 
(Object detection, 

classification, tracking

3D 
Simulation 

engine

Dominant 
Effect 
Filters 

Sensor 
Raw Data 

St

Environment 
parameters (rain, 

daylight, fog, ..)
3D 

Simulation 
engine

Physical based  
Sensor-model 

(Physics)

Sensor Firmware 
(Object detection, 

classification, tracking

Sensor 
Raw Data 

M3

Dominant 
Effect 
Filters 

Phenomenological Sensor Model (Physics + SW)

M2a

Phenomenological  
Sensor-model 

(Physics)

Sensor Firmware 
(Object detection, 

classification, tracking

Sensor 
Raw Data Dominant 

Effect 
Filters 

2Mb

Environment 
parameters (rain, 

daylight, fog, ..)
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Sensor Model Parameterization

Generic Sensor Model
(M1, M2a, M2b or M3)

Sensor model 
Development Tool

Sensor Testbed

Vehicle Road 
Test

Sensor Model Parametrization 
Tool

(M1, M2a, M2b or M3)

Specific Sensor Model
(M1, M2a, M2b or M3)

Sensor 
Test Data
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Open Simulation Interface

Source: https://github.com/OpenSimulationInterface

Source: https://www.hot.ei.tum.de/fileadmin/tueihot/www/Forschung/OSI_description.pdf
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SCENARIO GENERATION
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Ego Vehicle: Unit under test with ADAS and/or AD capabilities
Scenario: Formal description of real world traffic situation together with 

drive order for vehicle (ego vehicle)
Scenario may contain scenario parameters (having default 
values and variation range)
Scenario consists of static part (road lanes, traffic signs and 
lights, barriers, …) and dynamic part (moving objects around 
ego vehicle)

Test Case: Scenario with defined values for all scenario parameters
Test: Testcase with KPI and required simulation models
Experiment: Sequence of tests (Test Sequence) with potential parallel 

eventhandlers
All necessary simulation models and sensor stimuli 
Exact definition of UUT
Exact description of test environment (MIL/SIL, Cloud, HIL, VIL, 
Proving ground, Road, test tools)

Definitions
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2. Test scenario definition (OpenSCENARIO**)
▪ Scenario description (object types, positions, movements)

▪ Object parameters

▪ Scenario parameters (e.g. velocity of closest object, weather conditions, …)

Tests Consists of Three Parts

1. Simulation models
▪ Environment model (OpenDRIVE*, OpenCRG**, OpenFLIGHT***

▪ Vehicle model

▪ Sensor models

3. Key Performance Indicators (KPI): evaluation script
▪ Performance KPIs

▪ Objective Safety KPIs

▪ Perceived Safety KPIs
▪ Comfort KPIs (objective) 

*   ASAM Standard
**   potential ASAM Standard
*** 3D geometry model format, administered by PRESAGIS 
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Variations of 
scenario parameters 
(e.g.  environment 
conditions)

Digitized 
Road

Digitized 
Traffic

Test Execution:
▪ MIL/SIL
▪ Cloud MIL
▪ HIL

Scenario Generation for SW 
development teams:

Coarse scenarios

Record data

Build
environment 

model

Vehicle 
data

Dynamic 
ground truth 

data

Detect events

AVL 
Drive 
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Detect events

AVL 
Drive 

Variations of 
scenario parameters 
(e.g.  environment 
conditions)

Digitized 
Road

Digitized 
Traffic

Test Execution:
▪ MIL/SIL
▪ MIL Cloud
▪ HIL
▪ VIL

Digitized Environment

Scenario Generation for Vehicle 
Validation:

Detailed scenarios

Record data

Build
environment 

model

Vehicle 
data

Dynamic 
ground truth 

data
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ADAS/AD SCENARIO EXTRACTION
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Compact Traffic Representation for 
Deep Learning Scenario Classification

Fixed sized representation ?

Driving data

Neural networkNeural network

Probabilities of 
occurrence of a 

scenario
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Compact Traffic Representation for 
Deep Learning Scenario Classification

~ 50x50
Driving data
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Fig. 1. Concept overview PolFV

POM representation

Driving data

Probabilities of 
occurrence of a 

scenario

Neural network

Compact Traffic Representation for 
Deep Learning Scenario Classification
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Vehicle 1

Vehicle 
2

Compact Traffic Representation for 
Deep Learning Scenario Classification
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Compact Traffic Representation for 
Deep Learning Scenario Classification
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TEST SEQUENCE GENERATION
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Sources for Validation Scenarios

Test if requirements 
are fulfilled

Engineered 
scenarios

Test safety and 
comfort

Real world scenarios
Accident Database

Relevant synthetic scenarios

Relevant situation from the past
Potential additional future relevant 

situations

Scenario data base (ADAS/AD function specific)

High number of scenarios with
parameter variations MIL/SIL

Function 
Verification

System 
Validation

System 
Validation
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Phase Test Scope Scenario Details Input

Sensor 
development

▪ Neural network training
▪ Test of sensors

HD videos with ground 
truth labeling

▪ HD reference real world data
▪ Object labeling

Sensor model 
parametrization

▪ Adapt model parameters to match 
sensor behavior

▪ Compare sensor with sensor 
stimulation

HD videos with ground 
truth labeling

▪ HD reference real world data
▪ Object labeling
▪ Sensor testbed 
▪ Sensor stimulus

Function 
verification

▪ Test of all indented scenarios 
(Function Test coverage)

▪ Real world scenario coverage
▪ Identify corner cases

▪ Low detail (lanes, 
traffic signs, vehicles, 
pedestrians, cyclists)

▪ Synthetic  tests
▪ Coverage of all real world 

situations

System (Vehicle) 
validation

▪ Test (quasi) legislative regulations
▪ Test safety critical situations
▪ Test of corner case situations
▪ Analyze/fix detected problems from 

road testing

▪ HD 3D virtual world
▪ Low detail (lanes, 

traffic signs, vehicles, 
pedestrians, cyclists)

▪ Dynamic objects

▪ 3D virtual world from Static 
ground truth

▪ Relevant Real world scenarios 
from dynamic ground truth

▪ (Quasi) Standards, e.g. Euro-
NCAP

Requirements for Test Scenarios
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ADAS/AD Function and System 
Validation Workflow

All requirements fulfilled?

Check behavior in traffic 
situations

Check behavior in potential 
new critical traffic situations

Check functional safety

Check fail operational 
behavior

Detect pareto lines of edge 
cases (corner cases)

Safety

Comfort, safety, perceived safety

Functionality under not normal 
critical conditions

Comfort, safety, perceived safety

Area of safe operation inside 
required operational area

KPIs

KPIs defined in requirementsTests to stimulate behavior 
defined in req.

Critical cases of functional safety 
analysis (ISO 26262)

Selection of all scenarios in real world 
operation in designated area of UUT

Test cases with sensor failures, critical 
situations, other failure conditions

Synthetic critical scenarios

Critical scenarios with variation of scenario 
parameters

Scenarios
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Sources for Validation Scenarios

List of 
scenarios with 

variations

Scenarios relevant for ADAS 
function

Scenario parameter ranges

Environment conditions (daylight, 
fog, rain, traffic type, ..)

Scenarios, parameters and 
statistics are extracted and 
stored

Excerpt of criteria:
- Scenario parameter ranges
- Environment conditions (daylight, fog..)

Real world scenarios
Accident Database

Engineered 
scenarios

Relevant synthetic 
scenarios

Scenario Data 
base

R
o

a
d

  
  

  
 V

I
L
  
  

  
  

 H
I
L
  
  

  
  

  
M

I
L
  
  

  
  
C

lo
u

d

Experiment 
generator
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TEST ENVIRONMENTS
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ADAS/AD Execution 
Environments

Safety tests: Tools for Tests on private proving ground (PG)

Performance tests: Tools for Tests on public roads (PRT)

Software testing:
▪ Model in the loop (MiL) in the office,
▪ Model in the loop using high performance parallel cloud computing

ADAS/AD system qualification: Vehicle in the loop (ViL)

Usability testing: Driving simulator with Driver in the loop (DiL) 

Sensor Testing: 
▪ Sensor performance testbeds
▪ Sensor model parametrization

Software and Hardware testing: Control unit in the loop (HiL)
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VALIDATION IN THE CLOUD, MIL, SIL
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Sensor(s) simulation
Sensor(s) simulation

MIL/SIL Office / Cloud 
Environment

Virtual or real
Vehicle Virtual vehicle on virtual road

Sensors Sensor models

Traffic objects Virtual objects around ego-vehicle

Weather conditions Simulated weather

Environment Simulation Sensor simulation
GPS simulation
Map simulation

Perception, path 
planning, ADAS 

control 

Scenario 
description

Scenario 
Parameters 

(weather 
conditions, …)

Result data recording

Ego Vehicle simulation
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MIL Environment Simulation

Create virtual test drives

▪ Interactive Road Network Editor allows to design 
road and rail networks in full detail with unlimited 
numbers of lanes, complex intersections, 
comprehensive signs and signaling. 

▪ It links and exports logic and graphic data 
consistently from a single source.

▪ Virtual worlds can be designed from scratch or 
compiled from existing database tiles. 

Configuration of virtual worlds

▪ Dynamic content is defined with an interactive 
scenario editor. It visualizes the underlying static 
virtual drive database and allows the user to specify 
traffic as individual objects and as autonomous 
swarms around key entities. 

▪ Both, left- and right-hand driving environments need 
to be supported. 

▪ Library of vehicles, pedestrians and driver properties 
are necessary. 

▪ Optional real-time monitoring and command injection 
during the simulation phase.

Simulation of virtual worlds

▪ User may take full control over the execution of the 
simulation, specify varying time steps and consume 
object, image and sensor data via a whole range of 
interfaces 

▪ Environment simulation tool may be operated from a 
single computer up to a full-scale HPC parallel cloud 
cluster.

Source: Vires VTD; https://vires.com/vtd-vires-
virtual-test-drive/#configuration
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▪ Definition of System under test

▪ Controllers, Sensors, Actuator models, Environment

Cloud Simulation to Identify 
Critical Scenarios

Define models for System 
under test

Define variation ranges of 
scenario parameters

Create experiement using
full factorial var.or DoE

Start multi instance HPC 
cloud simulation

Assessment and further 
analysis of KPIs to identify 

critical regions

▪ Creation of input parameters

▪ Definition of steps of parameters or/and scenarios

▪ Creation of full scale full factorial amount of scenarios 

▪ Optional send them to a DoE Tool like AVL CAMEO

▪ Create input file for the cloud

▪ Start up multi instance infrastructure

▪ Implicit rating or pass/fail evaluation

▪ Automated reporting and deep dive analysis
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Cloud Simulation to Identify 
Critical Scenarios

▪ Simulation models never completely match 
behavior of real components

e.g. behavior of sensor models in severe weather 
conditions

▪ Results of high performance parallel simulation 
only indication of ADAS/AD performance in critical 
situations

▪ Additional tests with real components required
(Verification of model performance)

Scalable simulation environment Identify critical regions

Define test sequence with 
parameter variations 

(experiment)

Define Digital Twin

Vehicle modelling
(e.g.AVL VSM™)

Automatic model
calibration

Sensor models

Test Scenario DB

Synthetic
test scenario

Measurement 
Based

Test Scenario

Test Sequence
Generator
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Cloud Simulation to Identify Critical Scenarios

Scalable simulation environment Identify critical regions

Define test sequence with 
parameter variations 

(experiment)

Define Digital Twin

Vehicle modelling
(e.g.AVL VSM™)

Automatic model
calibration

Sensor models

Test Scenario DB

Synthetic
test scenario

Measurement 
Based

Test Scenario

Test Sequence
Generator

Office LAB/HiL VIL

Virtual World  Real World

DIL

Validation of system performance in critical scenarios 
using more detailed models or real components

Proceedings of CPS&IoT2019 page 425



M.PAULWEBER, A.LEITNER |  61VALIDATION FRAMEWORK FOR HIGHLY AUTOMATED VEHICLES   |  CPS&IOT´2019  |   BUDVA

VEHICLE IN THE LOOP (VIL) TESTING
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VIL test in different Weather Conditions:
Virginia Tech Smart Road

Virtual or real

Vehicle Real vehicle on model road

Sensors Real sensors on vehicle

Traffic objects UFOs or real objects

Weather 
conditions

Limited weather stimulation (fog, 
rain)

Source: Virginia Tech University; https://www.vtti.vt.edu/facilities/virginia-smart-road.html
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VIL test in different Weather Conditions:
TNO VeHiL

Source: TNO; https://www.youtube.com/watch?v=BW3_tsf48WY

Virtual or real

Vehicle Real vehicle on chassis dyno TB

Sensors Real sensors on vehicle

Traffic objects UFOs or real objects

Weather 
conditions

Limited weather stimulation (fog, 
rain)
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Dangerous Scenarios in Save Environment: 
AVL Driving Cube

Vehicle XCUs

Vehicle
Actuators

Real Sensors

)
)
)

Visualization System

Powertrain 
System

Interface

Simulation 
Platform

Sensor Models

Sensor Stimulation

Chassis Dyno

Powertrain Test Bed

Chassis Dyno Test Bed
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Camera and Radar Sensor 
Stimuli

Simulation 
Platform

Visualization System

Steering Actuator

Ultrasonic Stimulus

Radar 
stimulus

Torque  
Actuator

Vehicle 
Radar 
Sensor

Object 
visualization

Antenna 
array

Log range 
reflection 
simulation

Signal preparation

Short range 
reflection 
simulationReflection 

parameter 
calculatio

n

Radar stimulator
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Camera and Radar Sensor 
Stimuli

Visualization System

Simulation 
Platform

Steering Actuator

Ultrasonic Stimulus

Radar 
stimulus

Torque  
Actuator

Vehicle 
Radar 
Sensor

Object 
visualization

Antenna 
array

Log range 
reflection 
simulation

Signal preparation

Short range 
reflection 
simulationReflection 

parameter 
calculatio

n

Radar stimulator
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Steering Force Stimulus
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Steering Force Stimulus
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Sensor Stimulation and 
Simulation

Radar Simulation
Input ModelParameters

Atmospheric 
attenuation

Fog, Rain and Snow 
attenuation

Standard deviation

Ray depth

Resolution

Noise Level

Standard deviation

Ray Tracing

Input Interface

UDP Interface

Shared Memory

Filter Matrix

Attenuation Map

Antenna Pattern

Noise Map

Object Fusion/Detection

RDI

O
b

je
ct

 L
is

t

Antenna gain 
characteristic

Motion Error Maps

Standard deviation

RDI

Motion Error Imprint

Object List

Tracking

Object List

Smoohting Model

Noise Imprint

Antenna Model

Environment Model

RDI Model

Object List

Ideal Sensor

Environment Model

Ultrasonic Stimulus

Camera Simulation

Radar Stimulus Camera Stimulus

Steering Module

GPS Stimulus

Wheel Dynos
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1.
Int roduct ion “Brief

Introduct ion to
Mixed Crit icality 

and Cyber 
Physical 

Systems”
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Cont ext : Cyber- Physical Syst em

 Embedded computers and networks
monitor and control the physical
processes, usually with feedback loops
where physical processes affect
computat ions and vice versa.

 As an intellectual challenge, CPS is
about the intersect ion, not the union,
of the physical and the cyber.

[1] Lee, E. A., Seshia, S. A.,: Introduct ion to Embedded Systems, a
Cyber-Physical Systems approach, Second Edit ion,
LeeSeshia.org, 2015

 A cyber-physical system (CPS) is an integrat ion of computat ion with physical processes
whose behavior is defined by both cyber and physical parts of the system.

PHYSICAL
VIEW

COMMUNICATION 
VIEW

CYBER
VIEW
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Mixed- Crit icalit y Em bedded Syst em s

 HW/ SW co-design methodologies are of
renovated relevance

 A growing trend in embedded systems domain is
the development of mixed-crit icality systems
where mult iple embedded applicat ions with
different levels of crit icality are executed on a
shared hardware platform (i.e. Mixed-Crit icality
Embedded Systems)

 The growing complexity of embedded digital systems based on modern System-on-
Chip (SoC) adopting explicit heterogeneous parallel architectures has radically
changed the common design methodologies.
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Mixed- Crit icalit y Syst em s

 A mixed crit icality system is “an integrated suite of HW, OS, middleware services and application software that
supports the concurrent execution of safety-critical, mission-critical, and noncritical software within a single,
securecomputing platform”

 MAIN GOALS: developm ent of EDA tools , m ainly orien ted to s upport the des igner of Mixed-Crit ica lity
and Cyber-Phys ica l s ys tem s bas ed on heterogeneous m ult i/ m any-core pla tform s , cons idering
Hypervisor-Based SW part i t ions
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 In the context of rea l-t im e
em bedded s ys tem s
des ign, this work s ta rts
from a s pecific
m ethodology (ca lled
HEPSYCODE: HW/ SW CO-
DEs ign of HEterogeneous
Pa ra llel Dedica ted
SYs tem s ), bas ed on an
exis t ing Sys tem -Level
HW/ SW Co-Des ign
m ethodology, and
introduces the pos s ibility
to add rea l-t im e and
m ixed-crit ica lity
requirem ents to the s et of
non-funct iona l ones

 Focus on Design Space
Explorat ion cons idering
HPV-based SW Part i t ions

Officia l Web Site:
www.hepsycode.com

Goals
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2.
Safet y
Assurance 
St andards

“Crit icality is a 
designat ion of the 
level of assurance 

against failure 
needed for a system 

component”
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 Industry has s hown a growing interes t in integra ting and running independently-
developed applica tions of different “crit ica lit ies ” in the s am e (often m ult icore)
pla tform . Such integra ted s ys tem s are com m only referred to as mixed-cri t icali ty
systems (MCS).

 Mos t of the MCS-rela ted res ea rch cite the safety-related standards as s ocia ted to each
applica tion dom ain (e.g. aeronautics , s pace, ra ilway, autom otive) to jus t ify their
m ethods and res ults . However, thos e s tandards a re not freely ava ilable and do not
a lways clea rly and explicit ly s pecify the requirem ents for m ixed-crit ica lity

 New MC tas k m odel is in es s ence the res ult of com bining the standard hard real-t ime
requirements (s tudied by the rea l-t im e res ea rch com m unity s ince the 70’s ) with the
not ion of “cri t icali ty” of execut ion.

Safet y Relat ed St andards
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 During a typica l development li fe cycle of a safety-cri t ical system , the behavior and
characteris t ics tha t a re expected from the s ys tem are expres s ed in the form of a l ist of
requi rements
 bas ed on the s ys tem opera t iona l requirem ents (wha t the s ys tem is expected to do) and a ls o

cons idering non-funct iona l propert ies rela ted to s afety, s ecurity and perform ance, including
t im ing and energy cons tra in ts .

 System safety assessment process m us t be ca rried out as part of the developm ent life
cycle to determ ine and ca tegorize the fa ilure condit ions of the s ys tem (e.g. through a
haza rd ana lys is ).
 s a fety-rela ted requirem ents a re derived as a res ult of the s ys tem s afety as s es s m ent proces s ,

which m ay include funct iona l, in tegrity, dependability requirem ents and des ign cons tra in ts .

 Safety-rela ted requirem ents a re a lloca ted to hardware and s oftware com ponents ,
thereby s pecifying the m echanis m s required to prevent the faults or to m itiga te their
effects and avoid the propaga tion of fa ilures .

Syst em  Design and Developm ent  
Assurance Process 
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 Most s a fety s tandards us e the concept of an integri ty level , which is as s igned to a s ys tem
or a function. This level will be bas ed on an init ia l ana lys is of the cons equences of s oftware
going wrong. Both s tandards have clea r guidance on how to identify integrity level.

 DO-178C has Software Development Assurance Level (DAL), which a re as s igned bas ed on the
outcom e of "anom alous behavior" of a s oftware com ponent – Level A for "Catas trophic Outcom e",
Level E for "No Safety Effect".

 ISO26262 has ASIL (Automot ive Safety Integri ty Level), bas ed on the expos ure to is s ues a ffect ing
the controllability of the vehicle. ASILs range from D for the highes t s everity/ m os t probable
expos ure, and A as the leas t .

Int egrit y Level
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 GENERAL (IEC-61508) based on SIL (Safety Integri ty Level): Funct ional safety standards
(of electrical, electronic, and programmable electronic)

 AUTOMOTIVE (ISO26262) based on ASIL (Automot ive Safety Integri ty Level) (Road vehicles - Funct ional safety)
 NUCLEAR POWER (IEC60880-2)
 MEDICAL ELECTRIC (IEC60601-1)
 PROCESS INDUSTRIES (IEC61511)
 RAILWAY (CENELECEN 5O126/ 128/ 129])
 MACHINERY (IEC62061)

 AVIONIC based on DAL (Development Assurance Level ) related to ARP4761and ARP4754

 DO-178B (Software Considerat ions in Airborne Systems and Equipment Cert ificat ion)
 DO-178C(Software Considerat ions in Airborne Systems and Equipment Cert ificat ion, replace DO-178B)
 DO-254 (Airborne - Design), similar to DO-178B, but for hardware
 DO-160F (Airborne - Test)

 MEDICAL DEVICE

 FDA-21CFR
 IEC-62304

Safet y St andards
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3.
Mixed Crit icalit y 
Syst em s Analysis

“The more
confidence one needs in a task 

execut ion t ime bound
(the less tolerant one is of 

missed deadlines), the larger
and more conservat ive that 

bound tends to become in
pract ice”
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 Almost 200 papers trea t ing of the s cheduling of MCS have been referenced in Burns
and Davis * paper, and tens of rela ted papers a re s t ill publis hed every yea r. Mos t of the
works about MCS publis hed by the rea l-t im e s cheduling res ea rch com m unity a re bas ed
on a model proposed by Vestal*
 Sys tem has s evera l m odes of execut ion, s ay modes {1, 2, … , L}. The applica t ion s ys tem is a set

of real-t ime tasks, where each tas k τi is cha racterized by a period Ti and a deadline Di (as in
the us ua l rea l-t im e tas k m odel), an assurance level li and a s et of worst -case computat ional
est imates {𝑪𝑪𝒊𝒊,𝟏𝟏, 𝑪𝑪𝒊𝒊,𝟐𝟐, … , 𝑪𝑪𝒊𝒊,𝒍𝒍𝒊𝒊}, under the as s um ption tha t 𝑪𝑪𝒊𝒊,𝟏𝟏 ≤ 𝑪𝑪𝒊𝒊,𝟐𝟐 ≤ . . . ≤ 𝑪𝑪𝒊𝒊,𝒍𝒍𝒊𝒊

 The different WCET es tim a tes a re m eant to m odel es t im a tions of the WCET at di fferent
assurance levels. The wors t t im e obs erved during tes ts of normal operat ional
scenarios m ight be us ed as 𝑪𝑪𝒊𝒊,𝟏𝟏 whereas a t each higher assurance level the
s ubs equent es t im a tes 𝑪𝑪𝒊𝒊,𝟐𝟐, … , 𝑪𝑪𝒊𝒊,𝒍𝒍𝒊𝒊 a re as s um ed to be obta ined by m ore cons erva tive
WCET analysis techniques.

MCS st at e- of - t he- art  Model (1)

* Burns, A, Davis, R.I.: "Mixed Criticality Systems - A Review“, University of York, 4 March 2016.
** S. Vestal, "Preemptive Scheduling of Multi-criticality Systems with Varying Degrees of Execution Time Assurance," Real-Time 
Systems Symposium (RTSS) 28th IEEE International on, Tucson, AZ, 2007, pp. 239-243.
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 The s ys tem s ta rts its execution in mode 1and all tasks are scheduled to execute on the core[s ]. Then
a t runt im e, if the s ys tem is running in mode k then each t im e the execut ion budget 𝑪𝑪𝒊𝒊,𝒌𝒌 of a task τi is
overshot , the system switches to mode k+1. It res ults from this t rans it ion from m ode k to m ode k+1
tha t all the tasks of cri t icali ty not greater than k (i.e., li ≥ k) a re s us pended. Mechanis m s have a ls o
been propos ed to eventua lly re-act iva te the dropped tas ks a t s om e la ter points in t im e*.

 one of the s im plifica t ions of th is m odel is the Vestal’s model with only two modes, us ua lly
referred to as LO and HI m odes (which s tand for Low- and High-cri t icali ty modes).

 Multiple va ria t ions of tha t s cheduling s chem e exis t , s om e for s ingle-core, others for m ult icore
a rchitectures . In the cas e of m ult icore, both globa l and part it ioned s cheduling techniques have been
s tudied and s olu t ions for f ixed priori ty scheduling (RM), Earliest Deadline Fi rst (EDF) and t ime
t riggered scheduling have been propos ed in litera ture.

 s om e works a ls o propos e to change the priori t ies or the periods of the tasks during a mode
change ra ther than s im ply s topping the les s crit ica l ones .

 Note tha t s om e works a ls o propos e to change the priori t ies or the periods of the tasks during a
mode change ra ther than s im ply s topping the les s crit ica l ones .

* F. Santy, G. Raravi, G. Nelissen, V. Nelis, P. Kumar, J. Goossens, and E. Tovar. Two protocols to reduce the criticality level of
multiprocessor mixed-criticality systems.In RTNS2013,RTNS’13,pages 183–192.ACM,2013.

MCS st at e- of - t he- art  Model (2)
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MCS Design - OFFIS
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Indust rial and Academ ic MCS Case St udy

Safety cri t ical tasks: All tasks which are needed for a stable and
safety flight of the mult i-rotor system, e.g. the flight and navigat ion
controllers. An error, like missing a deadline, will cause a crash-
landing!
Mission cri t ical tasks: All tasks which are not needed for a safe
flight , but may also have defined deadlines, e.g. tasks which are
belonging to the payload processing, like video processing.
Uncri t ical tasks: All tasks which are not needed either for a safe
flight or a correct execution of the mission task, e.g. control of the
debug LEDs or transmission of telemetry data.

TARGET 
MULTICORE 

PROCESSING 
PLATFORM

PERIPHERAL 
DEVICE 1

PERIPHERAL 
DEVICE 2

TEST 
CONSOLE

JTAG

SERIAL

ETHERNET

SPACEWIRE

Application Stack:
(Telemetry,

file transfers)

Test Software
(Test input, analysis
and benchmarking)

DEMO PLATFORM

REFERENCE 
SOFTWARE

SPACEWIRE
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 Research – Indust rial Domain Misunderstandings

 Academic papers: “s ys tem crit ica lity” as a m ode of execut ion of s oftware tas ks (e.g. h igh or low
crit ica lity). Mode change a llowed

 Indus tria l dom ain: “s ys tem crit ica lity” refers to the level of as s urance (e.g. DAL, SIL or ASIL)
applied in the developm ent of a s oftware applica t ion tha t im plem ents crit ica l s ys tem
funct iona lit ies (i.e. s a fety funct ions )

 Mixed-Cri t icali t y Challenges

 Scheduling (Priority Vs Safety), Pa rt it ion (Is ola t ion), Perform ance (WCET es t im ation),
Predictability (Graceful Degrada t ion), Manufactory Cos t , Fault -tolerance, Power-cons um ption,
Networking

MCS st at e- of - t he- art  Model (2)
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4.
Mixed- Crit icalit y 
Classif icat ion

“A major industrial 
challenge arises from the 
need to face cost efficient 

integration of different 
applications with 

different levels of safety 
and security on a single 

computing platform in an 
open context”
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Separat ion technique:
 Timing separat ion: scheduling policy, temporal part it ioning with HVP, NoC
 Spat ial separat ion: one task per core, one task on HW ad hoc (DSP, FPGA), spat ial part it ion with HVP, NoC, MMU, MPU etc.

HW:
 Temporal isolat ion: Scheduling HW
 Spat ial isolat ion: separated Task on dedicated components (HW ad hoc, FPGA etc.)

Single core:
 Temporal isolat ion: Scheduling policy with SOo RTOS, Scheduling policy with HVP
 Spat ial isolat ion : MMU, MPU, HVPPart it ioning

Mult i -core
 Archi tecture: shared memory systems, Uniform Memory Architecture, UMA(SMP), Not Uniform Memory

Architecture, NUMA, distributed systems, NoC
 Temporal isolat ion: Scheduling policy with SOo RTOS, Scheduling policy with HVP
 Spat ial isolat ion: MMU, MPU, HVPpart it ioning

Many-core
 Work in progress

MCS Archit ect ures
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Tecnologies:

 Hardware: HW ad hoc, FPGA, DSP, Processor
 Processor: LEON3, ARM, MICROBLAZEetc.

 Software: Bare-metal, OS, RTOS, HVP
 OS: Linux etc.
 RTOS: eCos, RTEMS, FreeRTOS, Threadx, VxWorks, EriKa etc.
 HVP: PikeOS, Xtratum, Xen etc.

MCS Technolog ies
Hardware

OS

RTOSHVP
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MCS Im plem ent at ions

Scheduling:

 0-Levels
 1-Level
 2-Levels
 3-Levels?

Hardware

Operating Systems

RTOS

HVP
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Tecnologies:

 Hardware: HW ad hoc,
FPGA, DSP, Processor.
 Processor: LEON3,

ARM, MICROBLAZE,
etc.

 Software: Bare-metal, OS,
RTOS, HVP
 OS: Linux etc.
 RTOS: eCos, RTEMS,

FreeRTOS, Threadx,
VxWorks, EriKa etc.

 HVP: PikeOS,
Xtratum, Xen etc

 Many-core: WIP

MC Im plem ent at ion Solut ions (M- CIS)

23

Separation
Technique HW Single core Multi-core Many-core

Spatial
0-levels 

scheduling
[125],[129],[130]

0-levels scheduling
[7],[129],[130],[131] 

0-levels scheduling
[132],[124],[125],[131]

[124],[125], 
[126],[127],[128]

1-level scheduling
[97],[133],[134],[135]

[141],[142],[143]

1-level scheduling
[7],[136],[137],[125],[138],[139],[140]
,[133],[144],[141],[145],[146],[61],[14

2],[147],[131]

2-levels scheduling
[141],[148] 

2-levels scheduling
[149],[125],[126],[150],[151],[128]

3-levels scheduling [154] 3-levels scheduling [154]

Temporal
0-levels 

scheduling
[125],[129],[130]

0-levels scheduling
[7],[129],[130],[131]

0-levels scheduling
[132],[124],[125],[129],[130],[128]

[124],[125], 
[126],[127],[128]

1-level scheduling
[133],[134],[135],
[142],[143],[131] 

1-level scheduling
[7],[136],[137],[155],[125],[138],[140]

[133],[144],[146],[61],[156],[142]

2-levels scheduling
[141],[148]

2-levels scheduling
[149],[125],[126],[152],[141],[145],

[153],[148],[49],[128]

3-levels scheduling [154] 3-levels scheduling [154]
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MC Im plem ent at ion Solut ions (M- CIS)

27

ISOLATION TECHNIQUES SCHEDULING LEVELS
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5.
Mixed- Crit icalit y 
HW/ SW Co- Design

“Multi-core and many-
core computing 

platforms have to 
significantly improve 

system (and application) 
integration, efficiency 

and performance”
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HW/ SW Co- Design Met hodolog ies

29

2012 - Nowadays

2005 - 2011

1995 - 2005

1985 - 1994

HW/SW CO-DESIGN 2.0

Co-Design & 
Platform-based Design for 

Complex Targets

Methodologies/Tools:
Koski, PeaCE/HoPES, Ptolemy 

(Polis), CoWare, Metropolis, TOSCA, 
Daedalus  

HW/SW CO-DESIGN 4.0

Modern HW/SW Co-Design

Online Co-Design for Adaptive Systems
Co-Design of CPS, CPSoS

Co-Design for Monitorability & Security
HW/SW Co-Design for Mixed-Criticality Systems

Methodologies/Tools:
ForSyDe, eSSYN, CHESS, Capella, 

Space CoDesign, HEPSYCODE

HW/SW CO-DESIGN 3.0

DSE & Co-Synthesis of HMPS

Methodologies/Tools:
SystemCoDesigner, SynDEx, 
Gezel, CoFluent, TO(H)SCA

HW/SW CO-DESIGN 1.0

HW/SW Bi-Partitioning for 
CPU/ASIC Targets

Methodologies/Tools:
Vulcan, COSYMA  

START

R. ERNST
(1998)

W. WOLF
(2003)

Y-CHART
GAJSKI-KUHN

(1983)

J. TEICH 
(2012)

W. WOLF
(1993)

Double-Roof 
Model
(2007)

This
Tutorial 
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Electronic System Level (ESL) is the utilization of appropriate abstractions in order to increase comprehension 
about a system, and to enhance the probability of a successful implementation of functionality in a cost-effective 

manner, targeting design methodologies for electronic digital HW/ SW systems

Classical ELS HW/ SW Co- Design Approach
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Classification of different ESL Methodology Approaches (considering Mixed-Criticality Issues)

M ixed- Crit icalit y HW/ SW Co- Design
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6.
Proposed 
Met hodology “You will never strike 

oil by drilling through 
the map! -

Solomon Wolf Golomb”
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DEFINITION OF A GENERAL 
METHODOLOGY ABLE TO ABSTRACT 
CLASSICAL SYSTEM DESIGN FLOW 
(APPLICABLE TO DIFFERENT HW/SW 
CO-DESIGN FLOW)

System Description:  Introduction of a 
partition layer to model HPV SW 
partitions 

Metrics Evaluation and Estimation: 
Definition of different metrics (with 
related benchmarking arctivites in 
order to extract as-much-as-possible 
system informations)

Search Methods: Meta-heuristic 
algorithm  refinement (GA 
improvements)

Timing Simulator: improvement 
introducing Hierarchical scheduling 
feature

Proposed HW/ SW Co- Design Met hodology
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HEPSYCODE HW/ SW Co- Design Flow
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HW/ SW Co- Design Fram ew ork

35

Definition of a general framework able to automate system design 
flow (Implemented using different SW technologies)

System Behavioral model: Realization of a GUI to model application
using the specification language defined in the system behavioral
specification step

Functional Simulation: automatic generation of a SystemC code
implementing Hoare’s CSP model of Computation from GUI

Co-Analysis&Co-Estimation: definition of a extensible activity step to
evaluate system metrics:

 Affinity
 Concurrency
 Communication
 Size
 Load
 Power (WIP)

DSE: implementation of an automatic (extensible) DSE to make analysis
and propose solutions in an HW/SW Co-simulation environment (HEPSIM)
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7.
ESL 
Met hodology
Main Elem ent s “All models are wrong 

but some are useful-
George E. P. Box”
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Proposed HW/ SW Co- Design Met hodology
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 Concurrency is the decomposabi l i t y property of a program , a lgorithm , or
problem into order-independent or part ia lly-ordered com ponents or units .

 Even if the concurrent units of the program , a lgorithm , or problem are
executed out-of-order or in pa rt ia l order, the final outcome wi ll remain the
same. This a llows for pa ra llel execut ion of the concurrent units , which can
s ignificant ly im prove overa ll s peed of the execution in m ult i-proces s or and
m ult i-core s ys tem s .

 A num ber of mathemat ical models have been developed for genera l
concurrent com puta t ion (Petri nets , proces s ca lculi, the Para llel Random
Acces s Machine m odel, the Actor m odel etc.).

Concurrency
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Model Of  Com put at ion

39

o A Model of Computation (MoC) is a set of operational elements used to describe the behavior
of an application (or a system). The set of operational elements and the set of relations among
them are called the semantics of a MoC.

o MoC can be classified into Timed or Untimed, when introducing a totally or partially ordered
events respectively.

 Untimed MoC:
 Rendezvous of Sequential Processes: applications are modeled with sequential

processes that reach a particular point at which they have to synchronize each other
(i.e., CSP by Hoare, 1975).

 Kahn Process Networks: a process network where processes communicates using
channels, which are unbounded point-to-point FIFO queues, sending fixed amount of
data, called tokens

 Dataflow: a special case of Kahn process networks, where processes (called actors)
consume data exchanged between channels with a fixed firing rate
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 Process Calculi (or Process Algebras) are a diverse family of related approaches for formally
modell ing concurrent systems. Process calculi provide a tool for the high-level descript ion of
interact ions, communicat ions, and synchronizat ions between a collect ion of independent agents
or processes. They also provide algebric laws that allow process descript ions to be manipulated and
analyzed, and permit formal reasoning about equivalences between processes (e.g., using
bisimulat ion).

 Process Calculi include the Communicat ing Sequent ial Processes (CSP), the Calculus of
Communicat ing Systems (CCS), the Algebra of Communicat ing Processes (ACP) and so on.

 CSP is based on message passing via channels and was highly influent ial in the design of the
OCCAM programming language.

 CSP was first described in a 1978 paper by Tony Hoare [8], but has since evolved substant ially. CSP
has been pract ically applied in industry as a tool for speci fying and veri fying the concurrent
aspects of a variety of di f ferent systems as well as a secure ecommerce system. The theory of CSP
itself is also st ill the subject of act ive research, including work to increase its range of pract ical
applicability (e.g., increasing the scale of the systems that can be tractably analyzed).

Process Calculi and CSP
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 The s ys tem behavior m odeling language in troduced in HEPSYCODE, nam ed HML (HEPSY Modeling
Language), is bas ed on the well-known Communicat ing Sequent ial Processes (CSP) Model of
Com puta t ion (MoC)

 By m eans of HMLit is pos s ible to s pecify the Sys tem Behavior Model (SBM)

SBM = {PS, CH} is a CSP-based executable/simulatable model of the system behaviour based on a
Concurrent Processes MoCthat explicitly defines also a model of communication) among processes (PS)
using unidirectional point-to-point blocking channels (CH) for data exchange (i.e.CSPchannels).

PS={ps1,ps2, .. , psn} is a set of concurrent processes that communicateeach others exclusively by means
of channels and use only local variables. Each process is described by means of a sequence of
statements (an init section followed by a neverending loop) by using a suitable modeling language.Each
process can havea priority p:1(lower) to 100 (higher) imposed by thedesigner

CH ={ch1, ch2, .. , chn} is a set of channels where each channel is characterized by source and destination
processes, and some details (i.e. size, type) about transferred data. Each channel can have also a priority
p: 1(lower) to 100 (higher) imposed by thedesigner

Modelling Language
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 HEPSYCODE Modeling Language (HML):
 Proces s Network connected via s ynchronous channels

 G = {PS; CH} is the graph of the s pecifica t ion , where the graph nodes a re the proces s es and the
graph edges are the channel

 The init ia l HML m odel is then trans form ed into an executable Sys tem C m odel bas ed on the
Com m unica t ing Sequent ia l Proces s es (CSP) Model of Com puta t ion (MoC)

Syst em  Descrip t ion Models
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 HEPSYCODE Funct iona l Language:
 Reference languages is the Sys tem C, C++ clas s libra ry able to capture and define s ys tem

s pecifica t ions
 CSP proces s es a re m odelled by exploit ing bas ic SC_THREAD (im plem ented as an infinite loop

with an init ia liza t ion s tep)
 CSP channels have been m odeled by introducing a proper SC_CSP_CHANNEL in the Sys tem C

libra ry.
 Sys tem behavior is enclos ed into a s ingle SC MODULE, conta ining a ll the CSP proces s es and

channels
 Other SC MODULE and SC CSP CHANNEL are then us ed to m odel the Tes t-Bench and connected

to the s ys tem by m eans of proper SC PORT

HEPSYCODE Funct ional Language
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 An exam ple of a pos s ible SBM in s hown in Figure, where the proces s PS = {ps 1, .. , ps 4}exchange da ta
us ing channel CH = {ch1, .. , ch 7}

Syst em  Behaviour
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 Non–Functional Constraints
 Timing Constraints (TC)

 Time-To-Complet ion Const raint (TTC)
 Real-Tim e Cons tra in ts (RTC)

 Time-To-React ion Const raint (TTR)
 Mixed-Crit ica lity Cons tra in ts (MCC)

 Const raint in the DSE cost funct ion

 Architectura l Cons tra in ts
 Target Form Factor (TFF)

• On-chip: ASIC, FPGA, SO(P)C
• On-Board: SOB (PCB)

 Target Template Archi tecture (TTA) (rela ted to type of ava ilable Bas ic Blocks BB)

 Scheduling Direct ives (SD) - Available s cheduling policies for SW proces s ors :
 First -Come First -Served (FCFS), FCFS(no overhead), FCFS (Tim e Stretching)
 Fixed Priori ty (FP)
 Hypervisor (HVP - WIP)

Const raint s
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Communicat ing sequent ial processes (CSP) System Behavioral Model (CSP-SBM): network of
concurrent processes model

Process Implementat ion Model (PIM): split processes into several “dependent” tas ks .

Process Task Graph Model (PTM): Directed Acyclic Graph Tas k m odel (da ta flow)

SBM w it h Real- Tim e Const raint s
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 With res pect to the SBM m odel, it is now pos s ible to identify two clas s of CSP
proces s es : classical CSPprocess and real-timeCSPprocesses

SBM w it h Real- Tim e Const raint s
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 Time-to-Completion (TTC): time available to complete the SBM execution from the first input
trigger to completeoutput generation.This constrain should besatisfied by each (inputi, outputi)
couple.

 Time-to-Reaction (TTR): real-time constraints related to the time available for the execution of
leaf CSPprocesses (i.e. the time available to execute the statements inside the input/output pair
that delimits the never-ending loop of a CSPprocess).This constrain should be satisfied by each
input and output

Tim ing Const raint s

Stimuli

Channel Call

Channel Response

Init

While(1)

Output

TTR
(from Channel Call 

to Channel Response)

Process A
Process BStimulus System Display

TTC: from the first input 
to the last output 

example: max 1000 ms

Reference inputs

I1: 10 ms: 10 20
I2: 20 ms: 5 15
I3: 30 ms: 50 22
I4: 40 ms: 5 77
…
I10: 100 ms: 10 10

Output

O1:  5
O2 : 12
O3 : 44
O4: 22

…
O10: 13
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 The ta rget HW architectures a re com pos ed of different bas ic HW
com ponents . This com ponents a re collected into a Technologies
Library (TL). TL can be cons idered a generic “da tabas e” tha t
provides the characteriza t ion of a ll the ava ilable technologies us ed
in indus try and academ ic world.

 TL={PU, MU, EIL}, where PU={pu1, pu2, .. , pup} is a s et of Processing Units,
MU={mu1, mu2, .. , mum} is a s et of Memory Units and EIL={il1, il2, .. , ilc} is
a s et of External Interconnection Links.

 Blocks built by the des igner s ta rt ing from the TL are ca lled Basic
Blocks (BB)

 They are the bas ic com ponents ava ilable during DSE s tep to
autom atica lly define the HW architecture. A generic BB is
com pos ed of a s et of Proces s ing Units (PU), a s et of Mem ories Units
(MU), an Interna l Interconnect ion (II) and a Com m unica t ion Unit
(CU). and a Communication Unit (CU). CU repres ents the s et of EIL tha t
can be m anaged by a BB.

Target  Archit ect ure

CU

LMPU

II

PU
PU

LM
LM
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Proposed HW/ SW Co- Design Met hodology
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CC4CS: early stage metric to est imate in
a HW/ SW unified view process
execut ion t ime

Stat ist ical Analisys: Evaluate metric
accuracy

S4CS (HW/ SW): size metric to evaluate
software (in terms of bytes in
RAM/ ROM) and hardware (in terms of
gate or LUTcount) size (WIP)

Other WIP metrics: Aff ini ty,
Power/ Energy, Moni torabi l i t y, Securi ty

HEPSYCODE Met rics
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Proposed HW/ SW Co- Design Met hodology
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HEPSYCODE Design Space Explorat ion

53

▸INPUT:

o Application Model: CSP model 
injected with safety requirements.

o Platform Model: subset of HW 
solution (also in a multi-core 
scenario)

o Metrics: results from the 
Evaluation&Estimation activity

o Constraints: F/NF constraints 
(depending on application domain)

▸OUTPUT:

o Physical Links:  Possible optimal 
links and topology.

o Mapping: Process to BBs.
o Basic Blocks: Processors, 

architecture and number of cores. 
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HEPSYCODE Design Space Explorat ion

54

▸INPUT:

o Application Model: CSP model 
injected with safety requirements.

o Platform Model: subset of HW 
solution (also in a multi-core 
scenario)

o Metrics: results from the 
Evaluation&Estimation activity

o Constraints: F/NF constraints 
(depending on application domain)

▸OUTPUT:

o Physical Links:  Possible optimal 
links and topology.

o Mapping: Process to BBs.
o Basic Blocks: Processors, 

architecture and number of cores. 
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HEPSYCODE Design Space Explorat ion

55

▸INPUT:

o Application Model: CSP model 
injected with safety requirements.

o Platform Model: subset of HW 
solution (also in a multi-core 
scenario)

o Metrics: results from the 
Evaluation&Estimation activity

o Constraints: F/NF constraints 
(depending on application domain)

▸OUTPUT:

o Physical Links:  Possible optimal 
links and topology.

o Mapping: Process to BBs.
o Basic Blocks: Processors, 

architecture and number of cores. 

PAM1

PAM2
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Proposed HW/ SW Co- Design Met hodology
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 HEPSIM (HEPSYCODE SIMula tor), the extended Sys tem C s im ula tor us ed for HW/ SW Co-Sim ula t ions
in HEPSYCODE:
 The Sys tem C libra ry has been extended with a SC_CSP_CHANNEL tem pla te cla s s to im plem ent

the point-to-point CSP channel s em antic

 Im plem ented an Hiera rchica l Scheduling m anager (2-Levels Scheduling)

Syst em  Descrip t ion Models
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 Example of a Pos s ible Deploym ent pla tform

Syst em  Descrip t ion Models
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8.
HepsyCode- MC

“The fundamental 
issue with MCS is 

how to reconcile
the differing needs of 

separat ion (for 
safety) and sharing 

(for efficient resource
usage)”
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HEPSYCODE Mult i- Object ive Opt im izat ion Problem
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o The introduction of mixed-criticality requirements reduces the decision space due to the fact that
applications with different criticality can not share the same HW block or the same SW partition
o Introducing l criticality levels assigned to each process (with some kind of risk analysis driven by standards

and certifications), the decision variable space (without HPV-based software partition) could be divided
into different clusters

▸Decision Variable Space Size (No HPV SW Partitions):

o r processors able to support HPV, t processors not able to support HPV

▸Decision Variable Space Size:

HEPSYCODE Mult i- Object ive Opt im izat ion Problem
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HEPSYCODE Mult i- Object ive Opt im izat ion Problem

62

Multi-objective optimization problem: 
Introduction of HPV-based software 
partitions into the decision variable 
space.

Pareto analysis with mixed-criticality 
constraints: The introduction of 
Hypervisor technologies increase the 
number of feasible solutions decreasing 
the global cost. 
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DSE Approach
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9.
Case St udies

“In the future, everyone 
will be world-famous 

for 15 minutes –
Andy Warhol”
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TL Inst ances
Processors

Intel MPU 8051 with 
frequency 20 MHz

Microchip DSPIC or PIC24
with frequency 20 MHz

Xilinx Virtex7
with frequency 250 MHz

ID 0 ID 1

ID 2

ID 8

65

ID 3

ID 5
Gaisler LEON3

with frequency 75 MHz

ID 4

Xilinx Spartan3AN
with frequency 50 MHz

ID 6 ID 7

ID 9

PU1

MU1 CU1

IL1

BB1
PU2

MU2 CU2

IL2

BB2
PU2

MU2 CU2

IL2

BB3
PU1

MU1 CU1

IL1

BB4

PU1

MU1 CU1

IL1

BB5
PU1

MU1 CU1

IL1

BB6
PU1

MU1 CU1

IL1

BB7
PU1

MU1 CU1

IL1

BB8

PU1

MU1 CU1

IL1

BB9
PU1

MU1 CU1

IL1

BB10
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Case St udy 1: FirFirGCD

66

Stimulus

Fir8

Evaluation DisplayShifting

ch1 ch2

Fir16

Evaluation Shifting

Fir8

Shifting

ch3

ch4

ch5

ch7

ch8 ch9

ch10

ch13
ch14ch6 ch12

ch11

ch15
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Case St udy 2: Dig it alCam

67

Stimulus CCDPP CNTRL

CODEC

DisplayUAT
ch1 ch2 ch5

ch3 ch4

ch6

Embedded Systems Design: A Unified Hardware/Software Introduction: Digital Camera Example
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Case St udy 3: Hepsy- RT

L1= t1/  ([x1*FTR1]/N)
L2 = t2 /  ([x2*FTR1]/N) 

L3 = t3 /  TTR3 (real-time process load)
L4 = t4 /  ([x4*FTR1]/N) 

68

Stimulus ps1 ps2

ps3

Display

ps4

ch1 ch2

ch3 ch4

ch5 ch6

ch7

V. Mutt illo, G. Valente, D. Ciambrone, V. Stoico, and L. Pomante. HEPSYCODE-RT: a Real-Time Extension for an ESL HW/ SW Co-
Design Methodology. In Proceedings of the 10th Works hop on Rapid Sim ula t ion and Perform ance Eva lua t ion : Methods and Tools
(RAPIDO '18). ACM, New York, NY, USA, 2018 Proceedings of CPS&IoT2019 page 502



Case St udy 4: Sobel Im age 
(OpenCV)

69

Stimulus Split Sobel

gx

DisplayMerge
ch1 ch2 ch7

ch3

ch4

ch8

gy

ch5

ch6
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70

Stimulus Split Sobel

gx

DisplayMerge
ch1 ch2 ch7

ch3

ch4

ch8

gy

ch5

ch6

Case St udy 5: Sobel Video 
(OpenCV)

Proceedings of CPS&IoT2019 page 504



10 .
Hepsycode
Ecosyst em

“In the long history of 
humankind (and animal 

kind, too) those who 
learned to collaborate 

and improvise most 
effect ively have 

prevailed –
Charles Darwin”
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Hepsycode Ecosyst em

72

DEADALUS 
FRAMEWOR

K

European
Projects:

Modeling
Tools:

Hypervisor:

…

Proceedings of CPS&IoT2019 page 506



11.
Publicat ions 
and European
Project s “Framework Programmes for 

Research and Technological 
Development”
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Pubblicat ions

74

Journals
1. Muttillo, V., Valente, G., Federici, F., Pomante, L., Faccio, M., Tieri, C., Ferri, S.: “A design methodology for soft-core platforms on FPGA with SMP

Linux, OpenMP support, and distributed hardware profiling system”, In: EURASIP Journal on Embedded Systems
2. Pomante, L., Muttillo, V., Krena, B., Vojnar, T., Veljkovic, F., Pacome, M., Matschnig, M., Fischer, B., Martinez, J., Gruber, T.: “The AQUAS ECSEL

Project - Aggregated Quality Assurance for Systems: Co-Engineering Inside and Across the Product Life Cycle”, In Microprocessors and
Microsystems: Embedded Hardware Design (MICPRO) MINOR REVISION

3. Pomante, L., Muttillo, V., Santic, M., Serri, P.: “SystemC -based Electronic System-Level Design Space Exploration Environment for Dedicated
Heterogeneous Multi-Processor Systems”, In: Microprocessors and Microsystems: Embedded Hardware Design (MICPRO) SUBMITTED

4. Muttillo, V., Tiberi, L., Pomante, L.: “ Benchmarking Analysis of Hypervisor Technologies for Aerospace Multi-core Systems”, In: Journal of Aerospace
Information Systems (JAIS) SUBMITTED

Conferences
1. V. Muttillo, L. Pomante, P. Balbastre, J. Simo. HW/SW Co-Design Framework for Mixed-Criticality Embedded Systems considering Xtratum-based SW

Partitions. Euromicro Conference on Digital System Design. 2019 SUBMITTED
2. V. Muttillo. Hw/sw co-design methodology for mixed-criticality and real-time embedded systems. In Design, Automation and Test in Europe (DATE

2019), Ph.D. Forum, Florence, Italy, Mar. 2019.
3. V. Muttillo, G. Fiorilli, . Di Mascio. Tuning dse for heterogeneous multi-processor embedded systems by means of a self-equalized weighted sum

method. In Workshop on Parallel Programming and RunTime Management Techniques for Manycore Architectures and Design Tools and
Architectures for Multicore Embedded Computing Platforms, 2019

4. V. Muttillo, G. Valente and L. Pomante, “Design Space Exploration for Mixed-Criticality Embedded Systems considering Hypervisor-based SW
Partitions”, Euromicro Conference on Digital System Design, Prague, 2018. BEST POSTER AWARD

5. D. Ciambrone, V. Muttillo, L. Pomante and G. Valente, "HEPSIM: An ESL HW/SW co-simulator/analysis tool for heterogeneous parallel embedded
systems" 7th Mediterranean Conference on Embedded Computing, Budva, 2018. BEST PAPER AWARD
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Conferences
6. V. Muttillo and G. Valente, "Injecting hypervisor-based software partitions into Design Space Exploration activities considering mixed-criticality

requirements", 2018 7th Mediterranean Conference on Embedded Computing (MECO), Budva, 2018
7. V. Muttillo, G. Valente, L. Pomante. “Criticality-aware Design Space Exploration for Mixed Criticality Embedded Systems”. In Proceedings of the 9th

ACM/SPEC on International Conference on Performance Engineering (ICPE ’18), ACM, New York, NY, USA, 2018
8. V. Muttillo, G. Valente, L. Pomante, V. Stoico, F. D’Antonio, F. Salice. “CC4CS: an Off-the-Shelf Unifying Statement-Level Performance Metric for

HW/SW Technologies”. In ACM/SPEC International Conference on Performance Engineering (ICPE '18), 2018, pp. 119-122
9. V. Muttillo, G. Valente, L. Pomante. “Criticality-driven Design Space Exploration for Mixed-Criticality Heterogeneous Parallel Embedded Systems”. In

9th Workshop and 7th Workshop on Parallel Programming and RunTime Management Techniques for Many-core Architectures and Design Tools
and Architectures for Multicore Embedded Computing Platforms (PARMA-DITAM ’18), 2018

10. V. Muttillo, G. Valente, D. Ciambrone, V. Stoico, L. Pomante. “HEPSYCODE-RT: a Real-Time Extension for an ESL HW/SW Co-Design
Methodology. 10th Workshop on Rapid Simulation and Performance Evaluation: Methods and Tools (RAPIDO’18), 2018

11. Di Pompeo, D., Incerto, E., Muttillo, V., Pomante, L., Valente, G.: “An Efficient Performance-Driven Approach for HW/SW Co-Design”, In: Proceedings
of the 8th ACM/SPEC on International Conference on Performance Engineering (ICPE)., L’Aquila, Italy, 22-27 Apr. 2017

12. Faccio, M., Federici, F., Marini, G., Muttillo, V., Pomante, L., Valente, G.: "Design and validation of multi-core embedded systems under time-to-
prototype and high-performance constraints", In: Research and Technologies for Society and Industry (RTSI), Bologna, Italy, 7-9 Sep. 2016

13. Valente, G., Muttillo, V., Pomante, L., Federici, F., Faccio, M., Moro, A., Ferri, S., Tieri, C.: "A Flexible Profiling Sub-System for Reconfigurable Logic
Architectures", In: Parallel, Distributed, and Network-Based Processing (PDP), pp. 373-376, Heraklion Crete, Greece, 17-19 Feb 2016

Pubblicat ions
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ARTEMIS-JU AIPP 2013-621429 EMC2 (Embedded Multi-Core systems for Mixed Criticality applications 
in dynamic and changeable real-time environments):
Deliverable D2.3: Design, implementation, prototyping and verification approach for mixed-critical and parallel 

applications, Sep. 2015
Deliverable D2.4: Intermediate validation report based on selected living labs scenarios, Mar. 2016
Deliverable D2.5: Complete modelling and analysis framework, Oct. 2016
Deliverable D2.6: Comprehense validation report for the modelling frameworks and offline tools, based on 

refined living labs results, Apr. 2017

H2020 ECSEL RIA 2016-737494 MegaM@rt2 (MegaModelling at Runtime - scalable model-based 
framework for continuous development and runtime validation of complex systems):
Deliverable D1.2: Architecture specification and roadmap - initial version, Oct. 2017
Deliverable D1.4: Architecture specification and roadmap – final Version, Jun. 2018
Deliverable D2.2: Design Tool Set Specification, Feb. 2018
Deliverable D2.3: Design Tool Set – Initial Version, Jun. 2018
Deliverable D6.3: Dissemination and Exploitation Report – initial release, Feb. 2018

H2020 ECSEL RIA 2016-737475 AQUAS (Aggregated Quality Assurance for Systems):
Deliverable D2.1.1: Domain Environment – Air Traffic Management, Oct. 2017
Deliverable D2.1.5: Domain Environment – Space Multicore Architecture, Oct. 2017
Deliverable D2.2.1: Demonstrator Architecture - Air Traffic Management, Apr. 2018
Deliverable D2.2.5: Demonstrator Architecture - Space Multicore Architecture, Apr. 2018
Deliverable D3.1: Specification of Safety, Security and Performance Analysis and Assessment Techniques, 

Apr. 2018

European Project s
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HEPSYCODE Reposit ory

77

HW/SW CO-DEsign of HEterogeneous Parallel dedicated SYstems:

Tool available for free on a git repository under GPL2 for testing, 
improvements, collaborations etc.
Web Site: www.hepsycode.com

You can download the HEPSYCODE tool on this page:
https://bitbucket.org/vittorianomuttillo87/tool-hepsycode/src/master/

Proceedings of CPS&IoT2019 page 511

http://www.hepsycode.com/
https://bitbucket.org/vittorianomuttillo87/tool-hepsycode/src/master/


12.
Conclusions and 
Fut ure Work

“Embedded systems are the key 
innovation driver to improve 

mechatronic products with cheaper 
and even new functionalities. They 

support today’s information society 
as inter-system communication 

enabler. Consequently, boundaries of 
application domains are alleviated 

and ad-hoc connections and 
interoperability play an increasing 

role”
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Conclusions and fut ure w ork

79

o ESL HW/SW Co-Design approach able to take into account mixed-criticality constraints

o The methodology, design flow and framework drive the designer from the input specification to the final
implementation solution, while offering timing simulation capabilities, design space exploration
activities with the support of analysis tool

o It is possible to integrate this approach with other external tools (like Xamber, but other tools are under
evaluation)

o FUTURE WORKS:

 Consider multi-core scenario while introducing schedulability and RT analysis

 Combine PAM1 and PAM2 activities into a unique DSE approach

 Exploit parallel programming techniques (parallel meta-heuristics)

 Analysis and tests in PAM2 considering also mixed-criticality index

 Introduce fixed WCET values (taken from external tools)

 Integrate other external tools to enhance HEPSYCODE functionality

 Improve the hierarchical scheduling implementation
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 Model GR-CPCI-LEON4-N2X Quad-Core 32-bit
LEON4 SPARC V8 proces s or with MMU,
IOMMU

 Model TASI/ UNIVAQ Satellite Applica t ions

 Contributed to benchm arking of fully-open
Aeroflex Gais ler quad-LEON3 s ys tem on FPGA
with Xtra tum and PikeOS

 Im prove cas e s tudies exam ple, exploit works
into s om e European Projects

Conclusions and fut ure w ork
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HW/ SW Co- Design Met hodolog ies

81

2012 - Nowadays

2005 - 2011

1995 - 2005

1985 - 1994

HW/SW CO-DESIGN 2.0

Co-Design & 
Platform-based Design for 

Complex Targets

Methodologies/Tools:
Koski, PeaCE/HoPES, Ptolemy 

(Polis), CoWare, Metropolis, TOSCA, 
Daedalus  

HW/SW CO-DESIGN 4.0

Modern HW/SW Co-Design

Online Co-Design for Adaptive Systems
Co-Design of CPS, CPSoS

Co-Design for Monitorability & Security
HW/SW Co-Design for Mixed-Criticality Systems

Methodologies/Tools:
ForSyDe, eSSYN, CHESS, Capella, 

Space CoDesign, HEPSYCODE

HW/SW CO-DESIGN 3.0

DSE & Co-Synthesis of HMPS

Methodologies/Tools:
SystemCoDesigner, SynDEx, 
Gezel, CoFluent, TO(H)SCA

HW/SW CO-DESIGN 1.0

HW/SW Bi-Partitioning for 
CPU/ASIC Targets

Methodologies/Tools:
Vulcan, COSYMA  

START

R. ERNST
(1998)

W. WOLF
(2003)

Y-CHART
GAJSKI-KUHN

(1983)

J. TEICH 
(2012)

W. WOLF
(1993)

Double-Roof 
Model
(2007)

HW/SW CO-DESIGN 5.0

New HW/SW Co-Design 
Generation:

Model driven, Approximate 
Computing, Machine Learning, 

Quantum Computing, 5G, Smart 
Cities, IoT, DSE at runtime

Towards the Future
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THANKS!

Any quest ions?
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Self-Aware
Cyber-physical Systems

Axel Jantsch

TU Wien, Vienna, Austria

Summer School on
Cyber-Physical Systems and Internet-of-Things

Budva, Montenegro, June 2019
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Outline

1 Motivation

2 Architecture for Awareness

3 Comprehensive Observation

4 Goal Management

5 Conclusion
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The Problem

• Large number of
resources

• Many tight constraints
• Varying application

demands, both within
and between
applications;

• Functional Aberrations:
• Design errors or

omissions;
• Malicious attacks;
• Aging;
• Soft errors;

• Non-functional
Aberrations:

• Performance;
• Power consumption;
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The SoC Radar
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Santanu Sarma et al. “On-Chip Self-Awareness Using Cyberphysical-Systems-On-Chip (CPSoC)”. In: Proceedings
of the 12th International Conference on Hardware/Software Codesign and System Synthesis (CODES+ISSS). New
Delhi, India, Oct. 2014
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The SoC Radar
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The SoC Radar
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The SoC Radar
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The SoC Radar
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The SoC Radar
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Autonomy and Adaptivity

Autonomy is the ability to operate independently, without
external control.

Adaptivity is the ability to effect run-time changes and handle
unexpected events.
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Outline

1 Motivation

2 Architecture for Awareness

3 Comprehensive Observation

4 Goal Management

5 Conclusion
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Cyber-Physical SoC
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Cyber-Physical SoC

16Proceedings of CPS&IoT2019 page 537



w
w

w
.i

c
t.

tu
w

ie
n
.a

c
.a

t

Cyber-Physical SoC
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Cyber-Physical SoC

Model of environment
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CPSoC - A Sensor Rich SoC Platform

Santanu Sarma et al. “CyberPhysical-System-On-Chip (CPSoC): A Self-Aware MPSoC Paradigm with Cross-Layer
Virtual Sensing and Actuation”. In: Proceedngs of the Design, Automation and Test in Europe Conference and
Exhibition (DATE). Grenoble, France, Mar. 2015
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CPSoC - A Sensor Rich SoC Platform

Nikil Dutt, Axel Jantsch, and Santanu Sarma. “Self-Aware Cyber-Physical Systems-on-Chip”. In: Proceedings of the
International Conference for Computer Aided Design. invited. Austin, Texas, USA, Nov. 2015
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Thermal-Aware Performance

Throughput
improvement by

70%-300% for
same power and

temperature.

Benefit is due to
accurate and

fine-grain
measurement

and tight tracking.

Santanu Sarma et al. CyberPhysical-System-On-Chip (CPSoC): Sensor-Actuator Rich Self-Aware Computational
Platform. Tech. rep. CECS Technical Report No: CECS TR–13–06. Irvine, CA 92697-2620, USA: Center for
Embedded Computer Systems University of California, Irvine, May 2013 19Proceedings of CPS&IoT2019 page 542



w
w

w
.i

c
t.

tu
w

ie
n
.a

c
.a

t

Outline

1 Motivation

2 Architecture for Awareness

3 Comprehensive Observation

4 Goal Management

5 Conclusion
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Observation Pipeline
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Data and Meta-Data
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Data and Meta-Data

Accuracy Systematic errors, a measure of statistical bias.
Precision Random errors, a measure of statistical variability.

Data Reliability The extent to which a measuring procedure
yields the same results on repeated trials.

Relevance The quality of being important for the matter at
hand.
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Data and Meta-Data

Accuracy Systematic errors, a measure of statistical bias.

Precision Random errors, a measure of statistical variability.
Data Reliability The extent to which a measuring procedure

yields the same results on repeated trials.
Relevance The quality of being important for the matter at

hand.
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Data and Meta-Data

Accuracy Systematic errors, a measure of statistical bias.
Precision Random errors, a measure of statistical variability.

Data Reliability The extent to which a measuring procedure
yields the same results on repeated trials.

Relevance The quality of being important for the matter at
hand.
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Data and Meta-Data

Accuracy Systematic errors, a measure of statistical bias.
Precision Random errors, a measure of statistical variability.

Data Reliability The extent to which a measuring procedure
yields the same results on repeated trials.

Relevance The quality of being important for the matter at
hand.
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Data and Meta-Data

Accuracy Systematic errors, a measure of statistical bias.
Precision Random errors, a measure of statistical variability.

Data Reliability The extent to which a measuring procedure
yields the same results on repeated trials.

Relevance The quality of being important for the matter at
hand.
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Accuracy and Precision

Correct value
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Accuracy and Precision

Correct value

High accuracy, high precision
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Accuracy and Precision

Correct value

High accuracy, high precision

High accuracy, low precision
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Accuracy and Precision

Correct value

High accuracy, high precision

High accuracy, low precision

Low accuracy, high precision
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Accuracy and Precision

Correct value

High accuracy, high precision

Low Accuracy, low precision

High accuracy, low precision

Low accuracy, high precision
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Comprehensive Observation

Monitoring

Environment Self

ResourcesContextInputs

In
terp

retatio
n

/ Behavior
Performance

Nima TaheriNejad, Axel Jantsch, and David Pollreisz. “Comprehensive Observation and its Role in Self-Awareness -
An Emotion Recognition System Example”. In: Proceedings of the Federated Conference on Computer Science and
Information Systems. Gdansk, Poland, Sept. 2016
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Observation Circle
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Abstraction

History

Disirability

Relevance

Reliability

Data

Confidence

guation

Disambi−

Observation

30Proceedings of CPS&IoT2019 page 557



w
w

w
.i

c
t.

tu
w

ie
n
.a

c
.a

t

Early Warning Score

Score 3 2 1 0 1 2 3

Heart rate1 <40 40–51 51–60 60–100 100–110 110–129 >129

Systolic BP2 <70 70–81 81–101 101–149 149–169 169–179 >179

Breath rate3 <9 9–14 14–20 20–29 >29

SPO2 (%) <85 85–90 90–95 >95

Body temp.4 <28 28–32 32–35 35–38 38–39.5 >39.5

1beats per minute, 2mmHg, 3breaths per minute, 4 ◦C
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EWS Improvement

• Data reliability:
• Values in reasonable scope
• Changes in reasonable scope
• Consistency between sensors

• Situation awareness
• Power efficiency
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Enhanced Early Warning Score

Arman Anzanpour et al. “Self-Awareness in Remote Health Monitoring Systems using Wearable Electronics”. In:
Proceedings of Design and Test Europe Conference (DATE). Lausanne, Switzerland, Mar. 2017
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Enhanced Early Warning Score - Data Reliability

1 Check on the reliability of sensed values
2 Check on the reliability of value changes
3 Check on consistency between sensor data
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Enhanced Early Warning Score - Data Reliability

1 Check on the reliability of sensed values
2 Check on the reliability of value changes
3 Check on consistency between sensor data
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Enhanced Early Warning Score - Situation
Awareness

1 Consider the activity mode of person
2 Consider time of day
3 Consider location
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Enhanced Early Warning Score - Situation
Awareness

1 Consider the activity mode of person
2 Consider time of day
3 Consider location
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Enhanced Early Warning Score - Power Efficiency

1 Prioritize different situations
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Enhanced Early Warning Score - Power Efficiency

1 Prioritize different situations
2 Distinguish different modes of urgency
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Enhanced Early Warning Score - Power Efficiency

1 Prioritize different situations
2 Distinguish different modes of urgency
3 Define sensing activity for each mode

State Respiration Rate
Activity

Blood
Pressure

Heart Rate,
SpO2, and

Body Temp.

Transmission
Power

Consumption

A Continuous
Every hour in day
Disabled in night

Every sec. 29 mW

B 2 min continuous
8 min OFF

Every hour in day
Disabled in night

Every sec. 26.8 mW

C 2 min continuous
3 min OFF

Every 3 hours in day
Disabled in night

Every min. 12.5 mW

D 2 min continuous
8 min OFF

Every 3 hours in day
Disabled in night

Every min. 7 mW

E 2 min continuous
18 min OFF

Disabled Every min. 4.3 mW
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Enhanced Early Warning Score - Power Efficiency

Over a day half the energy can be saved.
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Enhanced Early Warning Score Summary

• Considering data reliability improves quality of observation;

• Considering sitation improves quality of observation;

• Collecting needed data only improves efficiency.
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Attention Based Temperature Measurement

• How many temperature measurements are required in an
MPSoC?

• It varies over several orders of magnitude depending on
activity and current temperature.

Conventional Architecture Proposed Architecture

Nima TaheriNejad, M. Ali Shami, and Sai Manoj P. D. “Self-aware sensing and attention-based data collection in
Multi-Processor System-on-Chips”. In: 15th IEEE International New Circuits and Systems Conference (NEWCAS).
June 2017, pp. 81–84
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Attention Based Temperature Measurement

• How many temperature measurements are required in an
MPSoC?

• It varies over several orders of magnitude depending on
activity and current temperature.

Conventional Architecture Proposed Architecture

Nima TaheriNejad, M. Ali Shami, and Sai Manoj P. D. “Self-aware sensing and attention-based data collection in
Multi-Processor System-on-Chips”. In: 15th IEEE International New Circuits and Systems Conference (NEWCAS).
June 2017, pp. 81–84
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Attention Based Temperature Measurement

• How many temperature measurements are required in an
MPSoC?

• It varies over several orders of magnitude depending on
activity and current temperature.

Conventional Architecture Proposed Architecture

Nima TaheriNejad, M. Ali Shami, and Sai Manoj P. D. “Self-aware sensing and attention-based data collection in
Multi-Processor System-on-Chips”. In: 15th IEEE International New Circuits and Systems Conference (NEWCAS).
June 2017, pp. 81–84
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Attention Based Temperature Measurement

Intel Nehalem processor, running Barnes from SPLASH-2 Benchmarks, using
Snipersim and Hotspot.
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Attention Based Temperature Measurement

• When only differences > ∆ = 1,2,5◦C are reported, 7 out
of 10 sensors send only 1 value in this experiment.

• Reduction of temperature reports for Memory, ALU and
D-Cache:

Unit ∆ = 1 Imp. ∆ = 2 Imp. ∆ = 5 Imp.
Memory 13 35% 9 55% 4 80%
ALU 4 80% 2 90% 1 95%
D-Cache 2 90% 2 90% 1 95%
All others 1 95% 1 95% 1 95%
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Attention Based Temperature Measurement
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Attention Based Temperature Measurement

• Rate of temperature reporting can be significantly reduced
and fine tuned;

• Can depend on
• relative difference,
• absolute difference,
• absolute value,
• system level mode;

• Potential benefits:
• reduced processing,
• reduced communication,
• reduced measurements.
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• Rate of temperature reporting can be significantly reduced
and fine tuned;

• Can depend on
• relative difference,
• absolute difference,
• absolute value,
• system level mode;

• Potential benefits:
• reduced processing,
• reduced communication,
• reduced measurements.
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Attention Based Temperature Measurement

• Rate of temperature reporting can be significantly reduced
and fine tuned;

• Can depend on
• relative difference,
• absolute difference,
• absolute value,
• system level mode;

• Potential benefits:
• reduced processing,
• reduced communication,
• reduced measurements.
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Outline

1 Motivation

2 Architecture for Awareness

3 Comprehensive Observation

4 Goal Management

5 Conclusion
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Goals for Dynamic Task Mapping

Per-
application

Latency

System
Throughput

Resource
Utilization

Power and
Energy

Life-time
Reliability

Thermal
Stability

Performance Driven Throughput Driven Lifetime Reliability Driven

Varying 
Workload and 
User Demands

Time

Goal

Time

Goal

System 
Aberrations 

and Constraints 

Hierarchical
Dynamic Goal 
Manager
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Dynamic Task Mapping

t1t4 t0 D D

t2t5 t3 D D

DD D D DD D D

D D

D D

Application 2

Application 4

Application 1

Application 3

t0

t3t1 t2

t4

t5

Application 1 
Task Graph
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Example 1: Performance Driven Task Mapping

App2

App3

App1

App2

App3

App1

App4

MapPro prefers compact and contiguous regions.

Mohammad-Hashem Haghbayan et al. “MapPro: Proactive Runtime Mapping for Dynamic Workloads by Quantifying
Ripple Effect of Applications on Networks-on-Chip”. In: Proceedings of the International Symposium on Networks
on Chip. Vancouver, Canada, Sept. 2015
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Example 2: Throughput- and Power-Constrained
Task Mapping

The patterning algorithm disperses mapped cores to maximize
the Thermal Safe Power budget.
Anil Kanduri et al. “Dark Silicon Aware Runtime Mapping for Many-core Systems: A Patterning Approach”. In:
Proceedings of the International Conference on Computer Design (ICCD). New York City, USA, Oct. 2015,
pp. 610–617
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Example 3: Lifetime-Reliability-Driven Task
Mapping
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MapPro:
lifetime=5.52 years
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Reliability aware mapping:
lifetime=12 years

The plots show the reliability of cores at the end of the system’s lifetime.
The end of the system’s life is reached when the reliability of one core drops below 30%.

M. H. Haghbayan et al. “A lifetime-aware runtime mapping approach for many-core systems in the dark silicon era”.
In: Design, Automation Test in Europe Conference Exhibition (DATE). Mar. 2016, pp. 854–857
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Goal Management Levels

1 Single objective; Design time;

2 Multiple objectives; Design time;

3 Multiple objectives; Run time;

4 Multiple, hierarchical objectives; Run time;
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Goal Management Levels

1 Single objective; Design time;

2 Multiple objectives; Design time;

3 Multiple objectives; Run time;

4 Multiple, hierarchical objectives; Run time;
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Goal Management Levels

1 Single objective; Design time;

2 Multiple objectives; Design time;

3 Multiple objectives; Run time;

4 Multiple, hierarchical objectives; Run time;
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Goal Management Levels

1 Single objective; Design time;

2 Multiple objectives; Design time;

3 Multiple objectives; Run time;

4 Multiple, hierarchical objectives; Run time;
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Hiararchical Goal Management

Primary Goals

Sub−Goals

Goal 2: Meet Application

Goal 1: Maximize Lifetime

Aging Controller

Requirements

Power Controller QoS Controller
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Supervisory Control

Classic 
Controller 1

Classic 
Controller 2

Classic 
Controller N

Ph
ys
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al
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nt
 

Con_lo1

Inf_lo1

Refs1

Con_lo2

Inf_lo2

Con_los

Inf_los

Inf_lo_hi

High-level Plant 
Model

Con_hi
Inf_hi

Le
af

 
C

on
tr
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le

rs
S
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s

te
m

 e
v

e
n

ts

Selected 
Gains1 Refs2 Refss

Selected 
Gains2

Selected 
Gainss

Supervisory 
Controller

Sub-plant 1 Sub-plant 2 Sub-plant N

Variable Goals and PoliciesUser inputs

SPECTR

Amir M. Rahmani et al. “SPECTR - Formal Supervisory Control and Coordination for Many-core Systems Resource
Management”. In: Proceedings of the 23rd ACM International Conference on Architectural Support for Programming
Languages and Operating Systems. Williamsburg, VA, USA, Mar. 2018; T. R. Mück et al. “Design Methodology for
Responsive and Robust MIMO Control of Heterogeneous Multicores”. In: IEEE Transactions on Multi-Scale
Computing Systems PP.99 (2018), pp. 1–1
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Goal Management Inputs

Hierarchical Dynamic Goal Manager
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Goal Management Inputs

Hierarchical Dynamic Goal Manager

Application
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Goal Management Inputs

Hierarchical Dynamic Goal Manager

System Application
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Goal Management Inputs

Hierarchical Dynamic Goal Manager

System Application

Platform 55Proceedings of CPS&IoT2019 page 594



w
w

w
.i

c
t.

tu
w

ie
n
.a

c
.a

t

Hierarchical Goal Mangement

Subsystem 1
(Thermal 

State)

Subsystem 2 
(Aging State)

Subsystem S
(Power State)

Plant (Many-core Fabric)

Physical relations 
among different 
aspects

Leaf controllers 
report their state 
upwards

Leaf Controllers 
for managing 
temperature, 
power,  

Controller 1 Controller 2 Controller S

Leaf Controllers

Leaf 
controllers 
communicate 
with each 
other

Variable Goals 
and Policies

Plant Properties 
and States

PGCPGC

Hierarchical Dynamic Goal Manager
GCs inform PGCs about 
state, progress, and 
deviations.

Primary Goal 
Controllers (PGCs)
Goal Controllers (GCs)

PGCs give 
directions to 
GCs.

PGCPGC

GCGC GCGC

M
iddlew

are
O

S
Plant

Goals give direction 
for management of 
the plant and 
subplants

• The system’s requirements changes over its lifetime.
• Different objectives are invoked at different time.
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Goal Driven Autonomy
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State Detection

State vector:

• Power: Violation: TDP < p
Potential Violation: 0.8 TDP ≤ p ≤ TDP
No Violation: p ≤ 0.8 TDP

• User Command: High Performance
Low Power

• Performance per application:
[Min run time, Max run time]
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Priority Assignment

• Primary goals: thermal safety

• Secondary goals: User experience

• Tertiary goals: Application requirements
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Priority Assignment - Urgency

Urgency is the extent of a violation of a parameter:

UPow =
Pcur

Pref

Pcur is the instantaneous power consumption;
Pref is the fixed upper bound on power (TDP)
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Priority Assignment - Urgency

Uperf =
perfmax − perfcurr

perfmax − perfref

perfmax the maximum required application performance;

perfcurr the instantaneous measured performance;

perfref

{
perfmax+perfmin

2 if User Command = High Performance
perfmin if User Command = Low Power
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Goal Enforcement

• Selects action that most likely will satisfy the highest
priority goal;

• Action = Resource allocation policy;
• Initial action is randomly selection;
• Actions are assessed in a reinforcement learning loop;
• Reinforcement learning is based on a reward function.
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Reward Calculation

Reward = W0 × R0 + W1 × R1 + W2 × R2 + ... + Wn × Rn

E.g. with two goals for power and performance:

Reward = WPower × RPower + WPerf × RPerf

RPower =
Pref − Pcurr

Pref

RPerf =
1
n

n∑
i=1

Perfi − Perfmin

Perfmax − Perfmin

Perfi the measured performance of the ith application
Perfmin,Perfmax minimum and maximum required performance
n the total number of applications running
Wi assigned by the priority re-assigner.
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Experiments

Experiments with a set of microkernel benchmarks;
Hardkernel Odroid XU3 board,
with two clusters (4 big (A15) and 4 little (A7) CPU cores;
Performance in heartbeats/sec.
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Comparison

Tech. Obj Cmd Pwr viol. Perf. viol. Avg. pwr
LP policy Power X 3% 65% 2.99
HP policy Perf. X 67% 0% 3.8

GDA Dynamic X 20% 34% 3.2
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Goal Driven Autonomy

Elham Shamsa et al. “Goal-Driven Autonomy for Efficient On-chip Resource Management: Transforming Objectives
to Goals”. In: Proceedings of the Design and Test Europe Conference (DATE). Florence, Italy, Mar. 2019

Axel Jantsch et al. “Hierarchical Dynamic Goal Management for IoT Systems”. In: Proceedings of the IEEE
International Symposium on Quality Electronic Design (ISQED 2018). USA, Mar. 2018

Amir M. Rahmani, Axel Jantsch, and Nikil Dutt. “HDGM: Hierarchical Dynamic Goal Management for Many-Core
Resource Allocation”. In: IEEE Embedded Systems letters 10.3 (Sept. 2018)
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Outline

1 Motivation

2 Architecture for Awareness

3 Comprehensive Observation

4 Goal Management

5 Conclusion
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Self-Aware Control Loop

Learninng
Model building
Observation Actions &

Policies

Goal

Dynamic 

Management

CPS

Environment
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Let’s Get Out

• Let’s get physical

• Let’s get real

• Let’s get out

David Tennenhouse. “Proactive Computing”. In:
Communications of the ACM 43.5 (May 2000), pp. 43–50
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Let’s Get Out

• Let’s get physical

• Let’s get real

• Let’s get out

David Tennenhouse. “Proactive Computing”. In:
Communications of the ACM 43.5 (May 2000), pp. 43–50
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Let’s Get Out

• Let’s get physical

• Let’s get real

• Let’s get out

David Tennenhouse. “Proactive Computing”. In:
Communications of the ACM 43.5 (May 2000), pp. 43–50
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Let’s Get Out

• Let’s get physical

• Let’s get real

• Let’s get out

David Tennenhouse. “Proactive Computing”. In:
Communications of the ACM 43.5 (May 2000), pp. 43–50
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Traditional Design Flow

Requirements specification Design Verification

ImplementationValidation

Manufacturing
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Design of Self-Aware Chips

Goals

Generate Subgoals

Set parameters

Optimize

Monitor

Goal 1
Goal 2
Goal 3
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Design of Self-Aware Chips

Goals

Generate Subgoals

Set parameters

Optimize

Monitor

Goal 1
Goal 2
Goal 3

Optimization
Contin

uous
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Motivation – image-based control (IBC)
Sensing (𝑇𝑇𝑠𝑠)

Control computation (𝑇𝑇𝑐𝑐)

Actuation (𝑇𝑇𝑎𝑎)

3

https://www.mercedesofsalem.com/blog/mercedes-benz-magic-body-control/

𝑓𝑓ℎ = period of camera frame arrival;
ℎ = Sampling period or start of two successive sensor processing
𝜏𝜏 = sensing-to-actuator delayProceedings of CPS&IoT2019 page 623



Image-based control – embedded processing
4
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Image-based control – timing challenges 
• Camera framerate is much higher that the rate at which frames 

are processed; several frames are not processed;
• For 60 fps(frames per second) camera, 𝑓𝑓ℎ= 16.67 ms;
• Sensing, computing and actuating tasks have WCETs 𝜏𝜏𝑠𝑠, 𝜏𝜏𝑐𝑐 and 𝜏𝜏𝑎𝑎
• 𝜏𝜏𝑠𝑠 ≫ 𝜏𝜏𝑐𝑐+𝜏𝜏𝑎𝑎

5
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Image-based control – example 
• For 60 fps(frames per second) camera, 𝑓𝑓ℎ= 16.67 ms;
• Sensing, computing and actuating tasks have WCETs 𝜏𝜏𝑠𝑠, 𝜏𝜏𝑐𝑐 and 𝜏𝜏𝑎𝑎
• 𝜏𝜏𝑡𝑡 = 𝜏𝜏𝑠𝑠 + 𝜏𝜏𝑐𝑐+𝜏𝜏𝑎𝑎

• 𝜏𝜏 = 𝜏𝜏𝑡𝑡
𝑓𝑓ℎ

𝑓𝑓ℎ

• E.g., 𝜏𝜏𝑡𝑡=84 ms; 𝜏𝜏=100 ms
• h= 𝜏𝜏=100 ms

6
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Height of the road surface 
read by the camera

Settling time = 400 ms → too slow

7
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What can we do?
• Pipelining sensing task → shorten sampling period h and 

unaltered long delay 𝜏𝜏

• Parallelizing sensing task → shorten both sampling period h and 
delay 𝜏𝜏; limited by degree of parallelism;

• Approximation of the sensing block → shorten both sampling 
period h and delay 𝜏𝜏

8
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Background – Approximate computing
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What is “approximate computing”?
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Error Resilient Applications

Image Processing & Compression Biometric Security

Navigation Web Browsing

No single accurate result!!!
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IBC with image approximation in the loop
• Image processing applications work as part of a bigger closed-loop 

system

ISPCamera 
Sensor

Image 
Processing Controller

u[k]
Approximate

Plant/ System

image
containing x[k]

What is the impact of image approximation on the bigger closed-loop system?
How to analyse this impact?
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Tutorial coverage
• Basics of image-based control design and challenges 
• Background on image approximation
• Integration and analysis of image approximation in an IBC
• Performance evaluation and trade-off analysis  
• Case-study: Lane Keeping Assist System (LKAS)
• Evaluation framework – IMACS
• Results and (possibly) demo
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Image Approximation: tuning knobs
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IMACS framework: overview

+
SiL HiLNvidia Drive PX2

code
C++

Matlab

ISPCamera 
Sensor

Image 
Processing Controller

u[k]
Approximate

Plant/ System

Physics Simulation Engine + Actuation

image
containing x[k]
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IMACS: Software-in-the-Loop simulator

http://www.es.ele.tue.nl/cps/automotive/#imacs

Import

Control Inputs
(Vehicle Actuation)

Sensor 
Inputs

Server

Client

ISP

Controller

V-REP image

Output: update 
control inputs

Simulation Environment

Highway model

Control Performance

C++ / Image Processing (IP) code
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IMACS: Hardware-in-the-Loop simulator

http://www.es.ele.tue.nl/cps/automotive/#imacs

Import

Control Inputs
(Vehicle Actuation)

Sensor 
Inputs

Host PC

Nvidia Drive PX2

ISP

Controller

V-REP image

Output: update 
control inputs

Simulation Environment

Image Processing (IP)

+

TCP/IP
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Results: Profiling
• Intel i7 processor @2.6GHz
• ISP stage is the most compute-intensive  approximate

TS TC TA TS TC TA TS TC TA

Raw 
Image Data

Raw 
Image Data

Raw 
Image Data

Time
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Results: Profiling
Output of accurateISP

Output of approximateISP  knob1

Output of approximateISP  knob2
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Results: Control Performance
• Without considering improved timing
• Performance deteriorates for approximated images (v1 – v7)

• Still acceptable for control
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Results: Performance
• Considering improved timing
• Performance improves
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Conclusions
• Image-based control suffers from long processing delay; 

• Image-approximation is one primising approach to deal with
long delay and save compute energy;

• There are several knobs that decides the performance of the 
overall IBC system;

• Extensive design space exploration is required design sweet-
spots;
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• Embedded system is electronic device or product with certain 
components: 
◦ microprocessor(s), 

◦ software, 

◦ peripherals, 

◦ and several optional parts such as external memory.  

 

• There are plenty of use-cases for these, such as: 
◦ aircraft industry, 

◦ automobile industry, 

◦ network devices, 

◦ and many others. 

2 

WHAT IS AN EMBEDDED SYSTEM? 
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• Today more than ever, the cyber-criminality, hacktivism and 
other illegal activities in the cyber-space are growing 
exponentially. 

 

• Several examples around the world: 
◦ Everything start with Stuxnet? Of course not, …  

◦ 2007, Syrian radar was hacked (temporally disabled) before serious 
military operation 

◦ 2012, back-door in computer chip was found in Boeing 787s 

◦ and we can continue with many different examples from today 
cyberwarfare such as Estonian cyberattack in 2007, South Korea cyber 
attack in 2009, Burma cyberattack in 2010, Singapore cyberattack in 2013, 
and many others. 
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WHY SECURITY ? 
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• There are also non-security aspects, which must be considered 
when speaking about security such as: 
◦ type of network,  

◦ type of communication, 

◦ bandwidth,  

◦ maximum coupling loss, 

◦ frequency bands, 

◦ maximum downlink and uplink data rates, 

◦ daily downlink and uplink throughput, 

◦ cost. 
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… BEFORE WE GET IN … 
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• Security ≠ Safety ! 
 

• Security might be defined in several ways lets stick with this 
definition:  

 “Security is the ability of an entity to protect assets” 
 

• Embedded system security is nothing else than previously 
defined security in the context of embedded systems. 
 

• There many different levels such as: software security, 
hardware security, network security and many others. 

5 

SPEAKING ABOUT SECURITY …  
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• In the beginning, there were no specific (crypto-/cyber-)security 
assets. 

• Then come so called CIA Triad – Confidentiality, Integrity and 
Availability. 

• However, this approach was not sufficient with more and more 
difficult cyber-environment. Therefore, “Security Star” was 
introduced, which brought also authentication and non-
repudiation. 

• In 2002, the Parkerian Hexad was established, which bring 
another three additional components to the CIA Triad: 
possession, authenticity, and utility. 

• However, today is not enymore that simple. 
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SPEAKING ABOUT ASSESTS … 
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• Credentials such as keys, initial vectors, salt, pepper and others. 

 

• The basic of all algorithms relies on credentials and their life-
cycle: 

 
◦ Their creation – random number generators their entropy, randomness and 

other parameters, 

 

◦ Their process – delivery, saving, exchange and more, 

 

◦ Their destruction – each credentials end with its destruction. 
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THE SECURITY ROUTE BEGINS … 
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• There are different protection of identity, we will divide it to 
static and dynamic ones. 

 

• Extra techniques might be such as privacy-preserving 
measures to minimise the use of permanently allocated 
identifiers which could be intercepted and correlated with 
device activity over time.  

 

• An example of this is the TMSI (Temporary Mobile Subscriber 
Identity) allocated by 3GPP networks to address the mobile 
device instead of the IMSI (International Mobile Subscriber 
Identity) which is only used once each time the device is 
powered on. 
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IDENTITY PROTECTION 
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• Authentication is process of verifying/identifying the 
source/party/individual/device/... 

 

• There are various parties involved in the establishment of 
network connectivity, each of which may desire to authenticate 
themselves to the other parties  

 

• Authentication should be considered from point of: 
◦ device – identificators, certificates, …. 

◦ network – identificators, certificates, … 

◦ message – (H)MAC,  

◦ and subscriber – handled by „own“, „know“ and „are“ methods. 
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AUTHENTICATION 
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• Integrity protection ensures that any tampering with the 
content of the communication by a “man in the middle” can be 
detected by the intended recipient.  

 

• With layered network architectures, control information (for 
example, routing addresses) is processed at different layers. 

 

• Integrity protection applied at higher layers may protect 
application data but not the lower level control information, so 
we should consider control and data integrity protection 
separately.  

 

• Data integrity is mostly handled via simple CRCs, hashes, etc. 
10 

DATA INTEGRITY 
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• Data confidentiality means protecting the information from 
disclosure to unauthorized parties. 

 

• Data confidentiality is almost always achieved by encryption of 
the data.  

 

• Although a lot of attention is paid to the strength of encryption 
algorithms and the length of encryption keys. However, in 
practice these are not the most important factors in the 
effectiveness of the security. 
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DATA CONFIDENTIALITY 
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• End-to-Middle security means that security is handled only 
partially on the whole chain. On the other hand, end-to-end 
security means that security is handled on the whole 
communication chain. 

 

• End-to-Middle Security and End-to-End Security is also very 
important aspect of the architecture. 

 

• End-to-Middle security is mostly provided by third-parties such 
as operators. 

 

• End-to-End security must be provided mostly by the user. 

 12 

E2M/E2E SECURITY 
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• Forward Secrecy is just simple protection against historical 
breaks of security, which would cause future security breaches. 

 

• This is often handled via so called one-time credentials such as 
a “session key” for the encryption and others. 

 

• Typical example might be an ephemeral Diffie-Hellman Key 
Exchange, which is a public key-based algorithm, but relatively 
computationally intensive, thus perhaps unsuitable for many 
low power devices.  

13 

FORWARD SECRECY 
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• Replay protection is a security property of a protocol such that 
messages recorded by an attacker will not be accepted by their 
recipient as legitimate if they are reinserted into the 
communications link later.  

 

• This is important in scenarios where the content of the 
message is linked to some kind of commercial transaction, or, 
for example, where an attacker wishes to evade detection by a 
surveillance device by disabling it and replacing its 
transmissions with previously recorded normal activity. 

 

• The protection is often made via counters, timestamps and 
other similar methods. 
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REPLAY PROTECTION 
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• Reliable delivery is a service, which ensures the availability. 

 

• It indirectly affects other security characteristics as, without 
reliable delivery of messages, attackers could potentially block 
delivery of certain messages without the device and/or the 
network being aware of it.  

 

• The main risk come from selectively blocking a few messages, 
which might be unnoticed and benefit an attacker, for example 
avoiding their being detected by a surveillance device. 
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RELIABLE DELIVERY 
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• The prioritization is when tasks, processes, messages and 
other entities involved might get prioritized over others in case 
of need. 

 

• This is mostly crucial in critical application, critical 
infrastructures, safety-hazard applications, etc. 

 

• Most common solutions are QoS, flow controls, control 
functions and other similar methods. 

16 

PRIORITIZATION 
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• Updatability is an ability to renew the software, firmware, 
credentials, algorithms, and other important part involved in the 
processes. 

 

• New vulnerabilities are discovered every day, and the most 
effective response to such vulnerabilities is to patch affected 
devices with updates. 

 

• The OTAA is always preferred method as there might be already 
tens, hundreds, thousands and more devices deployed and it is 
very inefficient to try update each one-by-one. 
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UPDATABILITY 
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• Network Monitoring and Filtering is the one real-time service, 
which might prevent real attacks from their impact on the 
assets. 

 

• Not a main attribute as previous, but very important part of the 
„whole“ conceptual solution. 

 

• There are systems such as IPS or IDS, which tried to detect or 
even prevent the systems from being attacked. 
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NETWORK MONITORING AND FILTERING 
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• Algorithm Negotiation is an important surveillance services 
similar to updatability.  

 

• Algorithm negotiation provide possibility to select between the 
algorithms, i.e., when one of the algorithms get broken as over 
time, the use of certain cryptographic algorithms may be 
deprecated, either due to advances in computing power or to 
flaws being discovered in their mathematical basis or design.  

 

• Simple example might be with selecting between RC4, MD5 and 
SHA. 
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ALGORITHM NEGOTIATION 
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• Class Break Resistance helps in situations where there are a 
large number of devices of the same type deployed, the risk of a 
class break occurs when the system design is such that an 
attacker who finds a way to compromise one device is then able 
to easily use the same method to compromise other devices of 
the same type. 

• This risk frequently arises when devices share the same secret 
or private keys, so that if the key from one device is exposed, 
perhaps by a lengthy or difficult attack, it can then be easily 
used to compromise other devices.  

• Best practice is to ensure that secret and private keys are 
unique to each device. 
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CLASS BREAK RESISTANCE 
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• There are very few certification authorities for the end-devices 
from the point of security. 

 

• Mostly you will find institutions, which tries to ensure that 
security requirements are met if needed (i.e., medical devices). 

 

• However, mostly you will face proprietary devices made by 
regular engineers not security experts. 

 

• Always ask for security documentations without black holes, 
risk-analysis and security optimization made, standards which 
are fulfilled or used algorithms, … 

21 

CERTIFIED EQUIPMENT 
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• IP Network is just last example what all types of parameters 
might be involved in the security. 

 

• IP network is most probably the most comfortable and known 
environment in case of cyberspace. 

 

• Considering many different proprietary solutions, networks, 
communication technologies – IP Network will be also the most 
dangerous environment with most of the criminal activity 
(compared for example with proprietary radio solution, where 
attacker would need to first study the environment). 
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IP NETWORK 
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• You will most probably not protect your yard with M1A2 SEP 
(USA tank) or Challenger 2 (UK tank) - even if you of course 
could. 

 

• Thus very similarly it works with the cybersecurity. 

 

• Most importantly, you need to establish the use-case specifics. 

 

• Then you should define attack vectors, potential vulnerabilities 
and risks. 

 

• … and finally, select the right defense. 
23 

IS ALL THIS EVEN NECESSARY? 
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Thank you for your attention. 
 

fujdiak@vutbr.cz 
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• https://www.slideshare.net/adelbarkam/introduction-to-
embedded-system-security 

• https://www.slideshare.net/MalachiJones/embedded-systems-
security-54730736 

• https://slideplayer.com/slide/10206947/ 

• https://fhcouk.files.wordpress.com/2017/05/lpwa-security-
white-paper-1_0_1.pdf 
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Smart Cyber Physical Systems & Internet-of-Things

Smart Traffic Control
Smart Transport Systems

Smart Grids
http://solutions.3m.com/wps/portal/3M/en_EU/Sma

rtGrid/EU-Smart-Grid/

https://www.automotiveworld.com/analysis/automotive-
cyber-physical-systems-next-computing-revolution/

https://www.emaze.com/@ACIOWOWR/IMSA-Slide-Show

Industry 4.0: 
Smart Industrial Automation

https://vimeo.com/145877805

Smart Houses
https://www.linkedin.com/pulse/smart-homes-
private-secure-future-intelligent-home-tripti-jha

Smart Automobiles
http://www.it5g.com/latest-software-
enhancements-in-the-auto-industry/

Smart Robots
http://alpha-smart.com/alphaboten

Smart Health Care

Applications
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ML Applications => requiring High Efficiency Gains4

Autonomous 
Driving

Cancer Detection Natural Language 
Processing

Image 
Classification

Object Detection & 
Localization

Machine 
Translation

Strategy 
Games

Forex/Stocks 
Trading
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Smart CPS & IoT => The Big Data Processing Challenge!5

 By 2025: 75 Billion connected devices
 By 2025: 4,785 interactions per 

connected person in one day.

 By 2025: 160 Zettabyte measured data
 By 2020: for every person on earth, 

1.7 MB data/sec will be generated.

AI / ML is inevitable, we have to efficiently 
infer knowledge from the big data, and 

derive predictions
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Smart CPS & IoT => The Big Data Processing Challenge!

Failure of F-22 
Raptor (2007)

http://www.dailytech.com/Lockheeds
+F22+Raptor+Gets+Zapped+by+Inte
rnational+Date+Line/article6225.htm

Toronto, on the 
evening of August 14, 

2003

Northeast blackout of 2003

Satellite imagery of the Northeastern 
United-States taken before and 

during the blackout

https://en.wikipedia.org/wiki/Northeast_blackout_of_2003

Norwegian C-
130 crash (2012)
https://en.wikipedia.org/wiki/2012_

Norwegian_C-130_crash

Hacking Jeep Cherokee 4x4 (2015)
Sent the instructions through Entertainment systems
• Change the in-car temperature
• Control the steering 
• Control the braking system
https://www.ophtek.com/4-real-life-examples-iot-hacked/
https://www.wired.com/2015/07/hackers-remotely-kill-jeep-highway/

Smart Healthcare
(Energy and time constraints)

… should consider
 Performance
 Throughput
 Latency

 Robustness
 Reliability
 Security

 Others
 Adaptability
 Safety
 Privacy
 Interoperability
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Smart CPS & IoT => The Big Data Processing Challenge!

Failure of F-22 
Raptor (2007)

http://www.dailytech.com/Lockheeds
+F22+Raptor+Gets+Zapped+by+Inte
rnational+Date+Line/article6225.htm

Toronto, on the 
evening of August 14, 

2003

Northeast blackout of 2003

Satellite imagery of the Northeastern 
United-States taken before and 

during the blackout

https://en.wikipedia.org/wiki/Northeast_blackout_of_2003

Norwegian C-
130 crash (2012)
https://en.wikipedia.org/wiki/2012_

Norwegian_C-130_crash

Hacking Jeep Cherokee 4x4 (2015)
Sent the instructions through Entertainment systems
• Change the in-car temperature
• Control the steering 
• Control the braking system
https://www.ophtek.com/4-real-life-examples-iot-hacked/
https://www.wired.com/2015/07/hackers-remotely-kill-jeep-highway/

Smart Healthcare
(Energy and time constraints)

… should consider
 Performance
 Throughput
 Latency

 Robustness
 Reliability
 Security

 Others
 Adaptability
 Safety
 Privacy
 Interoperability

But,
Processing, Cybersecurity, and Reliability 

requires Power / Energy!

Minimal power footprint => Market Winner

Challenging Question
How to process such huge amount 

of data in power/energy efficient way, 
while providing robustness?
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Why to care about Low-Power Computing?
Power is the Limiting Factor for Technology Scaling

Power
 Power wall vs. core count 
 Leakage  significant part 

Leads to high Temperature
 Aggravates reliability

High energy => Reduced 
Battery Lifetime

(source: ITRS Roadmap 2010)

The growing power density (measured in W/cm2) of 
Intel's microchip processor families. (Source: Intel)

Power density continues to get worse

(src: A. Cuomo, ST Micro, Stockholm, Sept.8, 2004) Proceedings of CPS&IoT2019 page 683
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Why to care about Low-Power Computing?
Power is the Limiting Factor for Technology Scaling

Power
 Power wall vs. core count 
 Leakage  significant part 

Leads to high Temperature
 Aggravates reliability

High energy => Reduced 
Battery Lifetime

(source: ITRS Roadmap 2010)

The growing power density (measured in W/cm2) of 
Intel's microchip processor families. (Source: Intel)

Power density continues to get worse

(src: A. Cuomo, ST Micro, Stockholm, Sept.8, 2004)

All Computing is Low-Power!
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Why to care about Low-Power Computing?
High Power => High Cost and CO2 Emissions

10

2014: $143 Billion investment 
worldwide for new data centers

Lighting and other overheads (5%)

Computational 
Load (40%)

Cooling System (35%)

UPS and Power 
Distributions (20%)Components/Systems Power (KW)

Cooling System 52.5
Computational Load 60
Lighting and other overheads 7.5
UPS and Power Distribution 30

Sources: Data Center Market and Technology Trends Power Electronics presentation held at APEC 2016 from Yole Development.

88%

92%

96%

100%

2010 2012 2014 2016 2018 2020 2022 2024 2026 2028 2030
Po

w
er

 (T
W

/h
 [%

])

Global Electricity Supply Electricity Usage of Data Center

By 2030: Power consumption 
of Data Canters will be 7.5%
(i.e., 2967 TW/h) of the total 
global electric power supply.

Sources: Google images; Andrae, Anders SG, and Tomas Edler. "On global electricity usage of communication technology: trends to 2030." Challenges 6.1 (2015): 117-157.

High Power/Energy Requirement => Bad CO2 Balance
Computing systems => Appx. 2% of global CO2 emissions

Power requirement for 
Yole Data Center in France
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High Power => High Cost and CO2 Emissions

11

2014: $143 Billion investment 
worldwide for new data centers

Lighting and other overheads (5%)

Computational 
Load (40%)

Cooling System (35%)

UPS and Power 
Distributions (20%)Components/Systems Power (KW)

Cooling System 52.5
Computational Load 60
Lighting and other overheads 7.5
UPS and Power Distribution 30

Sources: Data Center Market and Technology Trends Power Electronics presentation held at APEC 2016 from Yole Development.

88%

92%

96%

100%

2010 2012 2014 2016 2018 2020 2022 2024 2026 2028 2030
Po

w
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Global Electricity Supply Electricity Usage of Data Center

By 2030: Power consumption 
of Data Canters will be 7.5%
(i.e., 2967 TW/h) of the total 
global electric power supply.

Sources: Google images; Andrae, Anders SG, and Tomas Edler. "On global electricity usage of communication technology: trends to 2030." Challenges 6.1 (2015): 117-157.

High Power/Energy Requirement => Bad CO2 Balance
Computing systems => Appx. 2% of global CO2 emissions

Power requirement for 
Yole Data Center in France

Required
Power/Energy-Efficient & Thermal-Aware 

Architectures and Run-Time System
for Complex Computing Systems
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Computer  Architecture and  Robust,
Energy-Efficient Technologies Group

Brain-Inspired Computing 
(BrISC)

Proceedings of CPS&IoT2019 page 687
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Machine Learning and the Computing Efficiency Gap!

Deep Blue vs. Garry Kasparov AlphaGO vs. Lee Sedol

IBM RS/6000 SP high-
performance computer

1996 2016

IBM Watson vs. Brad Rutter 
and Ken Jennings

IBM Blue Gene supercomputer

1,920 CPUs 
and 280 
GPUs

2011

Google's cloud computing

2,880 POWER7 
processor threads 
and 16 terabytes of 

RAM

Data Source: https://jacquesmattheij.com/another-way-of-looking-at-lee-sedol-vs-alphago

30 P2SC 
nodes + 480 

dedicated 
ASICs to play 

chess

1MW

200KW

20W900W + Power for 
480 dedicated 

ASICs
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Machine Learning and the Computing Efficiency Gap!

Deep Blue vs. Garry Kasparov AlphaGO vs. Lee Sedol

IBM RS/6000 SP high-
performance computer

1996 2016

IBM Watson vs. Brad Rutter 
and Ken Jennings

IBM Blue Gene supercomputer

1,920 CPUs 
and 280 
GPUs

2011

Google's cloud computing

2,880 POWER7 
processor threads 
and 16 terabytes of 

RAM

Data Source: https://jacquesmattheij.com/another-way-of-looking-at-lee-sedol-vs-alphago

30 P2SC 
nodes + 480 

dedicated 
ASICs to play 

chess

1MW

200KW

20W900W + Power for 
480 dedicated 

ASICs

We need 10,000x Gains to 
Bridge this Gap!!!
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Complexity of Neural Networks

Sources: 
[1]: Shafiee et al. @ arXiv:1709.05943 (2017)
[2]: Wei@ECCV1’6

Framework fps (NVIDIA Jetson TXI) IOU/mAP.

Fast YOLO 17.85 [1] 52.7 [2]

O-YOLOv2 11.8 [1] 65.1 [1]

YOLOv2 5.4 [1] 67.2 [1]

Source: [Sze et al. @ https://arxiv.org/abs/1703.09039]

 Different DNN architectures and their resource requirements
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Complexity of Neural Networks

Sources: 
[1]: Shafiee et al. @ arXiv:1709.05943 (2017)
[2]: Wei@ECCV1’6

Framework fps (NVIDIA Jetson TXI) IOU/mAP.

Fast YOLO 17.85 [1] 52.7 [2]

O-YOLOv2 11.8 [1] 65.1 [1]

YOLOv2 5.4 [1] 67.2 [1]

Source: [Sze et al. @ https://arxiv.org/abs/1703.09039]

 Different DNN architectures and their resource requirements

Huge Memory and Computational 
Requirements

(ResNET: 152 Layers, 11.3G MACs, 
60M weights)
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Brain-Inspired Computing: Research@CARE-Tech.
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Source: S. Mitra, P. Wong (Stanford), 
C. Mackin (MIT), J. Zhang (Google)

Software 
(Multi-Cores, 
GPUs)

Approximate 
Computing

Deep Learning 
Architectures

Neuromorphic 
Architectures 
and Beyond

Post-CMOS 
Technologies

...
...

... ... ... ...

Accurate SAD 
Accelerators

...

...

... ... ... ...

Approximate SAD 
Accel. Variant1 

... ...
...

...

... ... ... ...

Approximate SAD 
Accel. VariantN-1 

...

...

... ... ... ...

Approximate SAD 
Accel. VariantN 

SAD Accelerator Array Output and 
Monitoring

(MV, SAD, etc.)

AGU

On-Chip Memory

Ref. 
Frame
Search 
Window

Current 
Frame 
CTU

Power-Gating Control Approximate Variant Selection Unit

User 
ConstraintsCPU Main Memory

System Bus

CPU 
executes 
the ME 

algorithm 
andHEVC

Memory stores 
the video frames

1 uJ/neuron

FC 
layer

C1
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4
5
6
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8
9
0

C2P1 P2 FC

Input 
Image

First Convolution
C1@6 filters

Pooling
P1@Average

Second Convolution
C2@12 filters

Pooling
P2@Average 

Source: Huawei Kirin Chip

Source: IBM, TrueNorth Chip

??

In-Memory Computing

Source: IBM Research

CPS

High Performance, 
Energy Efficiency, 

Reliability, and Security
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Approximate Computing: A Motivating Example

Adder
Accuracy

100% 98.58% 85.85% 74.16% 74.9%

PSNR
(1𝑠𝑠𝑠𝑠 Row)

Inf 42 35.53 28.37 19.18

PSNR 
(2𝑛𝑛𝑛𝑛 Row)

Inf 40.61 34.45 28.95 20.56

Power* 1 0.63 0.53 0.18 0
*normalized

IMPACT Configurations [A. Ragunathan and K. Roy@TCAD’13]Proceedings of CPS&IoT2019 page 693
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Approximate Computing: Our Cross-Layer Approach

Application-Level Approximations

Approximate Adders
A
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Approximations for DTM
Core
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BasketDrill

AC off AC On

Data-Driven 
Approximation 
Analysis and 
Optimization

Also, doing AC for FPGAs
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Partially-Protected Cache Architecture
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Approximation-Aware Cache Architecture

Many-Core Processor

…
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IMPACT Configurations [A. Ragunathan and K. Roy@TCAD’13]

Low-Power Approximate 1-Bit Full Adders

Proceedings of CPS&IoT2019 page 695
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IMPACT Configurations [A. Ragunathan and K. Roy@TCAD’13]

Low-Power Approximate 1-Bit Full Adders

Constructing a Multi-Bit Adder
without Breaking the Carry Chain

…
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Coutk FAapx
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Ak Bk
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Low-Power Approximate Multi-Bit Adders
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2x2 Approximate Multipliers

AccMul ApxMulSoA CfgMulSoA ApxMulOur CfgMulOur

Area [GE] 6.880 3.704 7.232 4.939 6.350
Power [nW] 542.9 363 525 262 379
No. of Error Cases 0 1 - 3 -
Max. Error Value 0 2 - 1 -
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All Tested Approximate Multipliers: Circuits
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DSE Results for 8x8 Multipliers

3x1012 Possible Different Configurations
19 Selected Design-Points Filtered to:
 A, B3 and B6, C1 and C3, D6, D7, and D8
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Inherent Resilience of the HEVC Motion Estimation:
Case Study for Low-Power Approximate Accelerator
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Approximate Architecture for 
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Approximations for Energy-Efficient Machine Learning
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Approximation-Aware Cache Architecture

Many-Core Processor

…

Last-Level Cache Interconnect
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Approximations for Energy-Efficient ML

Our Cross-Layer 
Approximation 
Methodology

Model 
Compression

 Quantization

 Hardware-Level 
Approximations

[Hanif, et al @JOLPE’18] Proceedings of CPS&IoT2019 page 705
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Results using Alexnet on ImageNet Dataset

3. Hardware Approximation

[Hanif, et al @JOLPE’18]

1. Structured Pruning 2. Quantization

Proceedings of CPS&IoT2019 page 706
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DNN Challenges for GPUs

 Our goal: reduce memory requirements and efficiency at inference stage.
 Drawback: increase training time (but this penalty is typically affordable to 

achieve a better DNN design).
⇒ POSITIVE EFFECT: pruning has a regularizing effect, then at the first 

stages the accuracy is higher than the baseline.
Proceedings of CPS&IoT2019 page 707
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DNN Pruning: Methods Comparison

 Class-Distribution (CD): a 
certain threshold T is selected 
and, for every layer, all the 
parameters below σT are 
pruned, where σ is the 
standard deviation.

 Class-Uniform (CU): a 
certain percentage x is
selected and, for every layer, 
the smallest x% parameters
are pruned.

 Class-Blind (CB): a certain
percentage x is selected and 
the smallest x% parameters
of the entire model are 
pruned, without keeping 
uniform sparsity for each
layer.

Proceedings of CPS&IoT2019 page 708
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PruNet Methodology

 Hyper-parameters:
 Reduce learning rate.
 Set pruning percentage at 

every iteration.
 Set threshold for maximum 

accuracy loss.
 Pruning process (at each 

iteration):
 Sort weight according to the 

absolute value.
 Prune the lowest ones.
 Apply a mask for each 

weighted layer.
 Retrain the network.

 Terminate the process when the 
accuracy loss falls above the 
threshold.

Proceedings of CPS&IoT2019 page 709
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Iterative Class-Blind Pruning 
=> 10x Better than Deep Compression

Iteratively Prune + Retrain with different pruning percentages

[Marchisio, et al. @IJCNN’18]

190x – 15x memory savings for different DNNs 
@ 0.1 Accuracy Loss

Proceedings of CPS&IoT2019 page 710
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Case study for Error Resilience analysis

Monte-Carlo simulation for analyzing error resilience

FM1 FM2 FM3 FM4 FM5 FM6 Average
α1 92% 92% 92% 92% 90% 92% 92.00%
α2 56% 92% 60% 84% 92% 94% 80.00%
α3 56% 92% 60% 88% 93% 94% 80.67%
α4 92% 92% 92% 92% 91% 92% 92.00%
α5 94% 92% 92% 94% 92% 94% 93.34%

Average 78% 92% 79% 90% 92% 93% 87.60%

Approximation applied to individual Feature MapsAdder 
Configuration

Proceedings of CPS&IoT2019 page 711
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Case study for Error Resilience analysis

Example for employing approximation in two data-paths (Best 
vs Worst)

FM1 FM2 FM3 FM4 FM5 FM6 Average
α1 92% 92% 92% 92% 90% 92% 92.00%
α2 56% 92% 60% 84% 92% 94% 80.00%
α3 56% 92% 60% 88% 93% 94% 80.67%
α4 92% 92% 92% 92% 91% 92% 92.00%
α5 94% 92% 92% 94% 92% 94% 93.34%

Average 78% 92% 79% 90% 92% 93% 87.60%

Approximation applied to individual Feature MapsAdder 
Configuration

Adder type

Ac
cu

ra
cy

Proceedings of CPS&IoT2019 page 712
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Case study for Error Resilience analysis

Example for employing approximation in two data-paths (Best 
vs Worst)

FM1 FM2 FM3 FM4 FM5 FM6 Average
α1 92% 92% 92% 92% 90% 92% 92.00%
α2 56% 92% 60% 84% 92% 94% 80.00%
α3 56% 92% 60% 88% 93% 94% 80.67%
α4 92% 92% 92% 92% 91% 92% 92.00%
α5 94% 92% 92% 94% 92% 94% 93.34%

Average 78% 92% 79% 90% 92% 93% 87.60%

Approximation applied to individual Feature MapsAdder 
Configuration

Adder type

Ac
cu

ra
cy

For Enabling Approximate DNNs
• Wide Range of Approximate Modules
• Data Distribution vs. Resilience Analysis
• Resilience-Driven Approximations for 

Independent Datapaths in CNN Layers

Proceedings of CPS&IoT2019 page 713
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DNN Systolic Array with Curable Approximations

Modified systolic array architecture based on curable 
approximate modules

Conventional Systolic Array
(with Accurate Modules)

Proposed Systolic Array 
(based on Curable Approximation)

1.5x PDP reduction @ NO Accuracy Loss

[Hanif, et al. @DAC’19] Proceedings of CPS&IoT2019 page 714
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 Consider an example system 
composed of 𝑁𝑁 stages

DNN Systolic Array with Curable Approximations

𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴 𝑆𝑆𝑆𝑆𝑆𝑆𝐴𝐴𝐴𝐴𝑆𝑆
Stage NStage 2

Accu.
Module

…𝐼𝐼𝐼𝐼𝐼𝐼𝐴𝐴𝐴𝐴
𝑂𝑂1 𝑂𝑂2

Accu.
Module

Accu.
Module

𝑂𝑂𝑁𝑁

Stage 1

𝐶𝐶𝐴𝐴𝐴𝐴𝐴𝐴 𝑀𝑀𝑀𝑀𝑀𝑀𝐴𝐴𝑀𝑀𝐴𝐴

Cu
Module

𝑂𝑂𝑖𝑖−1 + 𝜖𝜖𝑖𝑖−1

𝑓𝑓(𝜖𝜖𝑖𝑖−1)

𝑂𝑂𝑖𝑖
𝑂𝑂𝑖𝑖 = 𝑓𝑓𝐶𝐶𝐶𝐶(𝑂𝑂𝑖𝑖−1 + 𝜖𝜖𝑖𝑖−1,𝑓𝑓(𝜖𝜖𝑖𝑖−1))

Accu
Module

𝑂𝑂𝑖𝑖−1 𝑂𝑂𝑖𝑖 𝑂𝑂𝑖𝑖 = 𝑓𝑓𝐴𝐴𝐴𝐴𝐴𝐴𝐶𝐶(𝑂𝑂𝑖𝑖−1)

𝜖𝜖𝑖𝑖 = 0

𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴 𝑀𝑀𝑀𝑀𝑀𝑀𝐴𝐴𝑀𝑀𝐴𝐴

𝐴𝐴𝐼𝐼𝐼𝐼𝐴𝐴𝑀𝑀𝐴𝐴𝐴𝐴𝑆𝑆𝐴𝐴𝐴𝐴𝐴𝐴 𝑆𝑆𝑆𝑆𝑆𝑆𝐴𝐴𝐴𝐴𝑆𝑆
Stage NStage 2Stage 1

Approx.
Module

𝐼𝐼𝐼𝐼𝐼𝐼𝐴𝐴𝐴𝐴

≈ 𝑂𝑂1 ≈ 𝑂𝑂2
Approx.
Module

Approx.
Module

𝑂𝑂𝑁𝑁 + 𝜖𝜖…

𝑃𝑃𝐴𝐴𝑀𝑀𝐼𝐼𝑀𝑀𝑆𝑆𝐴𝐴𝑀𝑀 𝑆𝑆𝑆𝑆𝑆𝑆𝐴𝐴𝐴𝐴𝑆𝑆
Stage N+1

Cu
Module

𝑂𝑂𝑁𝑁

𝐴𝐴𝐼𝐼𝐼𝐼𝐴𝐴𝑀𝑀𝐴𝐴𝐴𝐴𝑆𝑆𝐴𝐴𝐴𝐴𝐴𝐴 𝑀𝑀𝑀𝑀𝑀𝑀𝐴𝐴𝑀𝑀𝐴𝐴

Approx.
Module

𝑂𝑂𝑖𝑖−1 𝑂𝑂𝑖𝑖 + 𝜖𝜖𝑖𝑖 𝑂𝑂𝑖𝑖 + 𝜖𝜖𝑖𝑖 = 𝑓𝑓𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴.(𝑂𝑂𝑖𝑖−1)

𝜖𝜖𝑖𝑖

𝐷𝐷𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝑆𝑆𝐴𝐴𝐼𝐼𝐴𝐴𝑆𝑆𝐴𝐴𝐴𝐴𝐴𝐴 𝐴𝐴𝐼𝐼𝐼𝐼𝐴𝐴𝑀𝑀𝐴𝐴𝐴𝐴𝑆𝑆𝐴𝐴𝐴𝐴𝐴𝐴 𝑀𝑀𝑀𝑀𝑀𝑀𝐴𝐴𝑀𝑀𝐴𝐴

DAx
Module

𝑂𝑂𝑖𝑖−1
𝑂𝑂𝑖𝑖 + 𝜖𝜖𝑖𝑖

𝑓𝑓(𝜖𝜖𝑖𝑖)

𝑂𝑂𝑖𝑖 + 𝜖𝜖𝑖𝑖 = 𝑓𝑓𝐷𝐷𝐴𝐴𝐴𝐴(𝑂𝑂𝑖𝑖−1)

𝜖𝜖𝑖𝑖 = 𝑓𝑓𝐷𝐷𝐴𝐴𝐴𝐴 𝑂𝑂𝑖𝑖−1 − 𝑂𝑂𝑖𝑖

𝐶𝐶𝐴𝐴𝐴𝐴𝐴𝐴 & 𝐷𝐷𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝑆𝑆𝐴𝐴𝐼𝐼𝐴𝐴𝑆𝑆𝐴𝐴𝐴𝐴𝐴𝐴 𝐴𝐴𝐼𝐼𝐼𝐼𝐴𝐴𝑀𝑀𝐴𝐴𝐴𝐴𝑆𝑆𝐴𝐴𝐴𝐴𝐴𝐴 𝑀𝑀𝑀𝑀𝑀𝑀𝐴𝐴𝑀𝑀𝐴𝐴
𝑂𝑂𝑖𝑖−1 + 𝜖𝜖𝑖𝑖−1

𝑓𝑓(𝜖𝜖𝑖𝑖−1)

𝑂𝑂𝑖𝑖 + 𝜖𝜖𝑖𝑖

𝑓𝑓(𝜖𝜖𝑖𝑖)

C&DAx
Module

𝑂𝑂𝑖𝑖 + 𝜖𝜖𝑖𝑖 = 𝑓𝑓𝐶𝐶&𝐷𝐷𝐴𝐴𝐴𝐴(𝑂𝑂𝑖𝑖−1 + 𝜖𝜖𝑖𝑖−1,
𝑓𝑓(𝜖𝜖𝑖𝑖−1))

𝜖𝜖𝑖𝑖 = 𝑓𝑓𝐷𝐷𝐴𝐴𝐴𝐴 𝑂𝑂𝑖𝑖−1 − 𝑂𝑂𝑖𝑖Stage 2

…
𝑂𝑂2 + 𝜖𝜖2

𝑓𝑓(𝜖𝜖2)

C&DAx
Module

Stage N

𝑓𝑓(𝜖𝜖𝑁𝑁)

C&DAx
Module

𝑂𝑂𝑁𝑁 + 𝜖𝜖𝑁𝑁

𝑓𝑓(𝜖𝜖1)

Stage 1

DAx
Module

𝐼𝐼𝐼𝐼𝐼𝐼𝐴𝐴𝐴𝐴

𝑂𝑂1 + 𝜖𝜖1

Accurate Output

[Hanif, et al. @DAC’19] Proceedings of CPS&IoT2019 page 715
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Proposed MAC Unit Designs
 Based on

 Baugh-Wooley algorithm for performing signed multiplication
 Wallace tree reduction
 Truncation of the final addition stage for building curable approximate 

modules

Accurate MAC DAx. MAC C&DAx. MAC

Proceedings of CPS&IoT2019 page 716
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DNN Systolic Array with Curable Approximations

 Cadence Genus, TSMC 65 nm
 Our Systolic Array offers better 

Latency and PDP

Latency 
[ps]

Area 
[cell area]

Power
[μW]

Accurate_MAC 1871.1 746 66.56
DAx_MAC 1214.2 744 66.3
C&DAx_MAC 1214.2 746 68.13

Appx. and Curable MAC Units
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Proceedings of CPS&IoT2019 page 717
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Energy-Efficient Deep Learning Architectures

Deep Learning Applications (CNN, CapsNets) Analysis & Optimization

Efficient Computing ArrayEfficient Dataflow Patterns

Efficient Accelerators Efficient Hardware 
Components 

Processing Element     Activation

Power

Proceedings of CPS&IoT2019 page 718
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Energy-Efficient Deep Learning Architectures

Deep Learning Applications (CNN, CapsNets) Analysis & Optimization

Efficient Computing ArrayEfficient Dataflow Patterns

Efficient Accelerators Efficient Hardware 
Components 

Processing Element     Activation

Power

• CNN Accelerator: 2x improved efficiency 
(GOPS/W) compared to Eyeriss, and 
10x faster than traditional systolic arrays

• CapsNet Accelerator: 6x faster compared to 
Nvidia 1080Ti GPU

Proceedings of CPS&IoT2019 page 719
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What is a CapsuleNet?

Each capsule element is able to 
learn different types of information 
(e.g., position, orientation and 
scaling).

Proceedings of CPS&IoT2019 page 720
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Analysis: CapsuleNet complexity

[Nvidia Ge-Force GTX1070]

=> Bottleneck: Squash operation!

Parameters breakdown

Performance

Proceedings of CPS&IoT2019 page 721
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CapsAcc Architecture Design

Systolic Array

Accumulator
PE Activation Unit

Proceedings of CPS&IoT2019 page 722
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Data-Flow Mapping

CONV1:PrimaryCaps:ClassCaps:

Proceedings of CPS&IoT2019 page 723
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Experimental results

Area Power

Performance

Proceedings of CPS&IoT2019 page 724
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 Library 1 and 2: Low-Power Approximate Adders and Multipliers

 Library 3 and 4: High-Performance Approximate Adders

Open-Source Libraries of Approximate Modules

https://sourceforge.net/projects/lpaclib/

Shafique et al. @ DAC’16

https://sourceforge.net/projects/sealpaa/

Ayub et al. @ DAC’17

https://sourceforge.net/projects/approxadderlib/

Shafique et al. @ DAC’15

https://sourceforge.net/projects/quad-code/

Hanif et al. @ DAC’17

Enables research and development 
at higher system layers and easy 

reproducible comparisons

Proceedings of CPS&IoT2019 page 725
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Reliability and Security for Machine Learning Systems

 

DrainSource
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• M. A. Hanif, F. Khalid, R. V. W. Putra, S. Rehman, M. Shafique, “Robust Machine Learning Systems: Reliability and Security for Deep Neural 
Networks”, in IOLTS-2018, Platja d'Aro, Spain, pp. 257 - 260. 

• F. Kriebel, S. Rehman, M. A. Hanif, F. Khalid, M. Shafique, “Robustness for Smart Cyber-Physical Systems and Internet-of-Things: From Adaptive 
Robustness Methods to Reliability and Security for Machine Learning”, ISVLSI-2018, Hong Kong, China, pp. 581-586.Proceedings of CPS&IoT2019 page 726
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Security Vulnerabilities in Machine Learning69
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Data Poisoning Attacks during Training
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Attack 1: In this attack certain portion of the original dataset is intruded
which is then used for training.
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Attack 2: Instead of perturbing the original dataset, in this attack we extend the
dataset with intruded samples which is then used for training.
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Data Poisoning Attacks: Training71
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Data Poisoning Attacks: Training72
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Limitations:
1. Require the access to the complete training dataset
2. The attack Noise is perceptible.   
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Imperceptible Data Poisoning Attacks during Inference

75
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Imperceptible Data Poisoning Attacks during Inference76

Key Insights:

• Instead of training data samples, the probability vector at the 
output can be used to optimize the attack noise.

• To ensure the imperceptibility, additional similarity and correlation 
checks are required
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Practical Implications of Adversarial Perturbations78
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Practical Implications of Adversarial Perturbations79
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FAdeML: Adversarial Perturbations without Filters80
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Adversarial Perturbations: Attack Model I81
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Adversarial Perturbations: Attack Model II82
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FAdeML: Adversarial Perturbations with Filters83
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Adversarial Perturbations with Filters: Attack Model II 84
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CapsAttacks: Robust and Imperceptible Adv. Attacks
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Computer  Architecture and  Robust,
Energy-Efficient Technologies Group

Thank you!
Questions?

M. Shafique
swahlah1979@gmail.com
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SAFETY & SECURITY ENGINEERING 
OF AUTOMOTIVE CPS 
CPS&IoT’2019 
Summer School on Cyber-Physical Systems and Internet-of-
Things 
Christoph Schmittner & Thomas Gruber

Proceedings of CPS&IoT2019 page 744



• Member of 
• Austrian Standards Institute (ASI)
• Das Österreichische 

Elektrotechnische Komitee (OEK)
• ISO/TC 22 Road vehicles

• Participation in the development of 
ISO26262:2018
• Safety and Cybersecurity Topic 

Group
• Coordination of the Austrian group in 

the development of ISO/SAE 21434
• Safety and Security engineering in 

automotive and industrial

PRESENTER – CHRISTOPH SCHMITTNER

CHRISTOPH SCHMITTNER
Scientist
Dependable Systems Engineering
Center for Digital Safety & Security

AIT Austrian Institute of Technology GmbH
Donau-City-Straße 1 | 1220 Wien, Austria
T +43 50550-4244 | M +43 664 88256009 | F +43 50550-4150
christoph.schmittner@ait.ac.at | www.ait.ac.at
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• Tutorial requires basic understanding of
• Automotive engineering
• Safety
• Security

• Methods & Process will be explained on a Use Case
• We will try an interactive process

• Focus on analysis & system level

PREAMBLE

320/05/2019
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AGENDA

4
20/05/2019
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AIT – AUSTRIAN INSTITUTE OF TECHNOLOGY
Overview, Dependable Systems Engineering Group
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Infrastructure Systems

Next Generation
Solutions

Applied ResearchSystem 
Competence

bmvit

Tomorrow Today

Austria‘s largest
RTO

Federation of
Austrian Industries

Centers8employees
1.370

m EUR total revenue
162,9

Subsidiary
Enterprises4

LKR, NES, SL, Profactor 51%

as of YE 2018

(through VFFI)
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AIT AUSTRIAN INSTITUTE OF TECHNOLOGY

7

OWNERSHIP 
STRUCTURE

REPUBLIC OF AUSTRIA 
(through the Federal Ministry for Transport, 
Innovation and Technology) 

FEDERATION OF 
AUSTRIAN INDUSTRIES

50.46 %

49.54 %

EMPLOYEES

1.370

87,1 m EUR Contract research revenues (incl. grants)
50,4 m EUR bmvit funding
21,3 m EUR Other operating income, 

incl. Nuclear Engineering Seibersdorf
4,1 m EUR Profactor (51% of 8 m EUR)

TOTAL REVENUES
as of YE 2018

162,9 m EUR

(through VFFI)
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Nuclear
Engineering 
Seibersdorf

GmbH

Seibersdorf
Labor GmbH

AIT AUSTRIAN INSTITUTE OF TECHNOLOGY

8

AIT Austrian Institute of Technology

Energy Health & 
Bioresources

Digital Safety & 
Security

Vision, Automation & 
Control 

AIT Austrian Institute of Technology

Mobility Systems Low-Emission 
Transport

Technology 
Experience

Innovation Systems & 
Policy
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FOCUS OF THE CENTERS

9

• Sustainable Thermal 
Energy Systems

• Electric Energy Systems
• Sustainable Buildings and 

Cities
• Photovoltaic Systems

Energy Health & 
Bioresources

Digital Safety & 
Security

Vision, Automation & 
Control 

Mobility 
Systems

Low-Emission 
Transport

Technology 
Experience

Innovation Systems & 
Policy

• Bioresources
• Molecular Diagnostics
• Biomedical Systems
• Digital Health Information 

Systems

• Security & Communication 
Technologies

• Visual Surveillance and 
Insight

• Smart Sensor Solutions
• Dependable Systems 

Engineering
• Information Management

• High-Performance Image 
Processing

• Autonomous Systems
• Complex Dynamical 

Systems

• Transportation 
Infrastructure 
Technologies

• Dynamic Transportation 
Systems

• Electric Drive 
Technologies

• Light Metals Technologies 
Ranshofen

• Capturing / Measuring 
Experience

• Future Interface 
Paradigms

• Experience Orientated 
Thinking 

• Digital Innovation
• Foresight & Institutional 

Change
• Policies for Change
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DEPENDABLE SYSTEMS ENGINEERING
RESILIENCE AGAINST FAULTS AND ATTACKS

10

Internet of Things (IoT) Smart Mobility Industry 4.0 Critical Infrastructures

Verification & Validation Safety & Security

− Test Case Generation

− Machine Code Analysis

− Runtime Verification/Monitoring

Automated & model-
based approaches to 
guard systems against 
bugs & vulnerabilities.

Modern systems are too complex for
manual verification.

Safety and security of systems cannot 
be an afterthought.

Real-time Monitoring

Model-based Testing

Threat Modeling

AIT Technologies

− Reference Architectures

− Safety&Security Co-Engineering

− Modelling of Faults and Cyber Threats 

Safety & security as 
integral part of 
system development

Dependable Systems Engineering
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AQUAS - AGGREGATED QUALITY ASSURANCE 
FOR SYSTEMS
Overview
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AQUAS PARTNER

LE SME ACA

23 partners in 7 countries           

 16 Saf-Sec
 15 Saf-Perf
 11 Sec-Perf
 8 Product Lifecycle

Partner Backgrounds
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Co-Engineering into mainstream practices:
We are investigating Co-Engineering techniques for safety, 
security and performance of critical and complex embedded 

systems

MISSION STATEMENT

1320/05/2019
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APPLICATION DOMAINS

1420/05/2019
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SAFETY & SECURITY
Starting Point
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• Engineers

• Familiar with models, statistics, 
calculations

• Focus on failures and traits of materials 
and construction

• Risk analysis: FMEA et al

1620/05/2019

SAFETY   --- SECURITY

• InfoSec People

• Familiar with attacks, exploits, controls

• Focus on intentional, human opponents 
(and their automated tools)

• Risk analysis: Rule-of-thumb
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• Risk analysis: FMEA et al

1720/05/2019

• Risk analysis: Rule-of-thumb

Fault

Error

Failure

Hazard

AssetThreat 
A

Threat 
B

Threat 
C Threat 

D

…

SAFETY   --- SECURITY
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• Mental Defense Model

• Predictable, unintentional events
• Targeted and static protection

1820/05/2019

• Mental Defense Model

• Evovling, intentional attackers
• Enclosing and adaptive protection

SAFETY   --- SECURITY
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• Brake system failure
• Hazards

• Loss of control (of vehicle)
• Risk of collision

1920/05/2019

• Remote hack of a level 2+ car
• Attacker gains control of braking system

• System compromise
• Loss of control (IT system)
• Risk of replacment costs

SAFETY   --- SECURITY
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• Traditional View
• Safety, Security Separate Issues.

• BUT
• Safety cannot be guaranteed without security, 

and security can be influenced by safety requirements.

• Examples
• Hackers Remotely Kill a Jeep on the Highway – With Me in It, wired.com, 21/07/2015
• Hacking a Tesla Model S: What we found and what we learned, blog.lookout.com, 07/08/2015
• Hackers Cut a Corvette’s Brakes Via a Common Car Gadget, wired.com, 11/08/2015
• Hackers pop grease monkeys' laptops to disable Audi airbags, theregister.co.uk, 23/10/2015
• …

20

Ph
ot

o:
 B

os
ch

Dependable Systems Engineering

CHALLENGE – NETWORKED SYSTEMS
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STATE OF THE ART
Automotive: Functional Safety & Cybersecurity

Proceedings of CPS&IoT2019 page 764



• ISO 26262 
• Road vehicles – Functional Safety

• First edition published in 2011
• Second edition published in 2018

2220/05/2019

• SAE J3061
• Cybersecurity Guidebook for Cyber-

Physical Vehicle Systems
• Published in 2016
• Not longer available

• ISO/SAE 21434 
• Road Vehicles – Cybersecurity 

Engineering
• Currently in Development

SAFETY   --- SECURITY
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• Passive Safety:
• aim of passive safety mechanisms is to minimize the severity of that accident.

• Examples: Seatbelts, crumple zones, etc.
• Active Safety:

• aim of active safety mechanisms is to avoid accidents altogether
• Examples: predictive emergency braking, Electronic Stability Control, etc.

• Functional Safety:
• Aim to prevent accidents due to failures in electric / electronic / programmable 

electronic systems
• Examples: Power supplies, sensors, communication networks, actuators, etc.

• Also other aspects of safety exist

WHAT IS SAFETY (IN AUTOMOTIVE)

Focus of ISO 26262
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ISO 26262
HISTORY

1998 2010 2011 2018

IEC 
61508

IEC 
61508-

ED2

ISO 
26262

ISO 
26262-

ED2
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ISO 26262
EXTENSION OF SCOPE

2520/05/2019
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• 2011

2620/05/2019

ISO 26262
OVERVIEW 

• 2018

Proceedings of CPS&IoT2019 page 769



2720/05/2019

• New part 11 & 12

• Other Changes

• Shifting of contents

• Rework of specific sections

• Adapted / enhanced 
guidance

1. Vocabulary

3. Concept Phase
4. Product development at the system 

level 7. Production, 
operation, 
service and 

decommisiong12. Adaption of 
ISO 26262 for 
motorcycles

2. Management of functional safety

5. Product 
development at 

the hardware 
level

6. Product 
development at 

the software 
level

8. Supporting processes

9. ASIL-oriented and safety-oriented analysis

10. Guideline on ISO 26262

11. Guideline on application of ISO 26262 to semiconductors

ISO 26262
OVERVIEW 
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• Guidance on the interaction of safety with cybersecurity

ISO 26262
CYBERSECURITY 

2820/05/2019
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Part 2: Communication Channel between safety and related disciplines like 
cybersecurity

Part 4: Consider cybersecurity and safety requirements for product 
development

Part 6: Cybersecurity Processes can lead to an adaption of the reference 
Software development process

Part 2 - Annex E: Guidance on potential interaction of functional safety with 
cybersecurity
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• Physical Security:
• safeguards to deny access to unauthorized persons from physically access

• Examples: locked door, badge access controls
• Information / Cyber Security:

• protection of an IT-system from the attack or damage to its hardware, software or 
information, as well as from disruption or misdirection of the services it provides
• Examples: tamper protection, encryption, authentication, firewall

• Also other aspects of security exist

WHAT IS SECURITY (IN AUTOMOTIVE)

Focus
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AUTOMOTIVE CYBERSECURITY
HISTORY

2016 2017 2018 2019 2020

SAE 
J3061

NWIP 
ISO/SAE 

21434

CD
ISO/SAE 

21434

IS
ISO/SAE 

21434

UNECE 
CS/OTA 
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• UNECE (United Nations Economic Commission for Europe) 
• World Forum for Harmonization of Vehicle Regulations (WP.29)
• 62 States follow UNECE Type Approval regulation 

AUTOMOTIVE CYBERSECURITY
REGULATION

3120/05/2019
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• UN Task Force on Cyber Security and Over the Air 

AUTOMOTIVE CYBERSECURITY
REGULATION

3220/05/2019

Data protection Software 
updates

Certification 
aspects

Cyber Security

Security 
aspects

Security 
aspects

Legal 
aspects

out of scope Threat analysis

pre-
registration

post-
registration

Develop flow 
diagram

Define mitigation 
principles

Define approval 
method

Develop Recommendation 
on Cyber Security

Safe 
execution

Develop
recommendation for 

safe execution

Develop Recommendation on 
Software Updates
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• Recommendation on Cyber Security

AUTOMOTIVE CYBERSECURITY
REGULATION

3320/05/2019

Recommendation 
Cyber Security

„Cyber Security Regulation“

„Cyber Security Guidance“
Guidance on  process and 
procedures; best practices
(threats & mitigations); ...

Requirements for approving 
OEM C/S Management 
System; Certification of OEM 

Cyber Security 
requirements refer to 
Resolution

• Main body of the Recommendation (Chapter 1-6) 
• Annex B („List of threats and corresponding mitigations“)
• Annex C („Examples of Security Controls related to mitigations“ - informative)

• Annex A Approval of vehicle type Cyber Security 
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3420/05/2019

AUTOMOTIVE CYBERSECURITY
REGULATION  STANDARDS

• Process can be based on SAE J3061, 
ISO/SAE 21434 or other guidance
• Need to fulfill requirements for 

cybersecurity management 
• => compliant process

• Operation requires approval of vehicle 
type cybersecurity
• => approved cybersecurity case

Concept Phase

Product development at the system 
level Production, 

operation, 
service and 

decommisiong

Management of cybersecurity

Product 
development at 

the hardware 
level

Product 
development at 

the software 
level

Supporting processes
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CASE STUDY
Methodology & Application

3520/05/2019
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CASE STUDY
STEPS

• Case Study presents only selected steps

• Focus on risk management for safety & 
security

• Implementation of mitigation measures 
and testing is out of scope

Concept

Requirements

Design

Implementation

Integration

Validation

Production

Use Case

SAHARA

Architecture

FMVEA

System 
Design

Contained

Proceedings of CPS&IoT2019 page 779



• Steering column lock with keyless go

• Steering column should be locked to protect unauthorized vehicle operation

• Steering column lock should be deactivated if the key is in the vehicle and start 
button is pressed

USE CASE
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3820/05/2019

SAHARA

• Identification of
• Potential Hazards (with HARA)
• Potential Threats (with STRIDE)

• Evaluation of Threats based on
• Required Resources
• Available Know-How
• Impact of a successful attack
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• Application in the Tutorial

SAHARA

3920/05/2019
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4020/05/2019

ARCHITECTURE

• Electronic Steering Column Lock
• receives key signal from Gateway
• Receives information for wheel speed

from ABS
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4120/05/2019

FMVEA

• Combination of
• Failure Mode and Effect analysis
• Threat Modeling
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• Application in the Tutorial

FMVEA

4220/05/2019

Proceedings of CPS&IoT2019 page 785



• Application in the Tutorial

DESIGN

4320/05/2019
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THANK YOU!
Christoph Schmittner, June 14, 2019
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Threat Desired property 
Spoofing Authenticity 
Tampering Integrity 
Repudiation Non-repudiability 
Information disclosure Confidentiality 
Denial of Service Availability 
Elevation of Privilege Authorization 

STRIDE

4520/05/2019
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• Spoofing of messages or data received by the vehicle;
• Communication channels used to conduct unauthorized manipulation, deletion or other amendments to vehicle held code/data;
• Communication channels permit untrusted/unreliable messages to be accepted or are vulnerable to session hijacking/replay attacks;
• Viruses embedded in communication media are able to infect vehicle systems;
• Messages received by the vehicle (for example X2V or diagnostic messages), or transmitted within it, contain malicious content;
• Information can be readily disclosed. For example through eavesdropping on communications or through allowing unauthorized access to 

sensitive files or folders;
• Denial of service attacks via communication channels to disrupt vehicle functions;
• An unprivileged user is able to gain privileged access to vehicle systems;
• Misuse or compromise of update procedures;
• It is possible to deny legitimate updates; 
• Misconfiguration of equipment or systems by legitimate actor, e.g. owner or maintenance community;
• Legitimate actors are able to take actions that would unwittingly facilitate a cyber-attack;
• Manipulation of the connectivity of vehicle functions enables a cyber-attack, this can include telematics; systems that permit remote 

operations; and systems using short range wireless communications;
• Hosted 3rd party software, e.g. entertainment applications, used as a means to attack vehicle systems;
• Devices connected to external interfaces e.g. USB ports, OBD port, used as a means to attack vehicle systems.

THREATS TO VEHICLES

4620/05/2019
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• Extraction of vehicle data/code;
• Manipulation of vehicle data/code;
• Erasure of data/code;
• Introduction of malware;
• Introduction of new software or overwrite existing software;
• Disruption of systems or operations;
• Manipulation of vehicle parameters.

POTENTIAL TARGETS OF, OR MOTIVATIONS 
FOR, AN ATTACK:

4720/05/2019
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• Encryption methods can be compromised or are insufficiently applied;
• Parts or supplies could be compromised to permit vehicles to be attacked;
• Software or hardware development permits vulnerabilities;
• Network design introduces vulnerabilities;
• Physical loss of data can occur;
• Unintended transfer of data can occur;
• Physical manipulation of systems can enable an attack.

POTENTIAL VULNERABILITIES THAT COULD 
BE EXPLOITED IF NOT SUFFICIENTLY 
PROTECTED OR HARDENED:

4820/05/2019
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• The principle of security by design shall be adopted to minimise the impact of an attack on the vehicle ecosystem
• Access control techniques and designs shall be applied to protect system data/code
• Through system design and access control it should not be possible for unauthorized personnel to access personal or system critical data
• Measures to prevent and detect unauthorized access shall be employed
• The vehicle shall verify the authenticity and integrity of messages it receives
• Security controls shall be implemented for storing cryptographic keys
• Confidential data transmitted to or from the vehicle shall be protected
• Measures to detect and recover from a denial of service attack should be considered
• Measures to protect systems against embedded viruses/malware should be considered
• Measures to detect malicious internal messages or activity should be considered
• Secure software update procedures shall be employed
• Measures shall be implemented for defining and controlling maintenance procedures
• Measures shall be implemented for defining and controlling user roles and access privileges, based on the principle of least access privilege
• Organizations shall ensure security procedures are defined and followed
• Security controls shall be applied to systems that have remote access
• Software shall be security assessed, authenticated and integrity protected
• Security controls shall be applied to external interfaces
• Cybersecurity best practices for software and hardware development shall be followed
• Data protection best practices shall be followed for storing private and sensitive data
• Systems should be designed to respond appropriately if an attack on a vehicle is detected. 

POSSIBLE MITIGATIONS

4920/05/2019
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slide 1

Probabilistic modelling integrating concerns of 
safety, security, etc.

Lorenzo Strigini and Peter Popov
Strigini@csr.city.ac.uk, P.T.Popov@city.ac.uk

Centre for Software Reliability
City, University of London, U.K.

Preliminary slides for
CPS&IoT’2019 Summer School on
Cyber-Physical Systems and Internet-of-Things
Budva, Montenegro, June 10-14, 2019
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slide 2

Structure of the seminar

• we addre

This seminar will address three topics:
1. the need of probabilistic reasoning for security
2. an application example for simple combinatorial models
3. an application example for state-based models
in contexts where security affects safety
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p 4

Part1: probabilities and security

• premise: probabilistic reasoning is popular for reasoning 
about system reliability, safety .... but much less so  about 
security

• thesis: this is an artificial, erroneous, detrimental divide 
between technical communities:

– probabilities are the correct language for specifying many 
important properties in security

– the difficulties of reasoning with probabilities to support decisions 
are not qualitatively different between security and other fields

• ... similar to the divide previosuly claimed between 
“hardware reliability” and “software reliability”

Proceedings of CPS&IoT2019 page 795



p 5

Why do we need probabilities?

what does one mean by
“my system A installation is more secure than my system B 
installation, in environment X”?
• do we mean some simple deterministic ordering, like:

“the attacks that can defeat A are a proper
subset of those that can defeat B”?

• or rather something less restrictive like “A will be 
penetrated less often than B” 

(although its vulnerabilities may not be  a proper subset of B’s) ?

– or perhaps “less total damage happens on A  than on B”, etc

B A

B A
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p 6

Owners need measures of the effects of vulnerabilities

e.g. 
• how long before the next attack requiring interruption of 

service?
• how much damage/expense due to intrusion over a year?

Such qualities of “real” interest are subject to uncertainty:
they “naturally” require quantitative statistical/probabilistic 
language

• “more secure so far”: measurement and statistics
• “more secure for the future”: probability
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p 7

Probabilities for decision making
– in design:

is this hypothetical design better than that?
– in acceptance, integration:

is this implemented system good enough? How good?
• questions that require both deterministic and

probabilistic reasoning

an example from the history of  “replicated subsystems 
with voting” redundancy: 

Deterministic: 
“to outvote one 
faulty/crooked 
subsystem you need a 
group of four
individuals and many 
message rounds
(if certain non-obvious 
behaviours are possible)”

Probabilistic: 
“and this setup may be 
less reliable than simpler, 
3-subsystem setup
(if rare failure behaviours rare 
enough,
failure rates high enough, 
messages take long enough)”
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p 8

Why not probabilities?

Common objection:
• probabilities work well for physical hardware failures 

because they are random events which can be observed 
in great numbers

• [while software-caused failures are deterministic, 
systematic failures]

• [ and security failures are also intentional and rare ]
• hence probabilitic reasoning is useless for {software, 

security, ...}

No!
confusion between causal mechanism and process
we don’t know when the next failure/intrusion will occur... 
even if God or the attacker knows
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p 9

Two objections: determinism and intentionality

• “a software flaw means that the software will 
deterministically fail given the “appropriate” inputs”

where is the randomness?
• for system owners, failures are a random process, 

because they do not know:
– the values of the “appropriate” inputs (the faults/vulnerabilities)
– when these will be presented to the system by the external world

• “the attacker will attack when he pleases, and adapting 
attacks as vulnerabilities/defences evolve”

where is the randomness?
• for the defender this is a random process

– perhaps a complex one, of course
– more or less easy to describe so as to give good predictions
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p 10

So... yes, there are difficulties with probabilities

... in security,  just as in reliability and safety.
For some problems, some probabilistic approaches prove useful

Yet,
• decisions must be   (and are)  taken under uncertainty
• probability calculus describes reasoning under uncertainty 

in formal, auditable fashion
– explicit assumptions
– consistency checks
– no magical increase of factual knowledge

• are there any advantages in not making one’s reasoning 
explicit?
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p 11

“Yes, probabilities are necessary... but unusable: how do 
I estimate the probabilistic parameters?”

• a very legitimate concern
• yet, no reason for avoiding probabilities a priori

• the difficulties are similar to those in reliability assessment 
(their magnitude varies with the circumstances)

– extrapolating from one environment to another one, from the past 
to the future

– estimating probabilities of one-off events
– unpredictable individuals (people, chips), each one different from 

all others  
– using population statistics to estimate probabilities for individuals

• yet useful results are obtained for reliability, although
– probability estimates will prove more or less accurate predictors 

depending on circumnstances
+ cf opinion polls, predicting election results ...

– and for one-off events cannot be verified empirically
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p 14

In conclusion ...
• probabilities are a common language for all 

“dependability” -incl. security-
(or all “security” - incl dependability) properties

• trusting the formalism more would help reasoning 
about [some] security problems

• and allow a more unified view of both techniques and 
decision issues

• [ just as trusting the numbers less would help 
reasoning about reliability/safety problems ]

• How useful they will be on a specific problem? It’s a 
matter of trying
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Part 2: insight from a simple model 
of diversity for security
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p 1

Diversity, Safety and Security in Embedded Systems:
modelling adversary effort and supply chain risks

Ilir Gashi, Andrey Povyakalo, Lorenzo Strigini
Centre for Software Reliability
City University London, U.K.

funded by
EU ARTEMIS SeSaMo (Security and Safety Modelling)
U.K. EPSRC D3S "Diversity and Defence in Depth for Security"
with thanks to
Martin Matschnig, Thomas Hinterstoisser, Bernhard Fischer, Peter Ryan
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p 2

Motivations

• ever-growing security concerns for embedded, safety 
critical systems

– most security concerns are about design faults
surrounded by great uncertainty

– design trade-offs arise

• so, designers need quantitative, probabilistic reasoning
– though many claim that this is of little use regarding security; 

we have long argued the opposite ...
– here we show new examples of probabilistic reasoning for insight 

into design decisions
– motivated by a practical problem
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p 3

The example: industrial drive control
• inspired by a "use case" in the SeSaMo project 

http://sesamo-project.eu/content/industrial-drive

• electric motor under computer control
– generic control unit for motors that could drive a variety of loads

Motor
housing

Cables

Controller 
assembly

Proceedings of CPS&IoT2019 page 807

http://sesamo-project.eu/content/industrial-drive


p 4

The example: industrial drive control
• electric motor under computer control

– generic control unit for motors that could drive a variety of loads

• attackers may want to perturb motor operation
– through physical access to communication

• communications are replicated and encrypted
For security, should this be pure replication or diversity? 
What kind of diversity, and what gain will it achieve?

Motor
housing

Cables

Controller 
assembly
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p 6

Details, threats, uncertainties

• communication is replicated (triple, voted) for reliability, 
safety

• and encrypted because attackers may want to

– decipher signals to/from the controller
+ by reading any one channel, they can steal secrets and/or 

engineer better attacks
(violation of confidentiality)

– craft and insert forged signals
+ by "highjacking" a majority of control channels, they can 

cause  accident/loss
(violation of integrity)

... is identical encryption on all channels sufficient?
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p 7

Why diversity?

– ... is identical encryption on all channels enough?
• state-of-the-art encryption ensures that brute force 

attacks need a very long time to succeed

• but a great concern is faults in the "implementation" of 
crypto systems

– in hardware, software, operation, management, ...
– replication of channels will replicate the flaws
– and the cryptosystem is hardwired: adversaries can study it for 

years, and then strike

• obvious remedy: diversity between the replicated 
communication channels

• But there are questions:
– how much will it help? (is it worth doing?)
– how will improving integrity harm confidentiality?
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p 8

We study two scenarios of
"cryptography implementation flaws"

• "affordable cryptanalysis"

• shortcut to penetration through "supply-chain flaw"
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p 9

Scenario 1: "Affordable cryptanalysis" 

• adversaries only need to search a reduced key space
– offline, over days or years, trying one key at a time
– so that some "reasonable" chance of breaking the cipher is 

affordable, even though possibly expensive

• design question: how useful is it to use diverse keys on 
the redundant communication channels?

– given that the adversary has a large but finite effort budget

other details:
•we analyse a design in which the same cipher is used for both confidentiality and 
authentication – we considered others
•the keys are still equiprobable within the reduced space, and assigned independently

• finding the key for one channel does not change the effort required for the next key
•attackers try the most efficient attack strategy given these conditions and their own budget 
of effort 

• in this case, budget of computing cycles for breaking ciphers
•the defender does not detect attack or respond
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Scenario 1: probability of attack success

.. an attacker spending a certain amount of effort (keys 
tried) to find a single key gets what probability of success 
(violation)?
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Scenario 1: effect of using diverse keys

.. an attacker spending a certain amount of effort (keys 
tried) gets what probability of success?

– for confidentiality violation: same as with identical keys
– for integrity violation:

1 key 

2 keys 
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Scenario 1: how much do I gain by using diverse keys?

... how much more effort do attackers need to attain a given 
probability of integrity violation (i.e., of breaking 2 
channels)?
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Scenario 1: summary observations

• diversifying keys has no effect on risk to confidentiality
so no trade-offs

• for integrity
–probability of attack success varies with square of effort
(fraction of reduced key space searched)
–if the crypto is "reasonably" strong 
(even though weaker than in theory – reduced key space!)
diverse keys add substantial protection
–if it's very weak, they add much less

–as a designer, if I trust that the crypto on one channel is 
"reasonably" strong

+ diverse keys are worth using!
–the adversary's viewpoint matters:
if my system is worth attacking even if attack budget offers low 
probability of success, diverse keys are good protection

details vary with the architecture and the controlled system 
• they affect best attack strategy and probability of attacker success
• see paper
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Scenario 2: "Supply chain flaws"

• the cryptosystem that I buy may have a fatal flaw, such 
that an attacker can read/forge messages with little effort

– e.g. some kind of intentional "backdoor"
– or keys leaked directly from the vendor organisation to attackers
– unintentional flaw (say use of obsolete component), 

discovered/used by adversary.
– ... [see paper]

• design question: how useful is it to use three diverse 
implementations for the three redundant channels?

if the market offers n possible versions of the cryptosystem, k
of which have some fatal flaw available to adversaries

– and won't diversifying increase the probability of buying a flawed 
implementation – how to handle the trade-offs?

other details:
• diversify vendors, designs, even ciphers, ... to match feared threats
• each of the n looks "as good as the others"
• designers choose one at random for each replicated channel
• each has probability q=k/n of being flawed
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Scenario 2: effects of using 3 diverse implementations

on probability of the assembling system having integrity or 
confidentiality system flaws
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in 
this range, 
diversity is 
only
harmful 

on integrity and on confidentiality system flaws

Scenario 2: effects of using 3 diverse implementations
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in 
this range, 
diversity is 
only
harmful 

in this range, 
diversity 
creates
a trade-off 
between 
integrity and 
confidentiality

Scenario 2: effects of using 3 diverse implementations

on integrity and on confidentiality system flaws

for low enough q, diversity cuts integrity risk but harms confidentiality
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Scenario 2 : the trade-off

if diversity buys integrity at a cost in confidentiality...
... under which circumstances is it the right solution?

• consider the two values of expected loss
– from having a system that is "integrity-flawed"

(adversary can highjack control and cause accidents)
vs 

– from having a system that is "confidentiality-flawed"
(adversary can steal message content, learn design secrets, 
devise more devious attacks..)

– both affected by the specific physical system driven, the 
probability of adversaries deciding to attack, their preferred 
goals,...

• call these LI and LC ...
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Scenario 2 : the trade-off: diversity improves ...
... expected loss if, for the given q, LI is at least  this much

larger than LC

in this 
region, use 
diversity

in this region, 
do not use 
diversity

in  this range of 
q, diversity is 
only harmful 
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Scenario 2 : summary observations

• If many of the available versions are likely to be "flawed", 
I should not choose diversity

– better to put all my eggs in one basket
• if this scenario is unlikely at first deployment, it may be 

likely in the long run..
– I may want to shorten my warranty 
– suggest massive hardening of physical security after a few years
– or redesign radically to allow secure updates of crypto..

• but if (or as long as) k is quite small
(that is, small probability q of a randomly chosen version being flawed)

– it is appropriate to choose diversity ....
+ that is, the expected reduction in risk through integrity breaches 

compensates for the expected increase in risk through 
confidentiality breaches ...

... if the expected loss LI from an "integrity flaw" (2 flawed channels ) 
exceeds twice the expected loss LC from a "confidentiality flaw" (1 
flawed channel)
+ for higher k, diversity is justified if this ratio is higher 
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Some general conclusions

A new, and we believe useful, way of modelling the 
problem

• quantitative trade-offs
– for given budget of adversary effort
– or prevalence of flawed implementations

• useful insight from simple modelling
– what-if reasoning
– input for game-theoretical view: what would the adversary do?
– some solutions are similar to those for textbook reliability 

scenarios, but not quite the same

• simple approach, covering general classes of scenarios
– e.g. attacks on safe shutdown ability of safety system
– breaking into two user accounts
– .....
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General conclusions - 2

A small step forward on a hard problem

future work:
• modelling other realistic, more complex, attack scenarios

(the "easy" part)
• dependencies between successes on two channels

– causal and epistemic
• estimating plausible model parameters from evidence

– the full decision problem can be modelled by treating the 
parameters as random variables
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Part 3: Example of state-based 
modelling
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Stochastic modeling of safety and 

security of the e-Motor, 

an ASIL-D device 

Peter Popov

SAFECOMP 2015, Delft, The Netherlands

Friday, 25th Sept. 2015
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Outline
• Background of the problem domain

– ISO 26262 ASIL-D concept
– Dealing with epistemic uncertainty in probabilistic 

modelling of Adversary 
• Motivation/Problem Statement 

– The E-motor Safe state and a Cyber attack on the safe 
state

• The Stochastic model (stochastic Activity Networks)
• Findings related to sensitivity analysis
• Conclusions and future work
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ISO 26262 Safety requirements for 
software based functions

• ISO 26262 recommends that qualitative analysis be applied to systematic faults.

• Functions that enable the system to achieve or maintain a safe state;
• Functions related to the detection, indication and handling of faults of safety-related 

hardware elements;
• Functions related to the detection, notification and mitigation of faults in the software 

itself;
– self-monitoring of the software in the operating system and 
– application-specific self-monitoring of the software to detect, indicate and handle 

systematic faults in the application software.
• Functions related to on-board and off-board tests;

– On-board tests can be carried out by the system itself or through other systems within 
the vehicle network during operation and during the pre-run and post-run phase of the 
vehicle.

– Off-board tests refer to the testing of the safety-related functions or properties during 
production or in service.

• Functions that allow modifications of the software during production and service; and
• Functions related to performance or time-critical operations.

– Used for attacks not discussed in the paper.

25/09/2015 Stochastic modeling of safety and security of the e-Motor, SAFECOMP 2015 5
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ASIL-D and software
• Safety analysis shall be carried out at the software architectural 

level in order to:
– identify or confirm the safety-related parts of software support the 

specification and verify the efficiency of the safety mechanisms.
• Mechanisms for error detection

25/09/2015 Stochastic modeling of safety and security of the e-Motor, SAFECOMP 2015 6
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The E-Motor
• This is an AUTOSAR software module for controlling an electric motor meant 

to be integrated in a variety of potential car systems, such as:
• Electric Power Steering: support the steering actuation by superposing torque

– power steering system has to fail silently. A silent failure means that the shaft of 
the electric motor runs freely and its presence cannot be recognized by the 
working environment any longer as soon as a failure occurs. This is important since 
a faulted electric motor can deter the driver from direct mechanical steering.

• Dynamic Steering: adapt the driver’s steering command depending on vehicle 
speed and steering angle with an overriding drive.
– dynamic steering system has to fail safely. That is, it has to be locked rather than 

run freely in order to enable a mechanical feed through of the driver’s steering 
command.

• Steer-by-Wire: steering actuation solely without mechanical link
– Steer-by-Wire system must neither fail safely nor silently. In any case, it has to 

continue operating after fault occurrence at least in a degraded mode, which 
means a fail operational ability. In other words, electrical drives for Steer-by-Wire 
systems have to be fault tolerant, at least against single point failures.

In other words the E-motor will have several safe states, 
one of which will be “active” at any point in time.

25/09/2015 Stochastic modeling of safety and security of the e-Motor, SAFECOMP 2015 7

What if the safe state
is altered by an attacker?
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An attacker can eliminate the safe state
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Probabilistic modelling of Adversary
• Issue 1: Level of abstraction is important. The known 

probabilistic models of an Adversary range between:
– Very specific models of a particular attack with data being 

collected sufficient to specify the model parameters 
exactly (examples are given in the paper)

• Unclear why such models are interesting and what they tell us

– Too abstract, when the impact of a successful attack is 
modelled at a high level of abstraction (e.g. the ADVISE 
formalism)

• This makes it difficult for the results of the analysis to be 
communicated to the stakeholders in a specific context.

25/09/2015 Stochastic modeling of safety and security of the e-Motor, SAFECOMP 2015 9

The paper advocates the “Cyber-physical 
perspective”, i.e. the system model be 
sufficiently detailed to capture adequately 
the impact of a successful attack in a specific 
system context. 
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Prob. modelling of Adversary (2)
• Issue 2: Epistemic uncertainty

– The “standard way” of dealing with this issue in safety and 
reliability is Bayesian analysis: one would define one’s 
belief about the uncertain model parameters and let the 
“data speak for itself” using the observations in real 
operation or from operational/statistical testing. Although 
conceptually this approach is sound its use in practice is 
quite problematic for at least two reasons:

• The likelihood of even specific attacks, let alone the Adversary 
profile, is generally unknowable, i.e. prior belief is guaranteed to 
be “inaccurate”

• The likelihood of attacks (i.e. Adversary profile) are likely to be 
changing continuously, hence the posterior at any point of time is 
likely to remain a poor reflection of the likelihood of attacks.
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The paper advocates sensitivity analysis
on the range of “plausible” values.
• for large models this may be difficult as the space of 

plausible values is likely to be very large.
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Stochastic Activity Network (SAN) model

25/09/2015 Stochastic modeling of safety and security of the e-Motor, SAFECOMP 2015 11

• In case somebody is interested 

in “playing” with the model 

(and probably finding bugs J) 

it is available at:

http://openaccess.city.ac.uk/1

1980/
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Stochastic Activity Network (SAN) model
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SAN model (2): SW channel model
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SAN model (3): Adjudicator

25/09/2015 Stochastic modeling of safety and security of the e-Motor, SAFECOMP 2015 14

Proceedings of CPS&IoT2019 page 839



SAN model (4): Safe State Configuration
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Measure of interest
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• Time to system failure (safe or unsafe) is the measure of 
interest. 

• System failure states are “absorbing”, i.e. if the model reaches a failure 
state it will remain in this state forever. 

• At any point of time the model will be in one of the three possible system 
states:
– OK 
– Safe failure
– Unsafe failure

• The system is judges by the adjudicator as OK or failed safely or unsafely.
• The model is solved via simulation. 

– Many simulations (2,000,000+) were used to measure the time to system 
failure.

• The simulation campaigns were long enough, so that at the end of the 
campaign the system fails with a probability of 1 (or nearly 1).

• For any length of simulation campaigns, X (“mission duration”), the 
probability is computed that the system reaches a failure state (safe or 
unsafe) at the end of the mission. 
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Findings: An interesting observation
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Global variable name Exp 1 Exp 2 Exp 3 Exp 4

AttackRate [hour-1] 0.001
CC_failure_rate [hour-1] 1.00E-04
Config_repair_success 0.6

Configuration_validation_Duration [hour] 0.1
SS_repair_rate [hour-1] 36 360 3.6 36

USF_repair_rate [hour-1] 36 36 36 360
attack_CH1_success_pr 0.2
attack_CH2_success_pr 0.1

attack_count 10
channel_failure_rate [hour-1] 0.001

failure_coverage 0.8
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Findings: Sensitivity Analysis (2)
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Probability of mission Success/Safe 
failure/Unsafe failure

Mission duration [hours] Exp 1 Exp 2 Exp 3 Exp 4

1000 Success 0.999120 0.999245 0.999660 0.999175
Safe failure 0.000880 0.000755 0.000340 0.000825
Unsafe failure 0 0 0 0

7000 Success 0.994180 0.995060 0.008180 0.995015
Safe failure 0.005815 0.004940 0.991820 0.004985
Unsafe failure 5.00E-06 0 0 0

8000 Success 0.993410 0.019340 0.007930 0.019285
Safe failure 0.006585 0.980660 0.992070 0.980715
Unsafe failure 5.00E-06 0 0 0

11,000 Success 0.991455 0.017560 0.007290 0.017650
Safe failure 0.008540 0.982440 0.992710 0.982350
Unsafe failure 5.00E-06 0 0 0

12,000 Success 0.020310 0.017005 0.007100 0.017070
Safe failure 0.979685 0.982995 0.992900 0.982930
Unsafe failure 5.00E-06 0 0 0
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Discussion
• The paper advocates that a probabilistic model 

should be detailed enough to account for all 
hazards identified in safety analysis
– Impact of attacks must be spelled out in the specific 

system context.
• The epistemic uncertainty related to model 

parameters (e.g. in deciding the values of the 
parameters related to the attacks) should be 
addressed by sensitivity analysis exploring the 
space of plausible values. 
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Future  Work
• The model of the e-Motor already includes 3 types of attacks (identified 

by the safety analysis) and allows for different Adversary profiles to be 
used. In this paper only the “most interesting” of the three attacks is 
analysed. 
– Quantifying the impact of the other two attack types related to data integrity 

(torque request attacks and attack on the channels control loop parameters) 
will be dealt with in the future. 

• In the particular context of AUTOSAR an interesting design trade-off exists 
between protecting the individual devices against cyber attacks specific to 
the device vs. using a generic intrusion detection/protection system (IDS). 
– Probabilistic modeling seems particularly suitable for addressing this problem 

and the trade-off will be studied in the future.

• The model of accidental dependent failures is simplistic, possibly 
unrealistic. 
– In the future this model of dependent accidental failures will be replaced with 

better alternatives;
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Outline
Installation of Tools
Introduction

Model-based Engineering
The TTool Toolkit

Designing a Simple Smart Card with SysML-Sec
A Simple Smart Card System
Modeling the Smart Card Application
Safety Verifications of the Behavior of the Smart Card
Specifying Hardware Architectures for the Smart Card
Mapping the Smart Card Application to Hardware
Architectures
Simulating and Verifying the Smart Card System
Securing the Smart Card System with SysML-Sec

Going Further
References
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Installation from Provided Virtual Machine
(recommended for this tutorial)

I Download and install VirtualBox for your operating system
from https://www.virtualbox.org/

I Copy the TTool virtual machine file from the provided USB
stick

I Start VirtualBox and import the provided TTool virtual
machine:
I Select menu File » Import Appliance
I Browse to the downloaded SysML-Sec_Tutorial.ova file
I Follow the wizard using the default settings
I Once the import is finished, start the machine (password =

sysmlsec)
I Note that it may happen that the machine hangs while

starting. If so then just restart it from VirtualBox

I Double-click the TTool icon on the desktop to launch TTool
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Installation from Official Releases

I Graphical installer or archive
I Follow the instructions from the TTool website:

I https://ttool.telecom-paristech.fr/
installation.html

I Note that this may require installing companion tools...
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Slides of this Tutorial

I Open the SysML-Sec_Tutorial.pdf file located on the
desktop
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Increasing Systems Complexity

Number of embedded Software Lines of Code (SLOC) in
Aircrafts has doubled every 4 years!

Source: Hansson et al., 2018
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Impacts of Late Faults Discovery

Source: Feiler et al., 2010
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From Embedded to Cyber-Physical Systems
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Definitions

Safety

Freedom from unacceptable risk. It
deals with avoiding losses due to ei-
ther flaws in software or hardware

leading to malfunctions, or due to (ab-
normal) environmental conditions [3][2]

Se-
curity

The practice of defending com-
puters, servers, mobile devices,

electronic systems, networks, and
data from malicious attacks [4]

Perfor-
mance

Ability to accomplish a spe-
cific task and respond to events

within a specified time [1] [2]
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Examples of Threats

Transport Systems
I Use of exploits in Flight

Management System (FMS) to
control ADS-B/ACARS [Teso 2013]

I Remote control of a car through Wifi
[Miller 2015] [Tencent 2017]

Medical Appliances
I Infusion pump vulnerability, April

2015. http://www.scip.ch/en/
?vuldb.75158

Wired - ABC News

Hospira

10/77 June 2019 Institut Mines-Telecom SysML-Sec
Proceedings of CPS&IoT2019 page 861

http://www.scip.ch/en/?vuldb.75158
http://www.scip.ch/en/?vuldb.75158


Installation of Tools Introduction Designing a Simple Smart Card with SysML-Sec Going Further References

Vulnerability Identification

Investigations
I Testing ports (JTAG interface, UART, . . . )
I Firmware analysis
I Memory dump
I Side-channel analysis (e.g. power consumption,

electromagnetic waves)
I Fault injection
I . . .

Secure your systems!
I Design with security in mind from the very beginning
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Interdependency between Properties

I Impact of Security on Safety: To have a safe system,
security must be guaranteed. Safety can be compromised
by cyber-attacks

I Impact of Security on Performance: security measures
require extra processing time which might degrade system
performance

I Impact of Performance on Safety: failure to meet time
requirements may have safety impact
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Modeling is not really a new Technique. . .
. . . and it is not limited to Software!
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Modeling is not Really a New Technique. . .

Painting by Duplessis.
Source: Wikipedia

"If you fail to plan,
you are planning to fail!"
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Model-Based Systems Engineering
I Systems engineering: a multidisciplinary approach to

develop a balanced system solution in response to
stakeholder needs

I Systems engineering can be performed by using a
document-based or model-based approach or combined
approach

Figure:
Document-Based

Figure: Model-Based

>return on investment

human-friendly
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The TTool Toolkit

I Started in 2004
I PhD thesis of Ludovic APVRILLE
I Team of about 10 developers

(researchers, PhD students, engineers...)
I Several research projects and grants:

Texas Instruments, Freescale, FP7 Evita,
VEDECOM, H2020 AQUAS, Nokia, . . .

I Several academic and industry users:
ISAE, Nokia, Trusport, Siemens, Thalès,
Continental, . . .
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SysML-Sec Method
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SysML-Sec Method
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SysML-Sec Method

17/77 June 2019 Institut Mines-Telecom SysML-Sec
Proceedings of CPS&IoT2019 page 880



Installation of Tools Introduction Designing a Simple Smart Card with SysML-Sec Going Further References

Simple Smart Card System
Main functions:
I Authenticate with the terminal
I Receive data from network
I Process data with a specific

application (e.g.: process
banking transactions)

I Send data to network
Requirements:
I ...
I Security: The data transferred

between the terminal and the
smart card shall be
confidential

I ...
18/77 June 2019 Institut Mines-Telecom SysML-Sec
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Hands-on: Create a TTool Project for the
Smart Card

19/77 June 2019 Institut Mines-Telecom SysML-Sec
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Hands-on: Create a SysML-Sec
Methodology Diagram
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SysML-Sec Methodology Diagram
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Hands-on: Create an Application Diagram
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Hands-on: Create Application Components

I Create a primitive component for the smart card terminal
I Create a composite component for the smart card system
I Inside the smart card system:

I Create a primitive component for the communication
interface

I Create a composite component for the TCP/IP module
I Create a primitive component for the smart card specific

application

SmartCard_System
Comm_Interface

Application

TCP_IP_Module
SmartCard_Terminal
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Communication Mechanisms
I Requests: used to spawn the execution of primitive

components (operation calls)
I Events: used to synchronize control-flows
I Channels: used to exchange data

I Blocking Read / Non Blocking Write: the emitter can write
infinite times while the receiver task is blocked when
attempting to read from an empty channel. Data are read in
a FIFO with an infinite capacity

I Non Blocking Read - Non Blocking Write: the emitter can
write an infinite number of times and the receiver is never
blocked when attempting to read an empty channel.
Equivalent to shared memory of infinite size

I Blocking Read - Blocking Write: Emitter blocked when
attempting to write to a full channel and receiver blocked
when attempting to read from an empty one. Equivalent to
a finite FIFO buffer

24/77 June 2019 Institut Mines-Telecom SysML-Sec
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Hands-on: Specify the communication
between the Smart Card and the Terminal

I Create the appropriate ports to model each communication
between the smart card terminal and the communication
interface primitive components

I Connect the created ports

Informal Diagram

Terminal
Comm

Interface

Activate Card

Reset

Transfer Data
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Task’s Activity Diagrams

I Specialized UML activity diagrams
I Describe sequences of actions performed

by the component of the diagram
I Send / receive events to / from

components
I Send / receive requests (incl.

parameters) to / from components
I Send / receive data to / from components
I Computation actions (exec i, exec c, etc.)

I Control flow nodes (conditional branching)

26/77 June 2019 Institut Mines-Telecom SysML-Sec
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Hands-on: Describe the Behavior of the
Smart Card Terminal

Terminal
Comm

Interface

Activate Card

Reset

Transfer Data

I Create a send request action for activating the smart card
I Create a send event action to reset the smart card
I Create a wait for event action to receive a notification from

the smart card when it has reset

27/77 June 2019 Institut Mines-Telecom SysML-Sec
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Hands-on: Describe the Behavior of the
Smart Card Terminal (cont’d)

Model a non-deterministic behavior for sending or receiving
data where half of the time data is received and sent for the
other half:
I Create a non deterministic choice action
I On one branch:

I Create a write channel action to send some data to the
smart card

I Create a send event action to notify the smart card that
some data has been sent

28/77 June 2019 Institut Mines-Telecom SysML-Sec
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Hands-on: Describe the Behavior of the
Smart Card Terminal (cont’d)

I On another branch:
I Create a notified event action to be notified that the smart

card terminal has sent some data. In this action, assign the
received value to variable x

I Create a choice action to determine what to do depending
on the value of x

I On one branch, create a condition for when x = 0
I Add a stop action to end the flow of that branch
I On another branch, create a condition for when x > 0
I Following that branch, create a wait for event action to

receive a notification from the smart card that it has sent
some data

I Create a read in channel action to receive the sent data
I Add a stop action to end the flow

29/77 June 2019 Institut Mines-Telecom SysML-Sec
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Verification of Behavior without Knowledge
of the Hardware Architecture

I At this level of description, some analyses can already be
performed without knowing the hardware execution
platform

I For example, can we check that the terminal ever sends or
receives data to or from the smart card?

Terminal
Comm

Interface

Activate Card

Reset

Transfer Data ?
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Model Checking

Source: Lohmann 2013
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Hands-on: Verifying Reachability with
UPPAAL

I TTool uses UPPAAL to perform safety
analyses (http://www.uppaal.org/)

I Completing the specification in order to
perform such verification would take too
much time so a model is provided

I Open the model provided for this tutorial
I Open the smart card terminal activity

diagram
I Right-click the send data action and right

click check Reachability / Liveness
I Note the RL? decoration added next to the

action
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Hands-on: Verifying reachability with
UPPAAL (cont’d)

I Check the syntax of the
application model by clicking
the Syntax analysis button

I Launch safety verification by
clicking the Safety verification
button

I From the dialog window that
opens, ensure Reachability of
selected states is checked
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Evaluation and Back Tracing

I Start the verification from the
dialog window

I Once finished, check that the
property is satisfied (lower
part of the dialog window)

I Back tracing: return to the
activity diagram. What
happened to the RL?
reachability annotation?
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Hardware Architecture Modeling

SysML-Sec provides a set of predefined component types to
model hardware architectures:
I CPUs
I Hardware accelerators
I DMAs
I Memories
I Buses
I Bridges
I FPGAs (new)

35/77 June 2019 Institut Mines-Telecom SysML-Sec
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Attributes of Hardware Components

I CPUs:
I Scheduling policy
I Cycles for execution actions
I Data size for execution actions
I Miss branch
I Cass miss rate
I Etc.

I Buses
I Arbitration policy
I Data size per cycle
I Pipeline
I Privacy
I Etc.

I Etc.
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Hands-on: Creating a Minimal Hardware
Architecture for the Smart Card

I Create an architecture mapping diagram
I Add a CPU, Bus and Memory components
I Connect the CPU and the memory to the bus

<<CPURRPB>>
cpu0

<<MEMORY>>
Memory0

<<BUS-RR>>
Bus0
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Multi-processor Hardware Architecture for
the Smart Card

<<CPURR>>
CPU0

<<CPURR>>
CPU1

<<CPURR>>
CPU2

<<BUS-RR>>
Bus0

<<MEMORY>>
Memory0
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Mapping Model

To constitute a mapping model:
I Application components must be mapped to CPUs or

hardware accelerators
I Component connections must be mapped to buses and

memories
I Communication patterns (not introduced in this tutorial)

must be mapped to CPUs, hardware accelerators, buses
and memories

I Note that in the absence of mapping specifications for
channels, TTool will compute a default mapping when there
is no ambiguity (e.g. only one bus connects the processor
onto which the application components are mapped)

39/77 June 2019 Institut Mines-Telecom SysML-Sec
Proceedings of CPS&IoT2019 page 902



Installation of Tools Introduction Designing a Simple Smart Card with SysML-Sec Going Further References

Hands-on: Mapping the Smart Card
Application to the Minimal Architecture

I First clone the minimal architecture diagram
I On the cloned diagram use the diagram palette to map all

tasks onto the single CPU
I Communications mapping will be determined automatically

for this simple architecture

40/77 June 2019 Institut Mines-Telecom SysML-Sec
Proceedings of CPS&IoT2019 page 903



Installation of Tools Introduction Designing a Simple Smart Card with SysML-Sec Going Further References

Mapping Model for the Multi-processor
Hardware Architecture
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The SysML-Sec Simulator

I Based on transactions
I Represents a computation or communication action

involving one or more hardware components
I Dedicated model of computation matching the abstraction

level of SysML-Sec models
I Fast simulation

I Much faster than SystemC
I Allows for performance evaluations

I Loads of hardware components
I Latencies
I Etc.
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The SysML-Sec Simulator (cont’d)

I C++ code generated from the mapping model
I User interface and interactive debugger provided from

TTool
I References: Knorreck D., Apvrille L., Pacalet R. Fast

Simulation Techniques for Design Space Exploration. In:
Objects, Components, Models and Patterns. TOOLS
EUROPE 2009
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Live Demo: Simulation of the Minimal
Architecture

I Generate the code and compile the simulator
I Interactive execution of simulator
I Debugger overview
I Breakpoints
I Execution trace generation and latency analysis
I Reachability graph generation and safety properties

verification

44/77 June 2019 Institut Mines-Telecom SysML-Sec
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Live Demo: Simulation of the
Multi-Processor Architecture

I Generate the code and compile the simulator
I Interactive execution of simulator
I Debugger overview
I Execution trace generation and latency analysis
I Reachability graph generation and safety properties

verification

45/77 June 2019 Institut Mines-Telecom SysML-Sec
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Discussion: Comparison of Estimated
Properties for both Architectures

I Performance: the latency for the multi-processor
architecture is significantly reduced

I Safety:
I Due to multi-processor, some safety properties may not be

verified
I Reachability graph supports the automated analysis of

several properties
I Future work to better support these analyses

I Support for early design space exploration. . .
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Security Requirements

47/77 June 2019 Institut Mines-Telecom SysML-Sec

<<deriveReqt>>
<<deriveReqt>>

<<refine>>
<<refine>>

<<refine>>

<<deriveReqt>>

<<Requirement>>
SecurityMain

ID=0
Text="The autonomous system will be secure"
Kind="Functional"
Risk="Low"
Reference elements=""

<<Requirement>>
ConfidentialGPS

ID=8
Text="The system will not
broadcast previous
GPS locations"
Kind="Privacy"
Risk="Low"
Reference elements=""

<<Requirement>>
ConfidentialKeys

ID=7
Text="The system will ensure
Confidentiality of Keys"
Kind="Confidentiality"
Risk="Low"
Reference elements=""

<<Requirement>>
SensorTampering

ID=11
Text="The system will verify
sensor data"
Kind="Integrity"
Risk="Low"
Reference elements=""

<<Requirement>>

ID=10
Text="The system will protect
against replay attacks."
Kind="Freshness"
Risk="Low"
Reference elements=""

<<Requirement>>
VerifySensor

ID=14
Text="The system will verify
laser/radar/camera data received is
from the installed sensor."
Kind="Data origin authenticity"
Risk="Low"
Reference elements=""

<<Requirement>>
SecureFirmware

ID=1
Text="The system will not allow
modification of control/perception
firmware."
Kind="Integrity"
Risk="Low"
Reference elements=""

<<Requirement>>
notAllSensors

ID=0
Text="The attacker must not
be able to compromise
all sensors"
Kind="Integrity"
Risk="Low"
Reference elements=""

<<Requirement>>
externalMsg

ID=0
Text="The system will not send
data to external
components(V2I, camera...)"
Kind="Confidentiality"
Risk="Low"
Reference elements=""

<<Requirement>>
ConfidentialityReq

ID=0
Text="The system will ensure
Confidentiality"
Kind="Confidentiality"
Risk="Low"
Reference elements=""

<<Requirement>>
AuthenticityFirmware

ID=0
Text="The system will ensure
authenticity of firmware"
Kind="Integrity"
Risk="Low"
Reference elements=""

<<Requirement>>
AuthenticityReq

ID=0
Text="The system will ensure
Authenticity"
Kind="Integrity"
Risk="Low"
Reference elements=""

<<Requirement>>
ConfidentialitydataFlow

ID=0
Text="The system will allow
data to be sent only
in certain directions"
Kind="Controlled access (authorization)"
Risk="Low"
Reference elements=""

<<Requirement>>
AuthenticitySensor

ID=0
Text="The system will ensure
Authenticity of sensor data"
Kind="Integrity"
Risk="Low"
Reference elements=""

<<Requirement>>
ConfidentialityFirmware

ID=0
Text="The system will ensure
Confidentiality of firmware"
Kind="Confidentiality"
Risk="Low"
Reference elements=""

<<Requirement>>
V2XConfidentiality

ID=2
Text="The system will ensure
Confidentiality in the V2X
system"
Kind="Confidentiality"
Risk="Low"
Reference elements=""

<<Requirement>>
EthernetConfidentiality

ID=3
Text="The system will ensure
Confidentiality in the Ethernet
network"
Kind="Confidentiality"
Risk="Low"
Reference elements=""

<<Requirement>>
networkFirmware

ID=5
Text="The system will not
send firmware on
the network"
Kind="Confidentiality"
Risk="Low"
Reference elements=""

<<Requirement>>
FirmwareProtect

ID=17
Text="Firmware will be
encrypted"
Kind="Confidentiality"
Risk="Low"
Reference elements=""

<<Requirement>>
LANConfidentiality

ID=18
Text="The system will not
allow external connections
to the LAN"
Kind="Controlled access (authorization)"
Risk="Low"
Reference elements=""

<<Requirement>>
checkSumFirmware

ID=19
Text="The system will use
a checksum or
something to ensure
integrity of firmware"
Kind="Integrity"
Risk="Low"
Reference elements=""

<<Requirement>>
V2XConfidentialitydata

ID=21
Text="The system will only
send traffic data
over V2X"
Kind="Confidentiality"
Risk="Low"
Reference elements=""
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Attack Trees and Countermeasures

48/77 June 2019 Institut Mines-Telecom SysML-Sec

<<block>>
Vehicle

<<root attack>>
attackBraking

<<attack>>
preventObstacleDetection

<<OR>>

<<attack>>
preventBrakingFunction

<<attack>>
preventBrakingCommandIssue

<<OR>>

<<attack>>
manipulateCamera

<<attack>>
manipulateLIDAR

<<AND>>

<<attack>>
preventDataComputation

<<attack>>
disableSensors

<<OR>>

<<attack>>
corruptControllerCode

<<attack>>
jamPerceptionCommunications

<<attack>>
forgeECUCommands

<<OR>>

<<attack>>
jamECUCommunications

<<attack>>
forgePerceptionData

<<OR>>

<<countermeasure>>
authenticateECUCommands

<<countermeasure>>
authenticatePerceptionData

<<countermeasure>>
filterCommunications

<<countermeasure>>
checkComponentStatus
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Public and Private Hardware
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<<CPURR>>
Camera

Design::CameraDesign::Camera

<<BUS-CAN>>
EthernetCamera

<<CPURR>>
Radar

Design::RadarDesign::Radar

<<BUS-CAN>>
CANRadar

<<CPURR>>
FusionCPU

Design::FusionLidarDesign::FusionLidar

<<CPURR>>
System

Design::SupervisorDesign::Supervisor

Design::PerceptionDesign::Perception

<<CPURR>>
MABX

Design::MABXDesign::MABX

<<BUS-CAN>>
CANVedecom

<<BUS-CAN>>
EthernetLaser

<<BUS-CAN>>
WiFI

<<CPURR>>
UI

Design::UIDesign::UI

<<MEMORY>>
MemorySystem

<<BUS-CAN>>
internalBus

<<CPURR>>
InterfaceCPU

Design::ExteriorInterfaceDesign::ExteriorInterface

<<CPURR>>
V2X

Design::V2XDesign::V2X

<<BUS-CAN>>
CANV

<<BUS-CAN>>
EthernetIHM

<<CPURR>>
vehicle

Design::ECUDesign::ECU

<<BUS-CAN>>
CANIntersystem

<<CPU>>
CPU0

Design::GPSDesign::GPS

<<BUS-CAN>>
EthernetV2IGPS

<<CPURR>>
IMU

Design::IMUDesign::IMU

<<BUS-CAN>>
Bus0

<<BUS-CAN>>
CANdiagnostics
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Verifications: ProVerif in a Nutshell

I Cryptographic protocol verifier via automated reasoning
I Handles many cryptographic primitives:

I Shared- and public-key cryptography
I Hash functions
I Diffie-Hellman key agreements

I Capable of attack reconstruction: when a property cannot
be proved, an execution trace which falsifies the desired
property is constructed

I Can prove the following properties:
I Secrecy (the adversary cannot obtain the secret)
I Authentication (the adversary does not see the difference

when the value of the secret changes)
I Equivalences between processes that differ only by terms

I Developed by INRIA (french national institute for computer
science and applied mathematics)
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Hands-on: Securing the Channel between
the Smart Card and the Terminal

I Request confidentiality of the
data channel between the
terminal and the smart card:
I On the application diagram,

double-click the data
channel port of the terminal

I On the dialog window,
activate the Check for
confidentiality option

51/77 June 2019 Institut Mines-Telecom SysML-Sec
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Hands-on: Launching ProVerif

I Open the multi-processor
architecture mapping diagram

I Launch the syntax analysis
I Launch ProVerif
I On the dialog window, select

none for the computation of
states reachability

I Start the analysis
I The results should show that

the communication is not
secured
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Hands-on: Making the Communication Bus
Private

I Open the multi-processor architecture
mapping diagram

I Double-click the bus to edit its properties
I Change the bus privacy to Private. This

means that the bus cannot be probed (e.g.
it is located in a chip)

I Save the modification
I The bus should now be annotated with a

privacy flag
I Re-execute the syntax and security

analyses
I The data should now be found to be

confidential
53/77 June 2019 Institut Mines-Telecom SysML-Sec
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Hands-on: Automatically adding Security
Mechanisms

I Open the multi-processor architecture
mapping diagram

I Reset the bus privacy to Public
I Re-execute the syntax and security

analyses
I On the dialog window, select the

Automated Security tab
I Check the Add security and Add security

(confidentiality) options
I Start the process and wait for its

completion. This may take some time...

54/77 June 2019 Institut Mines-Telecom SysML-Sec
Proceedings of CPS&IoT2019 page 917



Installation of Tools Introduction Designing a Simple Smart Card with SysML-Sec Going Further References

Hands-on: Automatically Adding Security
Mechanisms (cont’d)

I The result is a duplication of the
application and mapping models (named
with the suffix _enc) into which security
elements should have been added

I Notice the encryption and decryption
blocks that have been added on the
duplicated activity diagrams of the
terminal and the smart card
communication interface

I Re-execute the syntax and security
analyses

I The data should now be found to be
confidential
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Live Demo: Security-Performance Analysis

I Simplified model

SmartCard

Application

opened

SmartCard

+ resetType = 0 : Natural;
+ a = 0 : Natural;
+ b : Boolean;
+ i = 0 : Natural;
+ j = 0 : Natural;
+ x = 0 : Natural;
+ tcpctrl : TCP_CTRL;
+ t : Natural;

send

???

fromTtoP

fromPtoT

receive

TCPIP Entities
TCPIP

+ wind = 64 : Natural;
+ seqNum = 0 : Natural;
+ i : Natural;
+ j : Natural;
+ a = 0 : Natural;
+ b = 0 : Natural;
+ tcpctrl : TCP_CTRL;

send

receive

fromPtoT

fromTtoP

temp

temp

opened

TCP_CTRL

+ a : Natural;
+ state : Natural;

InterfaceDevice

+ resetType = 0 : Natural;
+ x = 0 : Natural;
+ i = 0 : Natural;
+ nbOfComputedPackets = 1 : Natural;
+ b : Boolean;

???

temp

start_Application

send
data_Ready

fromSCtoD

fromDtoSC

activation

data_Ready_SC

receive

fromPtoT

fromTtoP

fromTtoA

open, abort, close

send_TCP

receive_Application

fromAtoT

reset, pTS, end

connectionOpened

opened
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Security-Performance Analysis (cont’d)

evt
end()

bk

evt
data_Ready_SC() 

RRLL??

chl
fromSCtoD(1) 

for(i=0;i<nbOfComputedPackets;i = i +1) inside loop

exit loop

evt
data_Ready(x, b)

chl
fromDtoSC(1)

data exchange

evt
pTSConfirm() 

evt
pTS()

evt
answerToReset()

evt
reset()

req
activation()

Loop 10 times inside loop

exit loop

evt

for(j=0;x==0;j = j) inside loop

exit loop

evt
data_Ready(t, b) 

chl
fromPtoT(1)

chl
fromDtoSC(1) 

evt
receive()

chl
fromSCtoD(1)

evt
send() 

chl
fromTtoP(1) 

evt
data_Ready_SC()

req
start_Application()

req
start_TCP_IP()

evt
pTSConfirm()

evt
pTS() 

evt
answerToReset()

evt
reset() 

evt
connectionOpened() 

evt
end()

x=1

x=0
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Security-Performance Analysis (cont’d)

evt
open()

evt
connectionOpened()

evt
opened() 

10

evt
open() 

evt
opened()

tcpctrl.state=0

evt
send()

tcpctrl.state =9

chl
fromTtoP(1)

evt
receive() 

chl
fromPtoT(1) 

b

[b, b]

tcpctrl.a=0
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Security-Performance Analysis (cont’d)

evt
end()

bk

evt
data_Ready_SC() 

RRLL??

chl
fromSCtoD(1) 

for(i=0;i<nbOfComputedPackets;i = i +1) inside loop

exit loop

evt
data_Ready(x, b)

chl
fromDtoSC(1)

data exchange

evt
pTSConfirm() 

evt
pTS()

evt
answerToReset()

evt
reset()

req
activation()

Loop 10 times inside loop

exit loop

59/77 June 2019 Institut Mines-Telecom SysML-Sec
Proceedings of CPS&IoT2019 page 922



Installation of Tools Introduction Designing a Simple Smart Card with SysML-Sec Going Further References

Security-Performance Analysis (cont’d)
<<CPURR>>

CPU0
AppC_simplified::TCPIP

AppC_simplified::Application

AppC_simplified::SmartCard

<<CPURR>>
CPU1

AppC_simplified::InterfaceDevice <<BUS-RR>>
Bus0

<<MEMORY>>
Memory0
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Security-Performance Analysis (cont’d)
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Security-Performance Analysis (cont’d)
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Adding Security

evt
end()

bk

evt
data_Ready_SC() 

RRLL??

chl
fromSCtoD(1) 

for(i=0;i<nbOfComputedPackets;i = i +1) inside loop

exit loop

bk

evt
data_Ready(x, b)

chl
fromDtoSC(1)

sec:SecurityEncrypt

data exchange

evt
pTSConfirm()

bk

evt
pTS()

evt
answerToReset() 

evt
reset()

req
activation()

Loop 10 times inside loop

exit loop

sec:SecurityEncrypt

evt

for(j=0;x==0;j = j) inside loop

exit loop

evt
data_Ready(t, b) 

chl
fromPtoT(1)

chl
fromDtoSC(1)

sec:SecurityEncrypt

evt
receive()

chl
fromSCtoD(1)

evt
send() 

chl
fromTtoP(1) 

evt
data_Ready_SC()

req
start_Application()

req
start_TCP_IP() The first two layers of the OSI model 

are used to communicate between 
the smart card and the terminal

evt
pTSConfirm()

evt
pTS() 

evt
answerToReset()

bk

evt
reset() 

evt
connectionOpened() 

evt
end()

x=1

x=0

sec:SecurityEncrypt
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Adding Security

<<CPURR>>
CPU0

AppC_simplified_sec::SmartCard

AppC_simplified_sec::Application

AppC_simplified_sec::TCPIP

95%

AppC_simplified_sec::SmartCard

AppC_simplified_sec::Application

AppC_simplified_sec::TCPIP

<<CPURR>>
CPU1

AppC_simplified_sec::InterfaceDevice

30%

AppC_simplified_sec::InterfaceDevice
<<BUS-RR>>

Bus0

7%

<<MEMORY>>
Memory0
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Adding Security
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Security-Performance Analysis: Simplified
Model
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Adding Security and Hardware components

<<CPURR>>
CPU0

AppC_simplified_sec::SmartCard

59%

AppC_simplified_sec::SmartCard

<<CPURR>>
CPU3

AppC_simplified_sec::TCPIP

AppC_simplified_sec::Application

38%

AppC_simplified_sec::TCPIP

AppC_simplified_sec::Application

<<CPURR>>
CPU1

AppC_simplified_sec::InterfaceDevice

33%

AppC_simplified_sec::InterfaceDevice
<<BUS-RR>>

Bus0

8%

<<MEMORY>>
Memory0
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Adding Security and Hardware components
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Security-Performance Analysis: Simplified
Model
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Security-Performance Analysis: Summary

Method Terminate Min Latency Max Latency Scheduling
Non-Secure 7563 736 846 -

AES 10803 1060 1170 Effected
AES+ CPU 9978 974 1128 Effected
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TTool-SSDLC Interaction

71/77 June 2019 Institut Mines-Telecom SysML-Sec
Proceedings of CPS&IoT2019 page 934



Installation of Tools Introduction Designing a Simple Smart Card with SysML-Sec Going Further References

Going Further

Other capabilities of TTool:
I Modeling communication patterns
I Modeling fault trees
I Detailed software design with Avatar
I Rapid prototyping (code generation)
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Conclusion

I Model-based design of embedded systems is an essential
support for the specification, verification, optimization and
synthesis of embedded systems

I Discover errors earlier to reduce costs
I Improved designs at lower costs
I Important to take into account safety, security and

performances at once
I TTool nicely supports these features
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Ongoing Work

I Impact of security mechanisms on safety (VEDECOM
Autonomous Vehicle)

I Security-safety-performance interactions with Trustport
(European project AQUAS)

I Efficient programming of digital communication
infrastructures from models (Nokia)

I Performance tracing through abstraction levels (LIP6)
I Security of Cyber Physical Systems (INRIA - duality

Capella / TTool)
I Generation of test sequences (ISAE)
I Model and code generation for autonomous drone systems
I Analog components
I . . .
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Internet of Things  
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Introduction 

Why Low-power Computing? 
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 More power-hungry high-performance embedded computational platforms 

 Low-power  essential  especially for mobile battery powered systems  

1. Reliability:  

> If power consumption and heat are reduced, the positive impact on 
reliability is doubled: 

> the negative influence on the ageing of hardware elements is lowered,  

> Avoid the use of cooling systems  (e.g., ventilators) in the HW design 

2. Availability:  

> A low power consumption allows extending the operation of a system in 
special situations such as blackouts and energy disruptions. 

3. Ecology:  

> Power consumption reduction is also a desired feature towards near-zero 
emission in systems with tens/hundreds of electronic control units (ECUs). 
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Why validation of Low-power management? 

11.06.2019 Virtual Platforms for Low-power MCS 4 

Low-power computing is a challenge for industrial dependable systems… 
> On safety: 

1. Active-cooling systems are too faulty 

2. The use of SW low-power techniques should be certification cognizant 

3. The system should be able to reach a safe-state 

> On security 

• Counter-measures (e.g., encryption) are power costly 

• CLKSCREW: Exposing the Perils of Security- Oblivious Energy Management [1] 

> Attack on ARM Trustzone: 

˃ needs root access, but no physical manipulation of hardware 

˃ Exploits DVFS features of the System-on-Chip: 

• operates target core in unstable state 

• generates predictable bit flips in the key generator 

> Result: Access Trustzone information and introduce own code 

Introduction 
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Introduction 

Why Virtual Prototype based Solution? 

5 

Problem 

► Power becomes Achilles Heel for software and 
mobile device success 

Challenges 

1. Complex, distributed SW functions 

2. Executes on heterogeneous HW platforms 

3. Expensive lab equipment for measurement 

4. Debugging distorts power measurement 

 Virtual Prototype based Solution 

  

1G

2G

2.5G

3G

4G

1

10

100

1.000

10.000

1.000.000

10.000.000

100.000

Performance Shannon‘s law
2x in 8.5 months

Moore‘s law
2x in 18 months

1980 1984 1988 1992 1996 2000 2004 2008 2012 2016 2020

Memory access 
time
2x in 12 years

Eveready`s law
(Battery energy 
density)
2x in 10 years

Power
reduction

Algorithmic
complexity

CPU-memory
bandwidth

Source: Jan M. Rabaey
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Scope of this talk 

Enhance Virtual Platforms with Low-Power Validation features for MCS 

Analyze/ 
Debug 

Timing/Power 
Instrumentation 

 
 
 
 

Scenarios (e.g. Flight ) 

Stimulate 

Annotate 

Implement 

Optimize 

Main focus of this talk: provide 
enabling technologies 

Tracing 

 
 
 

Mixed-critical Application 

11.06.2019 Virtual Platforms for Low-power MCS 6 

Virtual Platform 
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Outline 

7 

1. Motivation  

2. Part I: Background 

3. Part II: Time Triggered Model in Instruction-Accurate Virtual Platforms 

4. Part III: Power Models in Instruction-Accurate Virtual Platforms  

5. Part IV: Power Management Verification in Instruction-Accurate Virtual Platforms  

6. Conclusion & Questions 
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BACKGROUND: MIXED-CRITICAL SYSTEMS (MCS) 

Part I 

8 11.06.2019 Virtual Platforms for Low-power MCS 

App.2 App.1 App.N 
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Assurance Levels in Aerospace and Railway 

9 

Design Assurance Levels (DAL 
– DO178)  

Safety Integrity Level 
(SIL –IEC 61508) 

Probability of dangerous 
failure per hour  

Level A – Catastrophic SIL-4 >=10-9  to < 10-8 

Level B – Hazardous/Severe-Major SIL-3 >=10-8  to < 10-7 

Level C – Major SIL-2 >=10-7  to < 10-6 

Level D – Minor SIL-1 >=10-6   to < 10-5 

Level E –  No Effect SIL-0 (non-SIL) - 

 Assign System Integrity levels (SIL – IEC 61508) or Design Assurance Levels (DAL – DO178) depending on 
the required failure probability 

 The SIL or DAL determine the development processes that should be followed. 

C
rit

ic
al

ity
 

IEC 61508 and DO-178 
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 Multiple safety criticalities on the same platform 

> Long tradition in avionic architectures: Integrated Modular Avionic (IMA) systems 

> Spatial and temporal separation of functionally independent components 

 

11.06.2019 10 

Mixed-Criticality System– What’s it? 

Virtual Platforms for Low-power MCS 

1990  2000 

 

2000  2020 

 

Future 
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Criticality categories for Mixed-Criticality Multi-Rotor Avionics   

11.06.2019 Virtual Platforms for Low-power MCS 11 

Xilinx Zynq-7000 Family: Single 
chip heterogeneous MPSoC 

mixed-criticality avionics 

Mission-critical 
gimbal controller for 

video processing task 
(DAL-B/C/D) 

Safety-critical flight algorithms 
running with triple modular 
redundancy (TMR) (DAL-A) 

Static scheduled time 
triggered system with 
low power 
techniques 

Debugging console / 
telemetry Data (DAL-E) 

 

[14, 15] Multi-Rotor Flight Control  
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Extra processor for payload processing? 

Virtual Platforms for Low-power MCS 11.06.2019 

  

Safety critical tasks 
• Hard deadlines  (e.g. d2->3) 
• No power constraints 
• No temperature constraints 

Mission critical tasks 
• Soft deadlines (e.g. d4->5) 
• Hard power constraints (power budget) 
• Hard temperature constraints (weight for cooler) 

F1 F2 F3 

Memory 
  

CPU 
  

HW IP 
  

... 

F4 F5 

CPU 
  

... HW IP 
  

F1 

F2 

F3 
t 

d2->3 

F4 

F5 t 

d4->5 

Memory 
  

Microcontroller for flight and navigation tasks High-performance processor for payload tasks 

12 
[8] Empowering Mixed-Criticality System Engineers in the Dark Silicon Era: Towards Power and Temperature Analysis of Heterogeneous MPSoCs at System-Level 
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Single chip solution! 

11.06.2019 Virtual Platforms for Low-power MCS 13 

 Future mixed-criticality systems: Applications with different criticalities implemented on a (general purpose, COTS) 
multi-core hardware/software platform that enables temporal and spatial segregation. 

  Size, Weight & Power Reduction (SWaP) 
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MIXED CRITICAL SYSTEM  

Video (Min 3:04) 

14 11.06.2019 Virtual Platforms for Low-power MCS 

[13] CONTREX: Design of embedded mixed-criticality CONTRol systems under consideration of EXtra-functional properties 

videos/what_is_mixed_criticality_1080p.mp4
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BACKGROUND: LOW-POWER 

Part I 
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Power vs. Energy 
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  Power: instantaneous  energy consumption per unit time 

>  In Architecture, implies conversion of electricity to heat 

> Need heat sinks and fans 

> Thermal failures even when fans OK 

 Power reduction can reduce costs and can increase 
reliability and availability 

  

 Energy: usage of power for some time 

> Battery life directly depends on energy consumption 

 Energy reduction can increase battery life for mobile 
systems 

 

  

  

time 

@500MHz 

@250MHz 

Power 
550 

P= 550 mW 

P= 300 mW 

𝐸𝑡𝑜𝑡𝑎𝑙 =  𝑃 𝑡 𝑑𝑡 = 2.4 𝐽𝑜𝑢𝑙𝑒𝑠
12

4

 

𝐸𝑡𝑜𝑡𝑎𝑙 =  𝑃 𝑡 𝑑𝑡 = 2.2 𝐽𝑜𝑢𝑙𝑒𝑠
8

4

 

300 
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Static vs. Dynamic Power 

11.06.2019 Virtual Platforms for Low-power MCS 17 

 Static power 𝑃𝑠𝑡𝑎𝑡𝑖𝑐 

>  “leakage” related to current leaking from a transistor even if doing nothing 

> Leakage power in the old days not an issue (about 10 % of total processor power) 

> Up to over 50% of the total power in next-generation processors [c.f. ITRS technology roadmap] 

 Dynamic power 𝑃𝑑𝑦𝑛𝑎𝑚𝑖𝑐  

> related to “switching” activity of transistors.  

> Dynamic power density keeps increasing: 

> About 50-70 % of total processor power 

 Total power  

 𝑷 𝒕 = 𝑷(𝒕)𝒅𝒚𝒏𝒂𝒎𝒊𝒄 + 𝑷(𝒕)𝒔𝒕𝒂𝒕𝒊𝒄 = 𝑉𝑑𝑑
2 𝑡 ∙ 𝑓 𝑡 ∙ 𝐶 𝑡  + 𝑉𝑑𝑑

2 𝑡 . 𝐺 𝜗 𝑡 )  where 

> 𝐶 𝑡  average switching capacitance (or equivalent) per cycle (usually derived by dynamic annotation or performance 
counters) 

> 𝐺(𝜗 𝑡 ) leakage conductance depending on temperature 𝜗 𝑡  (dynamic temperature model required) 

> 𝑉𝑑𝑑(𝑡), 𝑓(𝑡) supply voltage and frequency that can be changed over time (Dynamic Voltage and Frequency Scaling) 
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Low-power Management Techniques (PMT) 
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1. Clock gating targets 𝑷𝒅𝒚𝒏𝒂𝒎𝒊𝒄 

> Stop switching in unused components 

> Low latency to achieve low-power mode 

2. Power gating targets  𝑷𝒔𝒕𝒂𝒕𝒊𝒄 

> Turn off power to unused HW components 

> High latency for achieve low-power mode 

3. Voltage Scaling: both 𝑷𝒔𝒕𝒂𝒕𝒊𝒄 & 𝑷𝒅𝒚𝒏𝒂𝒎𝒊𝒄 

> Voltage limitations should be taken into consideration 

> High latency for achieve low-power mode 

4. Dynamic Voltage/Frequency scaling (DVFS): both 𝑷𝒔𝒕𝒂𝒕𝒊𝒄 & 𝑷𝒅𝒚𝒏𝒂𝒎𝒊𝒄 

> Limited to retention voltage/frequency. 

> Finding lowest possible operating frequency and supply voltage is not easy 

> Increasing application execution time. Can cause possible deadline missing 

 

 

Functional 
Unit 

CLK 

Enable 

Gate_Control 

VDD 

VSS 

Core 

Gated VDD 
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Challenges of PMTs  in MCS 
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1. Functional:  

1. The recovery from Low-power state to normal state must be guaranteed. 

> E.g. if processors are switched off, then it must be guaranteed that they are also switched off again. 

2. PMTs side effects on the functional behavior (e.g. loss of data, system halt), must be prohibited. 

2. Timing: 

1. The time/duration required for the application of PMTs must be predictable. 

2. PMTs are executed at a specified time and must have bounded duration.  

3. Power 

1. The available energy has to be shared by all running applications, regardless if they are critical or not. 

2. The maximum power consumption of a SoC is effectively limited by its waste heat discharge capabilities 
and expected lifetime 

  Validation of the correct usage of Power Management Techniques in MCS is vital! 

[17] Hypervisor Architecture for Low-Power Real-Time Embedded Systems 
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BACKGROUND: VIRTUAL-PLATFORMS 

Part I 
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Simulation Environment 

Virtual Platform 
CPU 

Memory 

Bus 

Target 
Binary 

Binary 
Translation 

Simulation Host 

Host Instruction 
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Application, 
Operating System, 

Firmware 

Scenarios/ 
Test-Cases 

Stimulate 

Timing & Power 
Measurement 

Timing & Power 
Constraints 

Measurement based Verification 

Physical 
Prototype 
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Application, 
Operating System, 

Firmware 

Scenarios/ 
Test-Cases 

Stimulate 

Runs on Physical 
Prototype 

Timing & Power 
Measurement 

Virtual 
Platform 

Timing & Power 
Constraints 

Virtual Platform for functional Software testing 
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Virtual-platforms - Abstraction and Time 
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Hardware 

 
Functional Simulation 

 
TLM Simulation 

 
Instruction Accurate Simulation 

 
Cycle-Accurate Simulation 

Accuracy 

Technique 

100% 

Speed 

Technique Functional TLM IA CA 

Functional TLM IA CA 
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Instruction Accurate Simulation 

Instruction accurate Virtual Platform Based Software Development 

 Pros 

> Complete observability and traceability 

> Non-invasive debugging  

> Deterministic repetition of experiments 

> Execute unmodified target binaries 
 

 Cons 

> No support for power models  

> No support for power management validations 

> No support for accurate timing models for MCS 

> Simple MIPS timing model 

 
 

 
 
 
 

© 2016 Imperas Software Ltd & OFFIS e.V. 

Simulation Environment 

Virtual Platform 
CPU 

Memory 

Bus 

Target 
Binary 

Binary 
Translation 

Simulation Host 

Host Instruction 

Imperas ISS (OVPSim) environment provided by Imperas [2] 
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Scope of this talk 

Enhance Virtual Platforms with Low-Power Validation features for MCS 

Analyze/ 
Debug 

Timing/Power 
Instrumentation 

 
 
 
 

Scenarios (e.g. Flight ) 

Stimulate 

Annotate 

Implement 

Optimize 

Main focus of this talk: provide 
enabling technologies 

Tracing 

 
 
 

Mixed-critical Application 
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TIME TRIGGERED MODEL IN IA VIRTUAL-PLATFORMS 

Part II 
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Time-triggered Architecture 

27 

Many safety-critical and especially MCS are realized as 
a time-triggered (TT) system. 

Time-Triggered Architecture (TTA) 

1. TT System has deterministic timing behavior 

2. Communication and computation according to a 
pre-determined schedule 

3. Schedule is defined and executed based on a 
global time base 

4. Global time guarantee the timeliness of real-time 
applications  

5. Simplifies the verification of the timing behavior 

 

Virtual-prototyping of MCS requires TT Support 
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[3]  Functional Test Environment for Time-Triggered Control Systems in Complex MPSoCs using GALI  
[11] Towards Virtual Prototyping of Synchronous Real-time Systems on NoC-based MPSoCs 
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 GALI (Globally Accurate Locally Inaccurate) simulation 

Why not cycle-accurate Simulation? 

28 

  

Hardware 

Functional Simulation 

TLM Simulation 

Instruction Accurate Simulation 

Cycle-Accurate Simulation 

Accuracy 

Technique 

Functional TLM IA QCA CA 

100% 

Speed 

Technique 
Functional TLM IA QCA CA 

GALI Simulation 

Functional TLM IA QCA CA 

 

     Fast simulation than cycle accurate 

     Accurate results with respect to timing 

     Improved debuggability compared to HW implementation  

 

 

Quasi cycle-Accurate Simulation 
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Problem: Instruction Accurate Time Model 
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GALI: Instruction Accurate improvement 
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TIME TRIGGERED MODEL IN IA VIRTUAL-PLATFORMS– MULTIROTOR UC  

Part II 
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Multirotor –  Critical part 

32 

MPU9150 [IMU] 

Read Sensors 

Motor Drivers 
MPL3115A2 [BU] 

Remote Control 

Filter Values 
Scale Values 

to Units 

Compute 
Attitude 

Compute 
Altitude 

Remote 
Processing 

Attitude 
Controller 

Altitude 
Controller 

Mix Motor 
Values 

Send Motor 
Values 

Sensor Processing Flight Controller 

Overall maximum execution time: 2 ms  500 Hz frequency 

Read Remote 

Overall maximum execution time: 20 ms  50 Hz frequency 

Processing Chains 0, 1 and 2 

Voting 

Remote processing 
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Multirotor UC 

Time Triggered Schedule 

33 

  

Function 
Task 
WCET 
[ms] 

T1: Read Gyroscope  Accelerometers  0.541 

T2a: Read Magnetometer (start 
measurement) 

 0.091 

T2b: Read Magnetometer (read sensor data)  0.273 

T3: Read Barometer  0.212 

T4: Read Remote Control  0.049 

T5: Read Battery Guards and Temperature  0.011 

T6: Write Remote Control Display  0.100 

T7: Voting    0.100 

T8: Set Motor Values  0.851 

T9: Sensor Processing   0.075 

T10: Remote Processing  0.019 

T11: Flight Controller  0.035 

T12: Non-critical 1.5 

Safety-critical flight algorithm (red task blocks) 
Video processing application (green task) 

11.06.2019 Virtual Platforms for Low-power MCS 

Estimated with QCA simulator (see [4]) 
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Multirotor UC 

Multirotor– Mixed Critical Platform 

34 
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[10] SAFEPOWER project: Architecture for Safe and Power-Efficient Mixed-Criticality Systems 
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Multirotor UC 

Experimental Setup 

35 
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160 times faster than quasi cycle accurate simulation (averaged relative accuracy error of only 0.71%) 

2.3 to 47 times faster than Approximate Cycle Accurate (ACA) simulation 

Experimental Results 

Quasi Cycle Accurate Simulation 
GALI simulation Model MIPS rate : 1, Quantum : 0.0001s 

11.06.2019 Virtual Platforms for Low-power MCS Page 36 
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POWER MODEL EXTENSION OF IA VIRTUAL-PLATFORMS 

Part III 

37 11.06.2019 Virtual Platforms for Low-power MCS 



5.20 

5.80 

11.42 11.40 

Application, 
Operating System, 

Firmware 

Power 
Model 

Scenarios/ 
Test-Cases 

Stimulate 

Physical 
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Timing 

Power 
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Timing & Power 
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Virtual 
Platform 

Timing & Power 
Constraints 
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Virtual Platform with Power Model 

Physical 
Prototype 
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Application, 
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Power 
Model 

Scenarios/ 
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Stimulate 

Design-Time Opt. 

Tracing 

Power 
Sensor 

Run-Time Opt./Mgt. 

Physical 
Prototype 

Timing & Power 
Measurement 

Virtual 
Platform 

Timing & Power 
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Runs on 

Run-Time Power Management 
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System-Level Power Model Parameters 

  
Power 
Model 

Virtual 
Platform 
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[12] Integrating Power Models into Instruction Accurate Virtual Platforms for ARM-based MPSoCs 
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System-Level Power Model Parameters 

 Building blocks for flexible power model 

> Static design parameters 

> Dynamic annotation/monitoring 

 Overall power consumption can be computed 
from static parameters and observations 

 Hierarchical total power processing possible: 
𝑃 𝑡 = 𝑃(𝑡)𝑑𝑦𝑛𝑎𝑚𝑖𝑐 + 𝑃(𝑡)𝑠𝑡𝑎𝑡𝑖𝑐  
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Extra-Functional Properties – State based Power Models and Virtual Power Rails 

Approach & Methodology 

11.06.2019 Virtual Platforms for Low-power MCS 43 

 State based power model, similar Benini et al. [5] 

> Each power state has corresponding automata state 

> Transition: valid change between power states 

 Virtual power rails, Schreiner et al. [6] 

> Consists of two parts 

> Power rail platform models with PMBus interface 
to communicate with user application  

> Power rail observer to provide power and voltage 
data of power models 

> Enables user application to retrieve power values 
and react on these like in physical system 

Simplified example for MicroBlaze 
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POWER MODEL EXTENSION OF VIRTUAL-PLATFORMS – MULTIROTOR UC 

Part III 
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Performance Counter based power model for the Xilinx Zynq ARM-based system 

 Int        nCores  number of active cores [0-2] 

 double clk_cpu   clock frequency of CPU in [Mhz] 

 double load_cpu   load of processors [0-1] 

 double clk_mem   clock frequency of memory in [Mhz] 

 double readrate_mem   read rate of external DDR3 memory [0-1] 

 double writerate_mem  write rate of external DDR3 memory [0-1] 

 double clk_axi   AXI dock frequency in [Mhz] 

 double usage_axi   usage rate of AXI interface [0-1] 

 int        axi_bw  bit width of AXI interface [32 or 64] 

 double clk_io   clock frequency of IO in [Mhz] 

double ps_dynpower_est(int nCores, double clk_cpu, double load_cpu,  
                       double clk_mem, double readrate_mem, double writerate_mem,  
                       double clk_axi, double usage_axi, int axi_bw,  
                       double clk_io) 

𝑃 𝑡 =  𝑉𝑑𝑑
2 (𝑡) ∙ 𝒇(𝒕) ∙ 𝑪 𝒕 + 𝑉𝑑𝑑

2 (𝑡) ∙ 𝐺 (fixed temperature) 
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Obtain dynamic parameters from virtual platform 

 double clk_cpu: clock frequency of CPU in [Mhz] 
 vmirtAddWriteCallback (vmiProcessorP processor, Addr lowAddr, Addr highAddr, vmirtMemWatchFn readC, Bvoid* userData ) : void 

 Monitor access to clock speed register interface 

 double load_cpu: load of processors [0-1] 
 vmirtGetICount (vmiProcessorP processor ) : Uns64 

 Load: numer of non-empty instructions / (time interval * clk_cpu)  

 double readrate_mem: read rate of external DDR3 memory [0-1] 
 vmirtAddReadCallback (vmiProcessorP processor, Addr lowAddr, Addr highAddr, vmirtMemWatchFn readC, Bvoid* userData ) : void 

 Read rate: number of read instructions / (time interval * clk_axi) 

 double writerate_mem: write rate of external DDR3 memory [0-1] 
 vmirtAddWriteCallback (vmiProcessorP processor, Addr lowAddr, Addr highAddr, vmirtMemWatchFn readC, Bvoid* userData ) : void 

 Write rate: number of write instructions / (time interval * clk_axi) 

double ps_dynpower_est(int nCores, double clk_cpu, double load_cpu,  
                       double clk_mem, double readrate_mem, double writerate_mem,  
                       double clk_axi, double usage_axi, int axi_bw,  
                       double clk_io) 

𝑃 𝑡 =  𝑉𝑑𝑑
2 (𝑡) ∙ 𝒇(𝒕) ∙ 𝑪 𝒕 + 𝑉𝑑𝑑

2 (𝑡) ∙ 𝐺 (fixed temperature) 
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Performance Counter based power model for the Xilinx Zynq ARM-based system 

  

double ps_dynpower_est(int nCores, double clk_cpu, double load_cpu,  
                       double clk_mem, double readrate_mem, double writerate_mem,  
                       double clk_axi, double usage_axi, int axi_bw,  
                       double clk_io) { 
  P_Processor = VCCPINT / 1000.0 * (nCores * clk_cpu * load_cpu * 0.415 + 
                (load_cpu<0.5 ? (0.5-load_cpu)*nCores*clk_cpu*0.1515 : 0)); 
  P_Processor_PLL = (((clk_cpu*2 > 0) ? 15.0 : 0) + clk_cpu*2*0.02)*VCCPAUX/1000.0; 
  P_AXI = (VCCPINT/1000.0)*clk_axi*usage_axi*0.010417*axi_bw/8; 
  P_Logic = P_Processor + P_Processor_PLL + P_AXI; 
  ... 
  P_DDR = P_Memory + P_Memory_PLL; 
  ... 
  P_Interfaces = P_USB + P_SD + 2*P_UART + P_I2C + P_SPI + 5*P_GPIO; 
  ... 
  P_IO = P_Interfaces + P_Interfaces_PLL; 
  P_total = P_Logic + P_DDR + P_IO; 
  return P_total; 
} 

𝑃 𝑡 =  𝑉𝑑𝑑
2 (𝑡) ∙ 𝑓(𝑡) ∙ 𝐶 𝑡 + 𝑉𝑑𝑑 𝑡 ∙ 𝐺 
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ARM Cortex-A9 - Power Model Overview 

Page 48 
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Timed Value Streams: Power Traces 

  Application, 
Operating System, 

Firmware 

Analyze/ 
Debug 

Design-Time Opt. 

Virtual 
Platform 

Runs on 

Power 
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Tracing 
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Timed Value Streams: Power Monitoring in SW 

Page 50 

  Application, 
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DVFS Bare Metal Example 

 Application Binary is executed bare 
metal on ARM cores 
 

 Switch frequencies and voltages for: 

> ARM cores  

> DDR memory 
 

 Power Model recognizes changes 

Page 51 

VCD Traces of DVFS example 

Power CPU Total 

Power Memory 

Power AXI 

Power Leakage 

Power Total 

Voltage PINT 

Voltage DDR 

Load CPU 0 

Load Mem Read 

Load Mem Write 

Load AXI 
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POWER INTERCEPTION TRACING – DEMO  

 

Video (Min 2:55)  

52 

1. Booting Linux 
2. DVFS on the ARM Cortex-A9 
3. Power monitor in action  
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videos/what_is_mixed_criticality_1080p.mp4
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POWER MANAGEMENT VERIFICATION IN IA VIRTUAL PLATFORMS 

Part IV 
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Power Management Techniques  

Approach & Methodology 

 Power state observers on functional level 

> Check if registered application function… 

> … enters within a valid set A of power states 

> … changes the power state within a valid set B 

> … leaves within a valid set C of power states 

> Sets are defined through formal power state 
definitions, which fulfill system’s power 
management specification 

 

> Function tracing engine: register callbacks on 
entering and leaving application functions 

 

> Processor model observer: provides current power 
state 

Observer 
Power State 

Formal  
Power State 
Definition 

Observer 
Processor Model 

Function 
Tracing 
Engine 

Current  
power state 

Callbacks on 
enter and  
exit a function 
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Power Management Techniques – Formal definition of Power State Observer 

Approach & Methodology 

 Simplified example: Function level power state observers, inputs 
frequency and voltage 
> Set of frequencies: 𝐹 ∷= 0.0, 400.0  MHz 

> Set of voltages: 𝑉 ∷= 0.0, 1.0  V 
> Set of inputs: 𝐼 ∷= 𝑉 × 𝐹  
> Power states: 𝑃𝑆 ∷= 𝑝𝑠 ∈ 𝐼|𝑝𝑠 = (𝑓0, 𝑣0) ∨ ⋯∨ 𝑝𝑠 = (𝑓𝑛, 𝑣𝑚)  ∪ (⊥, ⊥)  
> Transitions: 

  𝑇 ∷= 𝑡 ∈ 𝑃𝑆 × 𝐼 × 𝑃𝑆|𝑡 = (𝑝𝑠0, 𝑖0, 𝑝𝑠1) ∨ ⋯∨ 𝑡 = (𝑝𝑠𝑘 , 𝑖𝑛, 𝑝𝑠𝑚)  
  𝑇𝑐 ∷= 𝑡 = (𝑝𝑠, 𝑖, 𝑝𝑠′) ∈ 𝑃𝑆 × 𝐼 × 𝑃𝑆|𝑡 ∉ 𝑇 ∧ 𝑝𝑠′ = (⊥, ⊥) ∧ 𝑝𝑠 ≠ (⊥, ⊥)  

> Observer: 𝑃𝑆𝑂𝑏𝑠 ∷= 𝐼, 𝑃𝑆, 𝑇 ∪ 𝑇𝑐 , 𝑓𝑥, 𝑣𝑦 , 𝑃𝑆\(⊥, ⊥)  

 Creates an automata, where all transitions to invalid states lead to a fault 
state 

  

(f0, v0) 

(f1, v1) 

(⊥, ⊥) 
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Verification flow  
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Power State Observer (s) 

Power state 
Observers 

Towards Power Management Verification of TTA using VP [7] 
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Implementation of Power State Observer at Virtual Platform level 
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Power State Observer (s) 

[14] Advanced SystemC Tracing and Analysis Framework for Extra-Functional Properties 
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POWER MANAGEMENT VERIFICATION – MULTIROTOR UC 

Part IV 
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Multirotor UC 

PMTs Verification in OVP 
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  TT System 
Specification 

Timed Automata Model with power mode variables (UPPAAL) 

Software running on Virtual Platform (OVP) 
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Multirotor UC 

Internal Overview of Power Intercept Library 

 Observers for ARM and MicroBlaze cores 

> Get characteristic data of ARM and MicroBlaze cores 
CPU, RAM r/w and bus utilizations, frequencies, voltages 
suspend and sleep states, clock- and power gating  

> Timing models: improve accuracy of OVP’s MIPS model 

> Power models: for each power rail a component belongs to 

 Observers for the power states 

> Checking if low power techniques of applied correctly and meet 
the power management specification of the use case 

> DVFS, different suspend and idle states, clock- and power-gating 

 Power rails observer 

> Use case is able to change voltages and to request present 
power data of virtual power rails 

> Power data is used in applications, e.g. to react in emergency 
cases 

 VCD sinks to store all relevant data for post simulation 
analyzes 
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Multirotor UC 

PMTs Verification in OVP 
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Timed Automata Model with power mode variables (UPPAAL) Software running on Virtual Platform (OVP) 

Specification Trace Simulation Trace 
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Multirotor UC  

PMTs Verification in OVP 
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Specification Trace 
(Timed Automata) 

Simulation Trace 
(OVP) 
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Mixed-Criticality Multi-Rotor Avionics 

Virtual Platform in the Loop (VPIL) & Hardware in the Loop (HIL) Simulation 

 Virtual Platform in the Loop Simulation 

> Binary compatible platform of physical avionics 

> TMR on ARM 0, MicroBlaze 1 & 2, Voting on MicroBlaze 0 

> Includes intercept libraries 

> Power Intercept Library 

> Interface Intercept Library 

> TCP Intercept Library to connect to flight simulator as 
environmental model 

> Fault Injection Intercept Library to evaluate systems 
behavior in error states (TMR, power management, 
etc.) 

 Hardware in the Loop Simulation 

> Evaluation reference system of my approach & 
methodologies 

> Connects to same flight simulator as VPIL via adapter 
board 
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MULTIROTOR UC DEMO – HIL W/O LOW POWER 

 

 

Video (Min 1:38) 
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videos/what_is_mixed_criticality_1080p.mp4
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Full Version 

Low-power Multirotor 
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Conclusion 
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 Presented methodologies enhancing current 
Instruction-accurate virtual-platforms to 
validate: 

1. power management techniques  

2. extra-functional properties  

> timing (Time-triggered Model) 

> power (power models) 

 Evaluated on the use case of a heterogeneous 
MPSoC based mixed-criticality multi-rotor 
avionics  showing: 

> About 33 % of power saving while successfully 
integrated PMTs, without jeopardizing safety. 



Thanks for your attention 
Questions are welcomed  

This work was partially funded by the 
European Union’s Horizon 2020 research 
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grant agreement No. 687902.  

More information at: 
http://www.safepower-project.eu 

 

http://www.safepower-project.eu/
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